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INTRODUCTION

racle Database | Ig offers several highly powerful enhancements to the management

of Oracle databases. Oracle databases are the leading commercial databases in the
world today, and it’s a great challenge as well as a matter of pride to certify in the latest

flagship offering of the Oracle Corporation. For more information about the Oracle certification
exams, requirements for certification, or recertification, please visit Oracle’s certification web site
(http://www.oracle.com/education/certification).

This book will help you in your endeavor to upgrade your Oracle OCP DBA
certification to the latest level—Oracle Database 11g. It is a study guide for Oracle
Database administrators who plan to take the OCP Oracle Database 10g: New Features
for Administrators Exam Guide (Exam 1Z0-050). This exam is also known commonly
as the DBA “Upgrade” exam because you can upgrade to the latest Oracle Database 11g
OCP certification from the Oracle10g OCP certification. In order to take this exam,
Oracle Corporation must have already certified you as an Oracle10g OCP.

If your goal is to update your credentials, you can do so by diligently working through
this book, doing all the exercises and practice tests. However, your goal should ideally
reach beyond passing the exam. Ultimately, you'll need to use the new skills you learn
in your present job, and the only way to do so is by clearly understanding the nuances of
the various enhancements offered by the Oracle Database 11g release. To this end, I've
designed this book as much more than a simple exam guide, by carefully introducing the
topics and discussing them in sufficient detail to provide you with a solid understanding.

Some of you, I'm sure, are tempted to just learn the minimum necessary to pass the
upgrade exam. However, [ urge you to delve deeper into the new release by testing
the new features on your own and exploring the many new capabilities of the Oracle
Database 11g release. In general, Oracle certifications are voluntary, in the sense that
in most cases they are not prerequisites for a job working with Oracle products. The
real value of certification comes in the mastery of a wide range of capabilities of the
Oracle database software. As the first chapter shows you, it is easier to install the new
Oracle software than ever before. Therefore, you really don’t have any excuses for not
installing the Oracle Database 11g software on your workstation or a test server and
exploring all the new features. I've found that testing the various features is the best
way to understand and remember the nuances of the new features, including the usage
of the new commands and SQL statements that help implement the features.

In This Book

XVi

This book is organized to serve as an in-depth review for the OCP Oracle Database
11g: New Features for Administrators Exam for Oracle professionals who already are
certified OCPs. Each chapter covers a major aspect of the exam; all the OCP official
certification objectives are carefully covered in the book.


http://www.oracle.com/education/certification

On the CD
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-ROM

The CD-ROM contains the entire contents of the book in electronic form, as well as
two practice tests that simulate the real Oracle Database 11g OCP certification test.
For more information on the CD-ROM, please see the appendix.

Exam Readiness Checklist

At the end of this introduction, you will find an Exam Readiness Checklist. I
constructed this table to allow you to cross-reference the official exam objectives with
the certification objectives as | present and cover them in this book. The checklist
also allows you to gauge your level of expertise on each objective at the outset of your
studies. This should allow you to check your progress and make sure you spend the
time you need on more difficult or unfamiliar sections. I've provided a reference for
each objective exactly as Oracle Corporation presents it, including the section of the
study guide that covers that objective, as well as a chapter and page reference.

In Every Chapter

on the

Qob

This book includes a set of chapter components that call your attention to important
items, reinforce important points, and provide helpful exam-taking hints. Take a
look at what you'll find in every chapter:

B Exam Watch notes call attention to information about, and potential pitfalls
in, the exam. As I mentioned earlier, I took the new OCP exam and received
my certification. I took the Beta exam in December, 2008—it had over 170
questions, so I know something about what you will go through!

B Exercises are interspersed throughout the chapters, and they allow you to
get the hands-on experience you need in order to pass the exams. They help
you master skills that are likely to be an area of focus on the exam. Don’t
just read through the exercises; they are hands-on practice that you should
be comfortable completing. Learning by doing is an effective way to increase
your competency with a product.

B On the Job notes describe the issues that come up most often in real-world
settings. They provide a valuable perspective on certification- and product-
related topics. They point out common mistakes and address questions that
have arisen from on-the-job discussions and experience.

B Inside the Exam sections toward the end of each chapter are designed to
anticipate what the exam will emphasize. I provide pointers regarding key
topics to focus on, based on my own exam experience. You can get a leg up
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Q&A =

Some Pointers

on how to respond to actual exam questions by focusing extra attention on
the contents referred to in the Inside the Exam sections.

The Certification Summary is a succinct review of the chapter and a
restatement of salient points regarding the exam.

The Two-Minute Drill at the end of every chapter is a checklist of the main
points of the chapter. You can use it for a quick, last-minute review before
the test.

The Self Test offers questions similar to those found on the certification
exam. The answers to these questions, as well as explanations of the answers,
can be found at the end of each chapter. By taking the Self Test after
completing each chapter, you'll reinforce what you've learned from that
chapter, while becoming familiar with the structure of the exam questions.

The Lab Questions at the end of the Self Test sections offer a unique and
challenging question format that, in order to answer correctly, require the
reader to understand multiple chapter concepts. These questions are more
complex and more comprehensive than the other questions, as they test your
ability to take all the knowledge you have gained from reading the chapter
and apply it to complicated, real-world situations.

Once you've finished reading this book, set aside some time to do a thorough review.
You might want to return to the book several times and make use of all the methods
it offers for reviewing the material:

Reread all the Two-Minute Drills or have someone quiz you. You also can
use the drills as a way to do a quick cram before the exam. You might want
to make some flash cards out of 3 x 5 index cards that have the Two-Minute
Drill material on them.

Reread all the Exam Watch notes. Remember that these notes are based on
the OCP exam that I took and passed. I've tried to draw your attention to
what you should expect—and what you should be on the lookout for.

Retake the Self Tests. It is a good idea to take the test right after you’ve read
the chapter because the questions help reinforce what you've just learned.
However, it’s an even better idea to go back later and do all the questions

in the book in one sitting. Pretend that you’re taking the live exam. (When
you go through the questions the first time, you should mark your answers

on a separate piece of paper. That way, you can run through the questions

as many times as you need to until you feel comfortable with the material.)
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[ personally wouldn’t recommend taking the actual test until you’re able to
answer upwards of 95 percent of the Self Test questions correctly.

B Complete the Exercises. Did you do the chapter Exercises and the Lab
Questions when you read each chapter? If not, do them! These exercises are
designed to cover exam topics, and there’s no better way to get to know this
material than by practicing. Be sure you understand why you are performing
each step in each exercise. If there is something you are not completely clear
about, reread that section in the chapter.

Test Structure

Because the exam for which I designed this book is an upgrade exam, all of the test
takers will be OCP certification holders; you shouldn’t dread the OCP test by any
means. The new test follows on the lines of the old tests, and there are no changes

to the style or format of the certification test. As in the older OCP tests, you'll have
multiple choice questions only, with several questions having multiple correct answers.

The exam has 85 multiple-choice questions (time allowed is 105 minutes), and
you need to answer at least 61 percent of the answers correctly to pass the test. The
passing percentage translates to answering 52 out of the 85 questions correctly.

If you work your way through all eight chapters of this book, diligently completing
the exercises and paying close attention to the Exam Watches and Inside the Exam
sections, you shouldn’t have any problem passing the exam with flying colors.

A word of caution regarding questions for which there are several correct choices.
If you pick only part of the correct answers, you won’t get credit for the answer, even
if your pick is among the correct alternatives. Please be very careful that you picked
all the possible choices when there are multiple correct choices.

How to Prepare for the Exam

You are holding in your hands the only tool you'll need to pass the OCP upgrade
exam. You should read the chapters, preferably from the beginning to the end, and
you must answer the end-of-chapter review questions correctly. However, most
chapters can be read in any particular order. So if, for example, you are interested
in RMAN new features, start with Chapter 7. Cover all eight chapters, in any order
you wish, and that will ensure you're covering all the OCP official objectives.

I’ve covered every OCP certification objective carefully in this book. However,
this is a test guide; therefore, I'm limited as to the length of discussion of any
particular topic. I strongly recommend that you refer to the pertinent Oracle topics
in Oracle’s voluminous manuals (available at http://technet.oracle.com) for in-depth
discussion of all the new topics.


http://technet.oracle.com
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OCP tests are rigorous, and you can’t expect to certify by merely “brushing
up” on the new features. You must really understand the new concepts, both from
a theoretical standpoint and a practical one. OCP exam questions typically are
divided into questions that test your knowledge of syntax and new commands, on
the one hand, and those that test in-depth your understanding of how a particular
new feature works in practice, on the other. Your basic strategy for questions that
test your knowledge of Oracle syntax is simply to learn and remember the new
commands and syntax. However, when it comes to preparing for the significant
number of questions (often called scenario-based questions) that test your grip on
how things work, there is no substitute to actually working out the Exercises and
Lab Questions in this book. In addition, you should try practicing all the relevant
commands shown in Oracle Corporation’s manuals.

Use the Exam Readiness Checklist to guide you in your preparation for the exam.
Check off each exam topic after you really understand how the command or feature
works. You're ready to take the exam when you check off all the objectives on the
checklist!

Good luck and have fun!
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Exam 1Z0-050 Readiness Checklist

OCP Official Objective Certification Objective Chapter Page

Installation and Upgrade Enhancements
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his chapter reviews the new installation features of the Oracle server software for

Oracle Database | Ig Release | (11.1). Although the installation process is essentially

the same as in the previous release, | review the important enhancements. Several
components are automatically installed now that were optional installations previously, and I'll
review these components. The chapter then looks at changes in the database upgrade process.The
new installation features include changes in the server install options, new installable components,
and an enhanced optimal flexible architecture (OFA) for the flash recovery area and the datafiles.
Some old components aren’t available, and there are several new components that you can install
with the database server software.

Of course, one of the most important things you may be planning to do is to
upgrade your present database to the Oracle Database 11g release. This chapter will
describe changes in the manual upgrade method as well as in the Database Upgrade
Assistant (DBUA).

System changes, database version changes, and application upgrades often cause a
considerable amount of uncertainty in organizations. Oracle has made effective change
management a hallmark of the Oracle Database 11g release. Oracle provides an exciting
new feature called Real Application Testing, which contains two powerful solutions,
Database Replay and SQL Performance Analyzer. Together they can solve most of your
change management problems by letting you test database performance and SQL
query performance after a system change, including a database upgrade or an upgrade
to a new release of the database.

Following are the topics I discuss in this chapter:

B Installing Oracle Database 11g

B New features in database creation
B Database upgrade new features

B Real Application Testing

Please refer to the Oracle Database 11g documentation for complete details
on a particular feature. The main purpose of this book is to help you upgrade your
OCP certification from Oracle Database 10g to Oracle Database 11g. (The complete
name of the test required for upgrading your certification is “Oracle Database
11g: New Features for Administrators (Exam 170-050).”) Unless a database feature

is completely new to Oracle Database 11g, I don’t attempt to fully explain it in
this book.
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CERTIFICATION OBJECTIVE 1.01

Installing Oracle Database I lg

In this section, let’s review the important changes in the installation of the Oracle
Database 11g server software. These changes include changes in the optimal flexible
architecture (OFA), changes in the installation options, new database components
available during installation, and role and privilege changes. I'll also take you
through an actual Oracle Database 11g server installation, to highlight the changes
in the installation procedures in the new release.

Changes in the Optimal Flexible Architecture

Oracle Database 11g includes changes in how you specify important Oracle
environmental variables such as the Oracle home and Oracle base, as well as
the location of the flash recovery area. Oracle Database 11g introduces the new
automatic diagnostic repository (ADR), which consolidates all database diagnostic
data. You must create a separate directory for the ADR. You'll find a description of
the ADR later in this chapter, and Chapter 2 contains a thorough discussion of the
ADR as well as the new diagnostic framework introduced in this release.

In summary, the major changes made to the Oracle base to make it comply with

OFA are as follows:

B ORACLE_BASE is a recommended environment variable and will be
mandatory in future releases.

B You must not create an Oracle Clusterware home under the Oracle base.
During an Oracle Clusterware installation, the Oracle base and the Oracle
Clusterware home are at the same directory level.

B Oracle recommends creating the flash recovery area and the datafiles under
the Oracle base.

B Oracle recommends that you keep the flash recovery area and the datafiles on
separate disks.

Oracle Base Location The Oracle Installer now provides a list box for you to
select or edit the recommended Oracle base location. The Oracle base directory is
the starting point for the installation of Oracle software. The recommended path for
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the Oracle base is /mount_point/app/oracle_software_owner. If the mount point is /u01
and the Oracle software owner is oracle, for example, the recommended Oracle base
location will be /u01/app/oracle.

The Oracle base environmental variable is only a recommended and not a
mandatory variable, but Oracle might make it a mandatory variable in a future
release. The Oracle home directory is where you install the Oracle binaries. The
Oracle Universal Installer will derive the Oracle home location from the Oracle
base location you choose.

Oracle recommends that you use the same Oracle base for multiple Oracle
homes created by a user.

Oracle logs the Oracle base location you provide during the installation in its
inventory. You can share a single Oracle base location among all the Oracle homes
you create on a server. If you don’t set an Oracle base location, you’ll see warnings in
the alert log.

Datafile and Flash Recovery Area Locations In Oracle Database 10g, by
default, the flash recovery area and the datafiles were placed one level above the
Oracle home directory. Depending on your storage and backup strategies, this posed
some problems in some installations. In Oracle Database 11g, the starting point for
both the flash recovery area and the datafiles is the Oracle base. Oracle recommends
that you place the flash recovery area on different disks from those you assign to the
datafiles. Assuming your Oracle base location is /fu01/app/oracle, the datafiles and
the flash recovery area would have the following locations:

/u0l/app/oracle/oradata
/u0l/app/oracle/flash recovery area

In Oracle Database | Ig, the Oracle Universal Installer tries to install
its inventory one level beneath the Oracle base ($ORACLE_BASE]..).
You must, therefore, ensure that the $ORACLE_BASE].. directory is
writable by the user installing the Oracle software. Of course, if you
have installed Oracle software from an earlier release, the installer
will use the pre-existing Oracle inventory.

You'll receive a warning from the Oracle Universal Installer if you try to place the
datafiles and the flash recovery area in the same location.



Installing Oracle Database | Ig §

Automatic Diagnostic Repository

Oracle Database 11g offers a new automatic diagnostic repository (ADR), which
provides a single directory location for all the diagnostic data needed for diagnosing
and repairing database problems. The ADR uses standard methods to store diagnostic
data for the database as well as other Oracle products. Various automatic diagnostic
tools then use this diagnostic data to quickly diagnose and resolve problems. The
ADR also provides a consolidated location for the collection of all diagnostic data
you want to send to Oracle Support for diagnosing and resolving problem:s.

You specify the ADR directory location by providing the directory location as
the value for the diagnostic dest initialization parameter. Using the ADR
isn’t mandatory, and specifying the diagnostic dest parameter means that the
traditional diagnostic directories such as bdump, cdump, and udump are redundant.

The ADR contains several subdirectories such as alert and cdump, where the
traditional diagnostic data as well as new types of diagnostic data are stored. You
have two versions of the alert log in Oracle Database 11g, one a regular text file

and the other an XML-formatted file. You can

read the alert log using a normal text editor,
e)cam & SIng

the Enterprise Manager, or the new ADRCI

Yatch . .
Understand the changes tool, which lets you perform a variety of tasks
made with regard to the ORACLE_BASE pertaining to problem diagnosis.
environment variable to make it compliant You must provide the Oracle Universal
with the Oracle Flexible Architecture. Installer a directory location for the ADR base
if you want to use the ADR. The ADR base

is the root directory for the ADR, under which various “ADR homes” live. Oracle
recommends that you choose the same ADR base for all Oracle products in order to
consolidate diagnostic data.

The Oracle Universal Installer will set the ADR’s base directory to the Oracle
base location by default. You can set an alternate location for the ADR base directory
by setting a value for the diagnostic dest initialization parameter. The default
ADR base directory is then of the form $ORACLE_BASE. Under this directory,
there is a directory named rdbms, which contains all diagnostic files for Oracle
databases on that server. In the rdbms directory, the diagnostic files for each database
are organized by the database name and instance name. For example, if the Oracle
base is /fu01/app/oracle and the database name and the instance name are both orcl2,
the subdirectories such as alert and trace are located in the following directory:

/u0l/app/oracle/diag/rdbms/orcl2/orcl2

Chapter 2 discusses the new fault diagnosability infrastructure in detail.
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Changes in the Installation Options

Following are the important changes in the server installation options in Oracle
Database 11g.

B The Oracle Configuration Manager, which gathers software configuration
information, is integrated with the Oracle Universal Installer as an optional
component. The Oracle Configuration Manager was previously called the
Customer Configuration Repository (CCR).

B The Oracle Data Mining option is chosen by default when you install the
Enterprise Edition; the catproc.sql script that you run after creating a new
database will automatically install this option.

B The Oracle XML DB option isn’t an optional component in the new release.
The Database Configuration Assistant will install and configure this option
for you. If you're creating a database manually, the catproc.sql script will
create the XML DB automatically.

B Oracle Database Vault is an optional component when you select the Custom
Installation option.

The following components aren’t part of the Oracle Database 11g installation
(but were part of the Oracle Database 10g release 2):

B iSQL*Plus

B Oracle Workflow

B Oracle Enterprise Manager Java Console
B Oracle Data Mining Scoring Engine
[ |

Raw storage support for datafiles (installer only)

The following features are deprecated, although they are retained for backward
compatibility:

B Oracle Ultra Search
B Java Development Kit (JDK) 1.4
B CTXXPATH index

Oracle recommends that you migrate from the components listed here. For the
JDK, Oracle recommends using JDK 5.0. Instead of CTXXPATH index, Oracle

recommends using XMLIndex.
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New Database Components

You have the following new components in Oracle Database 11g server installation,
some of which are optional; the others are automatically installed by the Oracle
Universal Installer:

Oracle Application Express (APEX) Oracle’s browser-based rapid
application development tool, known earlier as Oracle HTML DB, now
contains prepackaged applications for blogs, storefronts, and discussion
forums, in addition to new reporting capabilities and support for drag-and-
drop forms layout. APEX is now installed with Oracle database 11g as part
of the base Oracle installation CD instead of the companion CD.

Oracle SQL Developer Oracle’s free database development productivity
tool, SQL Developer, is installed automatically when you choose a template-
based database installation by selecting an installation option such as General
Purpose/Transaction Processing and Data Warehousing. SQL Developer
contains new tuning enhancements such as database activity reporting

and expanded support for version control and visual query building.

Oracle Real Application Testing This new component, which consists

of two new features—Database Replay and SQL Performance Analyzer—is
automatically installed when you select the Enterprise Edition installation
option.

Oracle Configuration Manager (OCM) This is an optional component.
The OCM gathers software configuration information and uploads it to the
Oracle configuration repository.

Oracle Warehouse Builder This tool is installed as part of the Oracle
Database server software.

Oracle Database Vault This tool is now installed with the Oracle Database
11g, but as an optional component, instead of as a component of the
companion CD. The Oracle Database Vault installation provides a baseline
security policy for the database. When you install the Oracle Database Vault,
all security-related initialization parameters are assigned default values.

Role and Privilege Changes

Oracle Database 11g seeks to demarcate database administration and ASM
administration. Oracle now recommends that you create an optional operating

system—level group for the users who'll manage automatic storage management
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(ASM). You can do this during the installation or later on. Oracle also recommends
that you assign a new ASM-related system privilege for ASM administrators. Even
if you are performing both regular DBA chores as well as the ASM tasks in your
organization, it may be a good idea to formally separate the two types of tasks, so

it’s easy to remember which environment you’re operating in.

Oracle Database 11g introduces the new operating system OS group named
OSASM, exclusively for users who’ll manage ASM. Oracle recommends that you
grant ASM access only to users who are members of the OSASM group.

There is also a new ASM-related system privilege called SYSASM, which Oracle
recommends that you grant to those users who perform ASM administrative tasks.
For example, a user who needs to create an ASM instance must have the SYSASM
privilege. This means that you must not assign the SYSDBA privileges for users who
perform only ASM-related tasks and not general database administration.

The OSASM operating system group and the SYSASM system privilege are purely
optional in this release. However, Oracle may make them mandatory in a future
release by requiring that users not belonging to the OSASM group be denied access
to ASM and by requiring ASM administrators to have the SYSASM system privilege.

Database | l1g Installation

There are no major innovations in the installation process itself in Oracle Database
11g, although there are a few changes during the installation, which I'll point out
in this section. Whether you're installing from the DVD or from the downloaded
Oracle software files, you'll start the installation by executing the runlnstaller script
as usual. To start the installation, invoke the Oracle Universal Installer by moving
to the directory where the runlnstaller script is located and typing in the following:

$ ./runlInstaller

If you're installing from a DVD, invoke the Oracle Universal Installer by supplying
the full path for the database directory:

$ /<directory path>/runlInstaller

You're ready to start the installation of the Oracle software once the Oracle
Universal Installer confirms that the server passes all the requirements regarding
space, operating system patches, and so on. Here are the steps in the installation

of Oracle Database 11g:

I. On the Select Installation Method page, Select Advanced Installation and
click Next.
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2. On the Select Installation Type page, choose Enterprise Edition and
click Next.

3. On the Install Location page, specify the path for the Oracle base and Oracle
home locations and click Next.

4. On the Product-Specific Prerequisite Checks page, the Oracle Universal
Installer verifies that your system meets the minimum requirements for
installation. Click Next.

5. On the Select Configuration Option page, choose Install Software Only and
click Next.

6. On the Privileged Operating System Groups page, which is new in Oracle
Database 11g, Oracle prompts you to create the optional new system privilege

called SYSASM for managing ASM and the new UNIX/Linux group called
OSASM for ASM administrators. Figure 1-1 shows the Privileged Operating
System Groups page.

m The Privileged Operating System Groups page

% Oracle Universal Installer; Privileged Operating System Groups

Privileged Operating System Groups

SYEDBA and SYSOPER privileges are required 1o create a database using operating system {05
authentication. S¥SA5M privileges are required to create an Automatic Storage Management (A5M)
instance or cluster using ©5 authentication. These are granted through memkbership in the UMK
groups OS0DBA, OSOPER and OSASM respectively. The 'dba’, 'oper', and 'asmadmin' groups are usually
uzed for this purpoze. If sou would like another group used, select the name of the UM group of
which wiou are a member, 1o be used for QSDEA, OSOPER and OSASM.

Database Administrator (OSDBA) Group:

Database Operatar (OSOPER) Graup:

ASM administrator (OSASM) Group:

Help Installed Procucts... | Back . [rstall Cancel |
ORACLE’
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7. On the Summary page, click Next after reviewing the summary.

8. On the Install page, once the installation completes successfully, exit the
Oracle Universal Installer by first clicking Exit and then clicking Yes.

If you choose to create a new database during installation itself by choosing
the Create a Database option in Step 5, you can select new Oracle Database 11g
features such as automatic memory management. You'll also get to configure the
Oracle Configuration Manager if you choose to create a starter database during the
installation. Oracle Configuration Manager gathers configuration information so you
can link your Oracle Support service requests in MetaLink with the configuration
information. Chapter 2 shows how the Configuration Manager can facilitate the
transmission of configuration information to Oracle Support.

CERTIFICATION OBJECTIVE 1.02

New Features in Database Creation

There are some key changes in creating an Oracle database when you use the DBCA
to create the database. Whether you create a database with the DBCA or manually
by using the create database SQL statement, you must be aware of the
important new initialization parameters in Oracle Database 11g. I thus summarize
the key new initialization parameters before moving on to the new features in
database creation. I discuss all the important new initialization parameters in more
detail subsequently, in the relevant chapters.

Summary of New Initialization Parameters

None of the new parameters that I discuss here are mandatory, but you must use
most of them if you want to take advantage of the new features offered by the Oracle
Database 11g release. In Chapter 8, you learn about a new feature that lets you
create an initialization parameter file (init.ora) or server parameter file (SPFILE)
from the current values of the parameters in memory. In Oracle Database 11g,
the initialization parameters are listed in the alert log in such a way that you can
conveniently copy and paste them to create a new parameter file.

Your Oracle9i or Oracle Database 10g databases can run with the Oracle 11g software
(after upgrading, of course) without making significant changes to the initialization
parameters. You must set the value of the initialization parameter compatible to
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at least 10.0.0 before the upgrade to the new oracle Database 11g release. The default
value for the compatible parameter is 11.1.0 and the maximum value is 11.1.0.n.n. The

following review of the important initialization parameters provides a quick overview,
and I discuss these in the relevant portions of the book in greater detail:

Two new memory-related parameters—memory target and memory
max target—provide support for the new automatic memory management
feature, discussed in Chapter 6.

The plsgl code type parameter lets you turn on PL/SQL native
compilation, as explained in Chapter 8.

The diagnostic_dest parameter lets you set the ADR base directory.
This parameter replaces the traditional background dump dest, user
dump dest, and core_dump_dest parameters. The diagnostic_dest
parameter’s value defaults to SORACLE BASE. The diagnostic_dest
parameter is recommended but not mandatory. If you do set this parameter, the
database will ignore any * dump dest parameters you may have set.

The result cache mode parameter supports result caching, a major
new feature. In addition to the result cache mode parameter, you

have other result cache-related initialization parameters, such as the
result cache max result,result cache max size,and

result cache remote expiration parameters. The new parameters
client result cache sizeandclient result cache lag
support the new client-side result caching feature. Both server-side and
client-side result caching are discussed in Chapter 4.

The dd1_time lockout parameter enables you to control the duration
for which a DDL statement will wait for a DML lock. Chapter 8 describes the
new capability to control the length of time a DDL statement will wait for a
necessary DML lock.

The db_securefile parameter enables you to specify whether to treat a
LOB file as a traditional Oracle LOB or the new Oracle SecureFiles format.
Oracle SecureFiles is a new Oracle Database 11g feature that offers a more
efficient approach to storing file content such as images, audio, video, PDFs,
and spreadsheets. Chapter 8 discusses the Oracle SecureFiles feature.

The db ultra safe parameter enables you to control three corruption-
checking parameters—db block checking, db block checksum,
and db_lost write protect.
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B The sec_case sensitive logon parameter lets you manage the
enabling and disabling of password case sensitivity in the database. By
default, Oracle Database 11g enforces password case sensitivity.

B The parameter sec_max failed login attempts enables you
to specify the maximum number of times a client can make a connection
attempt. Chapter 3 explains how to use the sec_max failed login
attempts parameter.

B The parameters optimizer capture sqgl plan baselines and
optimizer use sgl baselines support the SQL Plan Management
feature, which replaces the stored outlines feature. The parameter
optimizer use private statistics enables you to create private
optimizer statistics. Another optimizer-related new initialization parameter,
optimizer use invisible indexes, enables you to manage
invisible indexes, as discussed in Chapter 8.

B The new parameter control management pack access determines
which Server Manageability Pack can be active in the database. You can
choose to activate either or both of these management packs:

B Diagnostic pack, which includes the AWR, ADDM, and other

diagnostic tools.

B Tuning pack, which includes the SQL Tuning Advisor, the SQL Access

Adpvisor, and related tools.

You must have a license for the diagnostic pack in order to use the tuning pack.
The possible values for the control management pack access parameter
are NONE, DIAGNOSTIC, and DIAGNOSTIC+TUNING. The last value is the
default value for this parameter.

DBCA Enhancements

The Database Configuration Assistant (DBCA) includes several enhancements in
Oracle Database 11g. | summarize the main changes to the DBCA in the following
sections.

New Database Configuration Options

Oracle Database 11g contains quite a few changes in configuring databases through the
DBCA. These include the configuration of the new automatic memory management
feature, secure database configuration by default, and others. Following is a review of
the important database configuration options in the new release.
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Automatic Memory Management The DBCA doesn’t specify values for the
memory-related initialization parameters sga_target and pga_aggregate
target by default. Instead, it uses the memory target parameter, which

allows you to configure the new automatic memory management feature. You select
automatic memory management in the Memory Management page, as you'll see
later in the DBCA database creation example.

Automatic Secure Configuration The DBCA will configure a secure database
by default in Oracle Database 11g. If you want, you can even configure this later on,
but Oracle recommends that you opt for automatic secure configuration when you
create the database.

Automatic switching to Grid Control In previous releases, it took quite a bit
of work to reconfigure a database from Database Control to Grid Control. In Oracle
Database 11g, you can use the Enterprise Manager plug-in provided by the DBCA to
automate the switching of a database from Database Control to Grid Control.

Configuration of Oracle Base and Diagnostic Destination

DBCA now uses the values for the Oracle base directory, stored in the Oracle home
inventory, to derive the default locations for datafiles and the diagnostic dest
initialization parameter, which is the ADR base directory.

The initialization parameter diagnostic_dest replaces the traditional
parameters used for setting the background dump, user dump, and core dump
destinations.

Using the DBCA to Create a Database

There are a couple of new features to be aware of when using the DBCA to create an
Oracle Database 11g release database. The changes concern security settings and the
new automatic memory management feature.

Here are the steps to follow in order to create a new database with the DBCA.
I’ll emphasize the changes in the database creation process. First, invoke the DBCA
by typing in dbca after setting your environment variables to point to the Oracle
Database 11g binaries.

I. On the DBCA Operations page, select the Create a Database option.

2. On the Database Templates page, select one of the following database types:
Data Warehouse, General Purpose, or Transaction Processing.
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3. On the Database Identification page, select the database name and the
system identifier (SID).

On the Management Options page, select Database Control.

5. On the Database Credential page, specify passwords for database accounts

such as SYS and SYSTEM.

6. On the Security Settings page (shown in Figure 1-2), you must choose the
security settings for the database you’ll be creating. In Oracle Database 11g,
the DBCA provides secure database configuration by default. You have the
option of turning off this default security configuration if you want. The
secure database configuration applies to the following entities:

B Audit settings
B Password profiles
B Revoking grants to the public role

m DBCA'’s Security Settings page

Database Configuration Assistant, Step 11 of 14 : Security Settings

Oracle recornmends using the enhanced default security settings.

® |eep the enhanced 110 default security setings (recommended)
These settings include enahling auditing and a new default passward profile.

T Rewertta pre-11d default security settings
To disahle a particular category of enhanced settings for compatiblity purposes choose from
the following.

[~ \Revert audit setiings to pre-110 defaults

[ IRevert password profile settings to pre-11o defaults

Cancel )I Help )I < Einish )I
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On the Network Configuration page, you are offered a choice of listeners
for the new database. Select the listener or listeners for which you want to
register the database. This is also new in Oracle Database 11g. Figure 1-3
shows the new Network Configuration page.

On the Storage options page, select the storage mechanism you want to use
for the new database, such as automatic storage management or file system—
based storage.

On the Database File Locations page, specify the Oracle software home and
the directory for the database files. You can also select the Oracle-Managed
Files (OMF) option.

On the Recovery Configuration page, choose archivelog or noarchivelog
mode as well as the flash recovery area location.

m DBCA’s new Network Configuration page

Cancel JI

Help

atabase Configuration Assistant, Step 7 of 14 : Network Conﬁghratioh ;

J

Listenars |

There are multiple listeners in this Oracle Home. Select the listeners for which wau want 1o
register this database;

® Fegister this database with all the listeners

" Register this database with selected listenars only -
Aarailable Listeners Selected Listeners

ORCLLIL

« Back | Mext 9' Einish )I

o |:i oracle@|ocalhost:/dev |i oracle@ |ocalhost:/root |‘i oracle@Iccalhcst:,-’u[}lf.ll_-ﬂ Database Conﬁguration| -
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12.

. On the Database Content page, specify the sample schemas and custom
scripts you want the DBCA to run after database creation.

On the Initialization Parameters page (shown in Figure 1-4), you can either
accept the default settings for various initialization parameters such as
memory and character sets, or provide different values for the parameters.
You have a choice of three types of memory allocation—automatic memory
management (new in Oracle Database 11g), automatic shared memory
management, or manual memory management. Note that automatic memory
management is a new feature introduced in Oracle Database 11g, so this page
in DBCA is different from the one from previous releases. (This option has
been modified in Oracle Database 11g.)

On the Database Storage page, make changes in the storage structure of the
database.

On the Database Creation Options page, you can choose from three options:
Create Database, Save As a Database Template, or Generate Database
Creation Scripts. Select Create Database and click Finish; then click OK.

m DBCA'’s new Initialization Parameters page

Database Configuration fissistant, Step 10 of 14 : Initialization Parameters

Cancel )I

Memony | .--§iﬁrrg- Character Sets  Sonnection Mode

® Typical
Memory Size (SGA and PGA) 181 a ME | : ] =
Fercentage: 40 % 250 MB 2047 MB
[ Use Autornatic Memory Management Show Mermory Distribution...Jl

T Custom

Memary Management [Automatic Shared Mermary Managermernt |

SGA Size: 613 o lmEites
PG Size: 204 = IwiEtes

Total Mermany far Oracle: 818 M Bytes

All Initialization Parameters...)l
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When you're on the Security Setting page (Step 6), you don’t have to choose
the new Secure Configure option during the creation of the database, but Oracle
strongly recommends that you do so. Choosing the Secure Configure option at this
point means you choose to use the new default enhanced security settings for the
newly created database. If you disable the default security settings by checking the
Disable Security Settings box, you can always configure the Secure Configuration
option later on by using the DBCA again. If you disable the default enhanced security
settings, DBCA will create the database with the default security options for Oracle
Database 10g Release 2.

During the creation of a new database, Oracle recommends that you enable
the default security settings offered through the Security Settings window. These
default security settings mainly affect two areas of security: password and auditing.
Let’s examine how the default security settings regarding password management and
auditing work.

A profile, as you are aware, is a set of parameters that specifies a limit on a user’s
use of various types of resources in the database. A key resource in a user’s profile is
the password resource, and here are the password-specific default security settings
you can enable when you’re creating a new Oracle database, by configuring the
password settings in the default profile:

B FAILED_LOGIN_ATTEMPTS Specifies the maximum number of times
a user can try to log in. The default value for this parameter is 10, which is
the same as in the previous release.

B PASSWORD_GRACE_TIME Specifies the number of days within which
users must change their password before it expires. The default value for this
setting is 7 days, whereas it was unlimited before.

B PASSWORD LIFE TIME Sets the duration for which users can use the
same password. This is set to 180 days by default, whereas it was unlimited
before.

B PASSWORD_LOCK_TIME Sets the number of days for which an
account will remain locked after a set number of failed attempts to log in.
The default value is 1, compared to unlimited in the previous release.

B PASSWORD_REUSE _MAX Sets the number of days that must pass
before you can reuse a password after it expires. The default value is set to
unlimited, the same value as before.

B PASSWORD_REUSE_TIME Sets the number of new passwords you must
use before you are permitted to reuse the current password. By default, there
is no limit on the number of times you can reuse a password.
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If you don’t enable the default password-specific settings when you create the
database, you can always enable or modify the settings later on by using the
create profileor alter profile SQL statement.

Note that in Oracle Database 11g, the following resources are much more restricted:

B PASSWORD_GRACE_TIME is now 7 days by default, instead of being

unlimited.

B PASSWORD_LIFE_TIME is set by default to 180 days, instead of being

unlimited.

B PASSWORD_LOCK_TIME is 1 day, instead of being set to the value of
DEFAULT as in the Oracle Database 10g release.

If you install Oracle Database Vault, you can’t change the Secure
Configuration option using DBCA.

If you choose to accept the default security settings, Oracle will set the audit
trail initialization parameter to db and automatically audit security-relevant SQL
statements and privileges. The database will audit all privileges and statements by
access in a SQL statement. Here are some of the privileges the database will audit
by default when you choose the default security settings:

B alter any procedure, alter any table, alter database

B create any procedure, create any job, create external job, create public
database link, create user, create session

B drop any table, drop user, drop any procedure

B alter system, alter user, audit system, audit system by access, audit role
by access

B grant any privilege, grant any role

Oracle strongly supports auditing by default, for security reasons as well to comply
with requirements specified by laws such as the Sarbanes-Oxley Act. Depending on the
types of applications your database supports, the audit-related default security settings
may not be appropriate for you. If this is true, simply choose the Oracle 10g Release 10.2
settings for auditing, which will disable the default auditing. Because the default audit
settings may impose a server performance overhead in some organizations, you may
have to decide if the default security settings are appropriate for you.

When you’re on the Initialization Parameters page, you can choose the type of
memory management for the new database you’re creating. The choice of Typical



Upgrading to Oracle Database I1g | ©

means you don’t have to configure anything really. The DBCA will create a database
with minimal configuration or use the amounts of memory you input on this page.
Oracle believes that for the less experienced DBA, this option is plenty. If the DBA
enters a value in the PERCENTAGE field, Oracle will allocate the most efficient
amount of memory based as a percentage of the total available system memory.

Choosing the Custom option means you have to provide configuration values
for memory, but this also means that you can exert more control over how the
database uses the system memory. By selecting the Typical option, you can let Oracle
automatically tune both SCA and PGA with the new Oracle Database 11g memory
allocation method called automatic memory management. Oracle also
determines the memory to be allocated to the new instance, based on the amount
of memory available with the operating system.

Choosing the Custom option means that you get to select both the amount of
memory to allocate to the new instance, as well as the type of memory allocation,
which can be one of the following:

B Automatic memory management (new in Oracle Database 11g)

B Automatic shared memory management

B Manual shared memory management

In order to choose automatic memory management, you must first select the
Typical option and then select the Use Automatic Memory Management option.
You can change the amount of memory allocated to Oracle later on by specifying
the new initialization parameters memory target and memory max target.

CERTIFICATION OBJECTIVE 1.03

Upgrading to Oracle Database I lg

There are a few changes in the database upgrade process in Oracle Database 11g,
which I summarize in the following sections.

Moving Data as Part of the Upgrade
You can now move datafiles to ASM, OFS, SAN, and NAS during the upgrade to

the 11g release. You can not only avoid downtime, but also rebalance disks and move
datafiles to more efficient storage devices.
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New Privileges for Storage Management

Oracle Database 11g introduces a new system privilege called SYSASM, for
performing ASM administration tasks. Although you can still perform these tasks
using the SYSDBA system privilege, Oracle recommends that you use the new
SYSASM privilege instead for performing ASM-related tasks. Although using the
SYSASM privilege is optional, Oracle wants to separate database administration
and ASM administration, and intends to require the use of the SYSASM privilege
in future releases. The SYSASM privilege enables you to separate the SYSDBA
database administration privilege from the ASM storage administration privilege.

Oracle Database 11g also introduces a new optional operating system group called
OSASM, for the ASM administrators. You create the OSASM group in addition
to the normal dba and oper operating system groups before installing Oracle.
Again, creating and using the OSASM group is purely optional, but the OSASM
group will most likely be mandatory in a future release. You can grant a user access
to the SYSASM privilege by granting the user membership in the new OSASM
operating system group. When you install ASM, you can divide system privileges
so that DBAs, storage administrators, and database operators each have a distinct
operating system privilege group. The following are the different operating system
authentication groups for ASM and the privileges that the members of each group
are granted:

B OSASM SYSASM privilege, which provides full administrative privileges

for administering an ASM instance.

B OSDBA for ASM SYSDBA privilege on the ASM instance. The privilege
grants access to data stored on ASM as well as the SYSASM administrative
privileges.

B OSOPER for ASM SYSOPER privilege on the ASM instance.

Regardless of whether you create separate operating system groups or provide
operating system authentication for all system privilege through a single group,
you must use the SYSASM privilege to manage an ASM instance. If you use the
SYSDBA privilege for managing an ASM instance, Oracle will place warnings in
the alert log. In future releases, Oracle plans to remove the ability to administer an

ASM instance with the SYSDBA privilege.

Upgrading to Oracle Database | lg

Oracle Database 11g uses similar pre-upgrade and post-upgrade scripts as the Oracle
Database 10g release. However, the pre-upgrade checks are more refined and there is
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also simpler error management. The database upgrade process is, on the whole, faster
than in Oracle Database 10g.

Enhancements in the Upgrade Process

Oracle Database 11g provides the following enhancements to the database upgrade
process.

B There are improvements to the Pre-Upgrade Information Tool in statistics
gathering, space estimation, initialization parameters, and warnings.

B For both major releases and patch upgrades, use the catupgrd.sql script for the
upgrades and the catdwdgrd.sql script for downgrades.

B The Post-Upgrade Status Tool collects and displays errors for each
component as it is being upgraded.

B The DBUA automatically performs parallel object recompilation for multi-
CPU systems.

The Compatibility Factor

One of the things you must pay close attention to before upgrading your pre—Oracle
Database 11g databases is the database compatibility issue. If you don’t set a value for
the initialization parameter compatible, it defaults to 11.1.0. However, Oracle
recommends that you set the value of the compatible parameter to 10.0.0,
which is the minimum allowable for upgrading to Oracle Database 11g. The reason
for doing this is that in the unlikely event that your upgrade process is messed up,
your database still remains compatible with the previous release. Of course, you
must change the compatibility setting to 11.1 after the upgrade process completes
successfully, so you can take advantage of all the nice new features in the Oracle
Database 11g release. Once you set the compatibility level to 11.1 and restart the
database, you must be aware that you can’t downgrade to the older release. You must
restore the backups of the pre-upgrade database instead.

After you complete upgrading a database to the Oracle Database 11g release and
are thinking about changing the compatibility level to 11.1 (compatible=11.1.0,
for example), first back up the database. Then, make the following change to the
current SPFILE:

SQL> alter system set compatible ='11.1.0"' scope=spfile;

Once you change the compatible parameter’s value to 11.1 or higher and restart
the database, you can’t go back to the older release without restoring the pre-upgrade
backup of the database.
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The Upgrade Path to Oracle I Ig

Depending on your current database release, you may or may not be able to directly
upgrade to the Oracle Database 11g Release 1 (11.1) version. You can directly
upgrade to Oracle Database Release 1 if your current database is based on an Oracle
9.2.0.4 or newer release. For Oracle database releases older than Oracle 9.2.0.4, you
have to migrate via one or two intermediate releases, as shown by the following
upgrade paths:

B 7.3.3 (orlower) =>7.3.4=>92.08=>11.1
8.0.5 (or lower) =>8.0.6 =>9.2.0.8 =>11.1
8.1.7 (or lower) =>8.1.7.4 =>9.2.0.8 => 11.1
9.0.1.3 (or lower) =>9.0.1.4 =>9.2.0.8 =>11.1
9.2.0.3 (or lower) =>9.2.0.8 => 11.1

For example, if you want to upgrade a database from the 8.1.6 release, the following
would be your game plan: upgrade release 8.1.6 to 8.1.7; upgrade 8.1.7 to release
9.2.0.8; upgrade release 9.2.0.8 to release 11.1

Upgrading to Oracle Database | 1g

You can upgrade to Oracle Database 11g with the Oracle-provided upgrade scripts
or with the help of the DBUA. Of course, for smaller databases, you can also use the
Data Pump export and import utilities to migrate the database to the new release. As
far as the Oracle clients are concerned, you can upgrade an Oracle 8i, Oracle 9i, or
Oracle Database 10g client to the Oracle 11.1 release. You can use the Oracle 11.1
client to access an Oracle 8i, Oracle 9i, Oracle Database 10g, and Oracle Database
11g (11.1) database.

Let’s first look at the manual upgrade process using Oracle-supplied upgrade
scripts. Then, we’ll review the upgrade process using the DBUA.

Upgrading Using the Manual Method You use Oracle-supplied pre- and post-
upgrade scripts to upgrade to Oracle Database 11g. You can find all these scripts in
the SORACLE_HOME/rdbms/admin directory. There is a different set of upgrade
scripts you must use, depending on the release number of the database you're
upgrading from. In this example, 'm upgrading from an Oracle Database 10g release
database to Oracle Database 11g and would need to use the scripts utlul11i.sql,
catupgrd.sql,utilul 11s.sql, catuppst.sql, and utlrp.sql to perform the manual upgrade.
Following is a summary of the functions performed by each of the upgrade scripts:

B utlulllissql This script, also known as the Pre-Upgrade Information Tool,
gathers information from the database and analyzes it to make sure that it
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meets all the upgrade requirements, such as whether the database already
contains the SYSAUX tablespace or not. As you know, a pre-Oracle Database
10g database doesn’t have a SYSAUX tablespace; therefore, the Pre-Upgrade
Information Tool would recommend that you create the SYSAUX tablespace
to meet the requirements for the upgrade. The Pre-Upgrade Information Tool
will issue warnings about potential upgrade issues such as database version

and compatibility, redo log size, initialization parameters, and tablespace

size estimates, and generates warnings if your database doesn’t satisfy the
requirements for upgrading to Oracle Database 11g.

catupgrd.sql This is the script that performs the actual upgrading of the
database to the Oracle Database 11g release and it now supports parallel
upgrades of the database.

utlul11s.sql This is the Upgrade Status Utility script which lets you

check the status of the upgrade—that is, whether the upgraded database’s
components have a valid status.

catuppst.sql  This is the script you run to perform post-upgrade actions. This
is new in Oracle Database 11g Release 1.

utlrp.sql  This script recompiles and revalidates any remaining application
objects.

Because our pre-upgrade database is newer than the Oracle 9.2.0.4 release, you
can directly upgrade to the Oracle Database release. Before you start the upgrade
itself, run the Pre-Upgrade Information Tool by executing the Oracle supplied script
utlul11i.sql. Copy the utlul11.i sql file from the $ORACLE_HOME/rdbms/admin
directory to a staging directory such as fuO1/app/oracle/upgrade. Log in as the owner
of the Oracle home directory of the older release and run the utlul11.i sql script
(from the /uO1/app/oracle/upgrade directory). Spool the results so you can review the

output.

Here’s an example showing the output of an execution of the utlul11i.sql

script on my system:

SQL> spool upgrade.log

SQL> @utlullli.sqgl

Oracle Database 11.1 Pre-Upgrade Information Tool
01-30-2008 05:33:22

KA A A A A AR A A A A A A AR A A A A A A AR A A A IR A A I A AR A R A A A AR AR A AN A A A A AR A,k

Database:

Ak kA khkhkhkhhkdhhhkhhkhhdhhhhrhhhhhhhrhkhhhhdhkrhhhkhhkdhkrhkrh ko hhkhxhrxkkx
-=> name: ORCL10

--> version: 10.2.0.1.0

--> compatible: 10.2.0.1.0

--> blocksize: 8192

--> platform: Linux IA (32-bit)
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--> timezone file: V2

KA A KA AR AR A KA KA A A A AR A AR A AR AR A AR AR A AR A A AR A A AR AR A A AR Ak kK

Tablespaces: [make adjustments in the current environment]

ok hkhkkhkhhkhhkhkhhhkhhkhkhhhhhkrkhkhhk kb hkr kb hkhhkhkr kb hkhkkhkhkhrhkrkhkhkrkhkhhxhkrkkhx

--> SYSTEM tablespace is adequate for the upgrade.
minimum required size: 723 MB
AUTOEXTEND additional space required: 243 MB

--> UNDOTBS1 tablespace is adequate for the upgrade.
minimum required size: 471 MB

.. AUTOEXTEND additional space required: 441 MB

--> SYSAUX tablespace is adequate for the upgrade.
minimum required size: 412 MB

.. AUTOEXTEND additional space required: 182 MB

--> TEMP tablespace is adequate for the upgrade.
minimum required size: 61 MB

.. AUTOEXTEND additional space required: 41 MB

--> EXAMPLE tablespace is adequate for the upgrade.
minimum required size: 69 MB

KA KK A AR AR A KRR A A A AR A A A AR A AR AR A I A A KA AR A XA AR A A AR A A AR A A AR kK

Update Parameters: [Update Oracle Database 11.1
init.ora or spfile]

Ak hhk kA kA hhkd kA hhdhhkhhdhrhkhhhhdhhrhkrdhhkdhhh ok hkhkhhdhkrkhhkxhxkx%
WARNING: --> "sga target" needs to be increased to at
least 336 MB

khkkhkkhkkhkkhkhkkhhkkhhkkhhkkhkhkhhkhhkhhkhhkhhhhhhhhkhhhhhhkkhhhhhhkhhkhhhhhhhhhkkxk

Renamed Parameters: [Update Oracle Database 11.1
init.ora or spfile]
R I b I I I i b b b b I I I b b I b b I I b b i I b b I I b b I b b b I I b b b I b b b I b b b

-- No renamed parameters found. No changes are required.

Ak hkhkhkhkhkrhhkhhhkhhkhkhhkhkhhkrhkhkhkhhkhhkrhhkrhhkrhkhkhkhhkhkhkrhkrhkhkrkkhkhkxx*k

Obsolete/Deprecated Parameters: [Update Oracle Database
11.1 init.ora or spfile]
khkhkkhkhkhkhkhkkhkhhkhhkhkhkhrhkhkhhhkhhkhhkhrhhkkhkdhhkhhkkhhkhrhkhkkhdhhkrhkkhkhkhrhkhkkhkhhrhkhkhxxkx

--> "background dump dest" replaced by "diagnostic dest"

--> "user dump dest" replaced by "diagnostic dest"

--> "core dump dest" replaced by "diagnostic dest"

KA A AR A KR AR A AR A A A AR A AR AR A AR A AR AR A AR AR A A A A A A AR hA A A A ARk Ak h Ak kk

Components: [The following database components will be
upgraded or installed]

R R R R I b S b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2b b b b b b b b b b b b b b b b 2 4
--> Oracle Catalog Views [upgrade] VALID

--> Oracle Packages and Types [upgrade] VALID
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--> JServer JAVA Virtual Machine
--> Oracle XDK for Java

—--> Oracle Workspace Manager

--> OLAP Analytic Workspace

--> OLAP Catalog

--> EM Repository upgrade] VALID
--> Oracle Text upgrade] VALID

[upgrade] VALID
[
(
[
[
[
[
—--> Oracle XML Database [upgrade] VALID
(
[
[
[
[
[
(

upgrade] VALID
upgrade] VALID
upgrade] VALID
upgrade] VALID

--> Oracle Java Packages upgrade] VALID
--> Oracle interMedia upgrade] VALID
--> Spatial upgrade] VALID
--> Data Mining upgrade] VALID
--> Expression Filter upgrade] VALID
--> Rule Manager upgrade] VALID
--> Oracle OLAP API upgrade] VALID

ok hkhkhkhkhkrhkhkhkhhkrkhkhkhhhkhkhkrhkhkhkhhkrhkrkhhkrhkhkrhkkhkhkhkrkhkkkhkkhkxkhkxkxk

Miscellaneous Warnings

Ak hkhk kA hkhkhkhkhkhhkhhkrhkhkhkhkhkhhkkhhkrhkhkkhkhrhkhkhkkhhkrhkkhkkhkhrhkhkkhkhhhhkhkxkxkx*k

WARNING: --> Database is using an old timezone file version.
Patch the 10.2.0.1.0 database to timezone file version 4
BEFORE upgrading the database. Re-run utlullli.sqgl after
patching the database to record the new timezone file

version.

WARNING: --> Database contains stale optimizer statistics.
Refer to the 1llg Upgrade Guide for instructions to update
statistics prior to upgrading the database.

Component Schemas with stale statistics:
SYS
OLAPSYS
SYSMAN
CTXSYS
e XDB
WARNING: --> Database contains schemas with objects dependent
on network packages.
Refer to the 1llg Upgrade Guide for instructions to
configure Network ACLs.
USER SYSMAN has dependent objects.

WARNING: --> EM Database Control Repository exists in the

database.

Direct downgrade of EM Database Control is not supported.
Refer to the

11lg Upgrade Guide for instructions to save
the EM data prior to upgrade.

PL/SQL procedure successfully completed.
SQL> spool off
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Make sure you have enough free space in the SYSTEM and SYSAUX tablespaces,
as these are likely to run out of space during the upgrade. In my case, the Upgrade
Information Utility shows that no changes are necessary before I can upgrade to the
Oracle Database 11g release. You may have to adjust the size of a tablespace or the
redo log files.

The Upgrade Information Utility may recommend the following:

Removing obsolete initialization parameters
Adjusting the values of some initialization parameters

Adding space to tablespaces such as SYSTEM and SYSAUX

Here are the prerequisite steps you must follow before upgrading a database to
Oracle Database 11g.

Make sure you have enough free space in the SYSTEM and SYSAUX
tablespaces as these are two tablespaces that are likely to fill up during an
upgrade process. In this case, the Upgrade Information Utility didn’t raise
any red flags or issue any recommendations to fix things, so we merrily move
to the next step.

Shut down the Oracle Database 10g release database (tenner in this
example) by issuing the shutdown immediate command. On a Windows
system, make sure you stop the Oracle Service either from the Control Panel
or by using the net stop command. Then, delete this service by invoking
the oradim utility. You must then create a brand-new Oracle Database 11g
instance (eleven in this example), again by using the oradim utility from
the new Oracle home for Oracle Database 11g.

Back up the Oracle Database 10g release database, so you can revert to it if
things don’t go right during the upgrade.

Make sure you set the value of the compatible initialization parameter to
10.0, the minimum allowable compatibility level.

If you're using a password file for the pre—Oracle Database 11g release
database, copy it to the new Oracle Database 11g directory.

Point all relevant Oracle environment variables such as ORACLE_HOME,
PATH, and LD_LIBRARY_PATH to the new Oracle Database 11g release
1 (11.1) directories. Set the value of the ORACLE_SID variable to the new

database name (eleven).
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And here are the actual upgrade steps:

I. Log in as the Oracle software owner (oracle in this example) and start
SQL*Plus from the 11g SORACLE_HOME/rdbms/admin directory, as

the user sys.

2. Start the new database in the upgrade mode as shown here:
SQL> startup upgrade
The startup upgrade command lets you start a database based on an
older Oracle Database release and automatically handles the setting of system
parameters that may potentially cause problems during the upgrade. The

command disables all system triggers and prepares the environment for the
database upgrade.

If you're upgrading from the Oracle 9.2 release, you must create a SYSAUX
tablespace at this point. Since I'm upgrading from a more recent release, |
already have the SYSAUX tablespace in the database that’s being upgraded.

3. Start a spool file so you can review the upgrade process later:
SQL> spool upgrade.log
You can review the spool file later on to find out details about any errors
during the upgrade.

4. Start the upgrade process by executing the catupgrd.sql script, as shown here:

SQL> @catupgrd.sqgl

5. The catupgrd.sql script upgrades the database to the Oracle Database 11g
release and shuts down the upgraded database once the upgrade is completed.
Restart the database in the normal mode.

SQL> startup
The starting of the upgraded database ensures that the database is consistent
after the upgrade.

6. Once the upgrade is completed, run the utll11s.sql script, also known as the
Post-Upgrade Status Tool, to confirm the validity of the upgrade.

SQL> @utlullls.sgl

Oracle Database 11.1 Upgrade Status Utility
01-30-2008 22:05:04
Component Status Version HH:MM:SS
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Oracle Server VALID 11.1.0.1.0 00:14:01
JServer JAVA Virtual Machine VALID 11.1.0.1.0 00:11:08
Oracle Workspace Manager VALID 11.1.0.1.0 00:00:40
OLAP Analytic Workspace VALID 11.1.0.0.0 00:00:25
OLAP Catalog . VALID 11.1.0.1.0 00:00:50
Oracle OLAP API VALID 11.1.0.1.0 00:00:31
Oracle Enterprise Manager VALID 11.1.0.1.0 00:08:06
Oracle XDK VALID 11.1.0.1.0 00:00:58
Oracle Text VALID 11.1.0.1.0 00:00:45
Oracle XML Database VALID 11.1.0.1.0 00:09:29
Oracle Database Java Packages VALID 11.1.0.1.0 00:01:00
Oracle interMedia VALID 11.1.0.1.0 00:16:11
Spatial VALID 11.1.0.1.0 00:04:43
Oracle Expression Filter VALID 11.1.0.1.0 00:00:13
Oracle Rules Manager VALID 11.1.0.1.0 00:00:11

Total Upgrade Time: 01:13:55
PL/SQL procedure successfully completed.
SQL>

The utlul11s.sql script (Post-Upgrade Status Tool) shows that all database
components have been successfully upgraded, as indicated by a status of
VALID for each of the database components. If you see the status INVALID
for one or more components, the next step, where you run the utlrp.sql script,
may fix the problem. If that doesn’t work, rerun the catupgrd.sql script. You
can rerun the catupgrd.sql script multiple times if you see problems in the
Post-Upgrade Status Tool’s output.

. Run the post-upgrade actions, by executing the following script:

SQL> @catuppst.sqgl

The catuppst.sql script is new in Oracle Database 11g. This is a post-upgrade
script that performs the remaining upgrade actions that don’t require the
database to be open in the upgrade mode. You can run it simultaneously
with the utlrp.sql, which I describe in the next upgrade step.

. Execute the utlrp.sql script to recompile the stored PL/SQL and Java code:

SQL> @utlrp.sql

The utlrp.sql script is a wrapper that’s based on the UTL_RECOMP package
supplied by Oracle, which provides a more general recompilation interface.
By default, this script database invokes the utlrp.sql script with O degrees of
parallelism for the recompilation. The UTL_RECOMP package determines
the degree of parallelism for the utlrp.sql script based on the cpu_count
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and the parallel threads per cpu initialization parameters. Thus,
In Oracle Database 11g, the utlrp.sql script can take advantage of multiple
CPUs to speed up the recompilation of PL/SQL and Java code. This is an
enhancement provided in the Oracle Database 11g release.

9. Verify that there aren’t any invalid objects in the upgraded database:

SQL> select count(*) from dba invalid objects;

You've now upgraded your Oracle database to the Oracle Database 11g release.
If you encounter problems during the upgrade process that you can’t overcome by
rerunning the catupgrd.sql script, you must revert to the pre-upgrade release by
restoring the backup of the database that you made earlier. To rerun the upgrade,
shut down the database and restart the database by issuing the startup upgrade
command. All the steps after this remain the same as the ones shown earlier.

Oracle Database 11g offers a new password case-sensitivity feature, which is
explained in detail in Chapter 3. In order to take advantage of this feature, you'll
have to manually reset all user passwords upon upgrading to Oracle Database 11g.

You can check the current status of the user passwords by querying the DBA _
USERS view, as shown here:

SQL> select username, password, password versions
from dba users;

USERNAME PASSWORD PASSWORD
MGMT VIEW 10G 116G
SYS 10G 11G
SYSTEM 10G 11G
DBSNMP 10G 11G
RMAN 10G 11G

Note the new column PASSWORD_VERSIONS in the DBA_USERS view,
which denotes the case sensitivity of the password. The value 10G 11G for the
PASSWORD_VERSIONS column means that the user has been upgraded from
an Oracle Database 10g version database or is a new user created in an Oracle
Database 11g version database. In addition, notice that the PASSWORD column
isn’t populated, unlike in the previous releases. Of course, the passwords do exist,
but not even the encrypted versions are displayed any longer in the DBA_USERS
view. If you need to use the encrypted version of a user’s password, say to log in as a

particular user, you can get the encrypted password from the PASSWORD column
in the USER$ view.
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You can also check if any users in the upgraded database are using default
passwords, which creates a security loophole. Use the new view DBA_USERS_
WITH_DEFPWD to identify the users with default passwords. The view has a
single column, USERNAME:

SQL> desc dba users with defpwd
Name Null? Type

USERNAME NOT NULL VARCHAR2 (30)

The following query in the DBA_USERS_WITH_DEFPWD view shows that
there are several users with default passwords in the upgraded database:

SQL> select * from dba users with defpwd;

USERNAME

You must change the passwords of all the usernames that appear in the output of
the query shown here. Ideally, the query must return no rows.

Downgrading a Database You can easily downgrade a database back to the release
from which you upgraded it to the Oracle Database 11g release. Here are the steps:
I. Shut down the database and start it up in the downgrade mode.

SQL> startup downgrade

2. Spool the results of the downgrade script.

SQL> spool downgrade.log

3. Execute the downgrade script, called catdwgrd.sql.
SQL> @catdwgrd.sgl

4. After the catdwgrd.sql script finished executing, shut down the database
cleanly.

SQL> shutdown immediate
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5. Start up the database in the upgrade mode, from the pre-upgrade ORACLE_
HOME environment.

SQL> startup upgrade

6. Reload the old PL/SQL packages and data dictionary views.

SQL> @catrelod.sqgl

7. After the reloading of the old packages and views, shut down the database
and restart it.

SQL> shutdown immediate
SQL> startup

8. Run the utlrp.sql script to recompile any packages, procedures, and types that
became invalid during the downgrading of the database.

SQL> @utlrp.sql

This completes the downgrading process. You can run the utlrp.sql script multiple
times if necessary.

Upgrading with the DBUA The DBUA is essentially unchanged from the
Oracle Database 10g release. There are a couple of important changes which you’ll
see when we go through a manual upgrade process. You'll have an additional screen
during the upgrade process, which asks you to specify a location for the diagnostic
directory. The DBA automatically starts when you choose to upgrade your database
during the installation of the Oracle Database 11g server software. Note that when
you use the manual upgrade method, you must upgrade an ASM instance separately,
whereas the DBUA lets you perform the ASM upgrade along with the upgrade of
the database instance.

EXERCISE I-1

Scripts to Run for Upgrading a Database

Upgrade an Oracle Database 10g release database to the Oracle Database 11g release
using the Oracle-supplied scripts for upgrading a database.

The following are the steps you use in upgrading a database to the Oracle
Database 11g release:

B utlullli.sql The Pre-Upgrade Information tool
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catupgd.sql The script that performs the actual upgrade process
utlul11s.sql The Post-Upgrade Status tool
catuppst.sql The post-upgrade actions script

utlrp.sql  The script you run at the end of the upgrade process, to recompile
all objects that were invalidated during the upgrade

While the DBUA offers less control over the individual upgrade steps when
compared to a manual upgrade process, it provides significant benefits by automating
the entire upgrade process. DBUA supports RAC installations and can automatically
fix the upgrade prerequisites. It reports errors found in the spooled upgrade log and
provides a complete HTML report of the upgrade process. You can also run the
DBUA from the command line (silent mode), which enables the automation of
the upgrade process across your organization.

CERTIFICATION OBJECTIVE 1.04

Real Application Testing

The Real Application testing feature, which consists of two separate tools, Database
Replay and the SQL Performance Analyzer, is arguably the most significant new
feature in the Oracle Database 11.1 release. The two new features address significant
unmet needs regarding change management. Organizations often find that upgrading
operating system or database server software or making major application changes is
fraught with considerable risk. There simply is no way to predict how a production
system is going to perform pursuant to major changes. Real Application Testing
addresses this need by letting you quickly and exhaustively test changes using Oracle’s
own tools instead of your having to resort to third-party tools that may not be able to
capture all the required changes.

A snapshot standby database is a database that you activate from a physical standby
database. You could create a snapshot standby databases in the previous release, but
the setting up of a snapshot standby database is simpler in Oracle Database 11g. You
can temporarily open a physical standby database for reporting and testing. In the
snapshot standby mode, a physical standby database continues to receive redo data
from the primary database. You can use the snapshot standby database for writes for
application testing and discard the writes after the testing completes. You can then
reconcile the standby database with the primary database by applying the necessary
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redo logs. Because the standby database continues to receive redo logs from the
primary database, it provides data protection. Thus, the snapshot standby database
can function as the primary database as far as testing goes and act as a physical
standby database by continuing to receive the redo logs from the primary database.
You thus will need only a single copy of the database to provide both testing and
disaster recovery functions. Using a snapshot standby database facilitates the use
of both Database Replay and SQL Performance Analyzer.

The new Oracle-supplied packages DBMS_WORKLOAD_CAPTURE and
DBMS_WORKLOAD_REPLAY provide the APIs for the Database Replay feature.
The DBMS_SQLPA package supports the SQL Performance Analyzer feature.
The following sections first look at the Database Replay feature and then the SQL
Performance Analyzer.

Database Replay

System changes such as a database upgrade require substantial testing and validation
before you can actually migrate the changes to a production system. The trick is to
simulate a real production workload on a test system. The Database Replay feature
enables you to perform real-life testing of major changes by letting you capture the
actual database workload on the production system and replay it on a test system.
Thus, you essentially re-create the production workload effortlessly on a test system.
Database Replay performs a sophisticated replay of the production workload by
adhering to the original concurrency and timing characteristics. Once you complete
the testing, you can analyze and review the reports produced by Database Replay

to see if there was a performance divergence between the two runs and also if there
were any errors. Finally, you can choose to implement the recommendations made
by Database Replay to fix any problems it encountered during the replay of the
production workload.

Currently, the main problem in using third-party software to test systems and
application changes is the inability of those tools to test real-world production
workloads, thus causing many issues to go undetected during testing. Database
Replay changes the entire ballgame in terms of the implementation and testing of
system changes by making real workload testing a reality. Database Replay enables
you to capture production workload with true load, timing, and concurrency
characteristics. You move the workload that you capture to a test system before
making the changes you’re planning to the test system. You then replay the captured
workload with the exact production load, timing, and concurrency characteristics.
The production data is captured over an illustrative period such as a peak period.
The goal is to use a workload on the test system that’s indistinguishable from the
production workload.
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The drive to add the Database Replay functionality to the Oracle database came
from Oracle customers, who evinced keen interest in having change-assurance
functionality within the database itself instead of relying on trial-and-error methods
and inadequate third-party tools. Database Replay lets you quickly, and with great
confidence, test and implement system changes, with a much lower risk than ever
before. Database Replay is especially useful when you're evaluating a move from a
single-instance system to an Oracle RAC (real application clusters) environment.
You can first capture the single instance workload and replay it on a test RAC system
to compare database performance. Another use for Database Replay is debugging
applications. You can record and replay sessions to make it easier to reproduce bugs.
Database Replay is also ideal to test manageability feature testing. You can test the
effectiveness and stability for control strategies through multiple replay iterations.

The Database Replay tool first records all workload that’s directed at the RDBMS.
[t then exercises the RDBMS code during the replay in a way that’s similar to the
way the workload was exercised during the data capture phase. You achieve this by
re-creating all the external client requests to the RDBMS. The ultimate objective
is to replay the exact production workload as seen by the RDBMS, in the form of
requests made by various external clients.

You can employ Database Replay to test significant system changes such as the
following:

B Operating system and database upgrades and migrations
B Configuration changes such as moving to an oracle RAC environment

B Storage changes

Database Replay captures all external requests made while the production
database is running, including SQL queries, PL/SQL blocks, limited PL/SQL remote
procedure calls, logins and logoffs, session switches, DML and DDL statements, and
OCI calls. It doesn’t capture background jobs and requests made by internal clients
such as the Enterprise Manager, for example. To be precise, Database Replay doesn’t
capture the following types of client requests:

B SQL*Loader direct path load of data

Oracle Streams

Data Pump Import and Export

Advanced replication streams
Non-PL/SQL-based Advanced Queuing (AQ)
Flashback Database and Flashback queries
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B Distributed transactions and remote describe/commit operations
B Shared server
B Non-SQL-based object access

In an RAC environment, during the workload capture, the captured data is
written in each instance’s file system.The data is then consolidated into a
single directory for the preprocessing and replay stages.

Following are the steps you must follow to use Database replay to analyze
significant changes in your system:

I. Capture the production workload.
2. Preprocess the captured workload.

3. Replay the workload.

4. Analyze the replayed workload and create a report.

In the following sections, let’s review the key steps in using the Database Replay
feature. Oracle recommends that you use Enterprise Manager to work with the
Database Replay feature, but in this chapter, I show you how to use Oracle APIs
to perform a replay of a production workload.

Capturing the Production Workload

Database Replay captures all requests made to the database by external clients
in binary files called capture files. You can transport these capture files to another
system for testing after the workload is completed. The capture files contain
key information regarding client requests such as SQL queries, bind values, and
transaction details. Note that background activities and work performed by database
scheduler jobs aren’t part of the captured database workload. The workload that
Database Replay captures pertains strictly to calls made to the database by the
external clients. While the capture process imposes minimal performance overhead,
you must allocate the necessary space to store the workload recording.

You use procedures from the DBMS_WORKLOAD_CAPTURE package to
capture workload data. Before you can capture the workload, you must follow the
steps shown in the sections that follow.

Restart the Database Restarting the database, while not mandatory, ensures that
you won't have needless data divergences as a result of in-progress or uncommitted
transactions when you start the workload capture. To avoid partial capture of
transactions and errors due to dependent transactions in the workload, restart the



36 Chapter I: Installing, Upgrading, and Change Management

production database and start clean. This also ensures an authentic replay of the
workload later on as well as minimizes the chances for errors and data divergence
since the application data at the start of the capture and replay processes will match.
You can restore this database for the database replay later by using a physical restore
method to perform a point-in-time recovery, a logical restore of the application data,
or even a flashback or snapshot standby technique.

Restart the database in the restricted mode using the startup restrict
command, in order to prevent users from connecting and starting transactions before
you start the workload capture. Once you start the workload capture, the instance
automatically switches to the unrestricted mode, allowing normal user connections
to the database. If you're dealing with an Oracle RAC environment, you must
first shut down all instances and restart one of the instances in the restricted mode
and start the workload capture. You can then restart the other instances after the
workload capture starts.

Define Workload Filters You can use optional workload filters to restrict the
workload capture to only a part of the actual production workload. For example,
you can use an exclusion filter to exclude Enterprise Manager sessions. You can use
inclusion filters to capture subsets of the actual production workload by specifying
user sessions to capture in the workload. All other activity will be ignored by
Database replay as a result. Note that you can use either an inclusion filter or
an exclusion filter during any workload capture, but not both.

The following example shows how to add a workload filter using the ADD_

FILTER procedure:
SQL> begin
dbms workload capture.add filter (

fname => 'user salapati',
fattribute => 'USER',
fvalue => 'salapati'

end;

/

In the ADD_FILTER procedure, the various parameters are defined as follows:

B fname specifies the filter name.

B fattribute specifies the filter attributes such as program, module,
action, service, instance number, and user.

B fvalue specifies the value of the attribute corresponding to the
fattribute parameter you choose. In my example, I chose user as
the fattribute parameter’s value. The fvalue attribute specifies the
particular username of the user (salapati) whose actions will be captured.
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The ADD_FILTER procedure example shown here restricts the workload capture
to external calls made by a single user, salapati. Everything else that happens in the
database is completely ignored by Database Replay. You can remove a filter by using

the DELETE_FILTER procedure, as shown here:

SQL> begin
dbms workload capture.delete filter (fname =>
'user salapati');
end;

Note that there is only a single required parameter for the DELETE_FILTER
procedure, fname, which provides the name of the filter. Use the DBA_
WORKLOAD FILTERS view to see all the workload filters defined in a database.

Set Up a Capture Directory Make sure you set up a directory on your file
system that’s large enough to hold the results of the workload capture process. You
don’t have to create a new directory specifically for the workload capture because
you can use a preexisting directory path. Of course, the workload capture will stop if
there isn’t sufficient free space in the directory you allocate for the data capture. For
an Oracle RAC environment, you can use a shared file system or a separate physical
directory for each of the instances, but it’s easier to use the shared file system.

Capturing the Production Workload You can select the workload capture
period based on a representative peak period. Use the AWR (automatic workload
repository) or ASH tools to select the appropriate period based on the workload
history of the production database. Note that although you don’t have to restart

the database before beginning the workload capture, you increase the potential for
data divergence during the replay phase because of the possible existence of in-flight
transactions. To minimize data divergences, restart the database before you start the
data capture.

Because your goal is to collect the production workload during a time of
heavy usage, the additional overhead imposed by the workload capture
process would be minimal.

Start the workload capture by using the START_CAPTURE procedure, as
shown here:

SQL>begin
dbms workload capture.start capture (name => '2008Jan’,
dir => 'Jan08"',
duration => 1200);
end;



38 Chapter I:

on the

Qob

Installing, Upgrading, and Change Management

The three parameters of the START_CAPTURE procedure stand for the following:

B name stands for the name of the workload capture.
B dir specifies the directory object pointing to the workload capture directory.

B duration specifies the number of seconds for which the workload will be
captured.

Of the three parameters shown here, only the DIR parameter is mandatory. If
you don’t specify the DURATION parameter, the workload capture will continue
indefinitely, until you stop it with the FINISH_CAPTURE procedure, as shown here:

begin
dbms workload.capture.finish capture ();
end;

/

Once the time specified by the duration parameter is reached, or when you
execute the FINISH_CAPTURE procedure, the workload capture is completed.
When you execute the FINISH_CAPTURE procedure, the workload capture stops
and the database closes the open workload datafiles. Use the DBA_WORKLOAD_
CAPTURES view to see all the workload captures performed by the database.

Preprocessing the Workload

Before you can replay the captured workload, you must first preprocess the captured
data. Preprocessing involves creating replay files that you can use to replay the
workload on a test system. However, you need to preprocess the captured workload
only once, no matter how many times you replay the workload. Any files that

were created by the database aren’t modified when you run the preprocessing step
multiple times. The database will create new files but not modify the older files.
Thus, if you run into any errors, you can run the preprocess step multiple times
without any problem.

You can preprocess the captured workload on the production system, a test
system, or even a different system as long as the database versions are the
same.

In order to preprocess the captured workload data, first move the captured workload
datafiles to the test system where you're planning to preprocess it. You can perform
the resource-intensive step of preprocessing on the test server where you plan to
replay the workload or on a different server.
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Use the PROCESS_CAPTURE procedure to preprocess the captured workload,

as shown here:

begin
dbms workload replay.process capture (capture dir => 2008jan');
end;

The capture dir parameter refers to the directory where the database has
stored the captured workload. Preprocessing the data will produce the metadata for
the captured workload and transform the captured workload datafiles into replay
streams called replay files that you can now replay on the test system.

Making the System Change

Once you move the captured workload to the test system, it’s time to make the
system change, such as an upgrade to a new version of the database. After making
the system change you are interested in testing, you'll replay the workload on the
test system to see what changes the upgrade has made to the performance and other
characteristics of the workload.

As mentioned earlier, the system change can be a database or server upgrade,
schema changes or hardware changes, or a migration to an Oracle RAC environment
from a single instance setup.

Replaying the Captured Workload

You replay the captured workload on a test system, which must be a duplicate of
the production system. You must ensure that the state of the application data on
the replay system is the same as the production system. You can do this by creating
a duplicate database on the test server, or use Data Pump import and export to
re-create the production database. You can also use a snapshot standby database
for this purpose

After preprocessing the data as shown in the previous section, there are several
steps you must follow in order to replay the captured workload on the test system. Of
course, performing these steps is a whole lot easier if you use the Enterprise Manager
instead of the Oracle APIs. In my example, I show how to do this using the APIs to
present the underlying process clearly.

Setting up the Test System Prepare the test database by first restoring it
from the backups that you made of the production system, so it reflects the same
application state as the production system. As mentioned earlier, you may choose
to use a point-in-time recovery, flashback, or import and export to restore the
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application data. Oracle also recommends that you reset the system time on the
test system to the time when you started the workload capture in order to avoid
encountering invalid data when processing time-sensitive data, as well as to avoid
a potential failure of any scheduled jobs. The key to a successful replay is to have
the application transactions access an identical version of the application data as
that on the system where you captured the initial workload.

Set up the replay directory where you'll copy the captured production workload.
You must make sure there’s a directory object for the directory when you want
to store the captured workload. Start the test database in the restricted mode
to prevent an accidental modification of data during the workload replay. The
following sections describe the steps involved in replaying the captured workload.

Resolving External References Before the replay, resolve all external
references from the databases such as database links. If these links exist in the
captured workload, you must fully disable or reconfigure them so they are fully
functional in the test system. In addition to database links, external references
include objects such as directory objects, URLs, and external tables that point to
production systems. You're likely to encounter unexpected problems if you replay
a workload with unresolved external references. Also, resolving the external
references would ensure that replaying the production workload won’t cause any
harm to your production environment. For example, an external reference such as
a database link may be referencing a production database, and you don’t want to do
this during the workload replay.

Set up the Replay Clients The replay driver is a special application that
consumes the captured workload by sending replay requests to the test database. The
replay driver consists of one or more replay clients that connect to the test system
and send requests to execute the captured workload. The replay driver thus replaces
the multiple external clients that interact with the production system with a single
external client in charge of all interaction with the RDBMS. The replay client in
essence simulates the production system on the test database by sending appropriate
requests that make the test system behave as if those requests came from the
external clients during the workload capture. The replay driver distributes the replay
workload streams among the multiple replay clients based on network bandwidth,
CPU, and memory capabilities.

on thl The replay client is a multi-threaded client, capable of driving multiple
Oob workload sessions.The program is included in both the standard Oracle
Client as well as the Oracle Instant Client.
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Ideally, you should install multiple replay clients on non-production servers. You
must ensure that each of the replay clients can access the directory that contains the
replay files,

Before starting the workload replay, the database will wait for the replay clients
to connect to it (the database). Each of the workload clients, which you start with
the wrc executable from the command line, submits a session’s workload. It’s the
replay client that actually connects to the database and drives the replay. First make
sure you’ve moved the preprocessed workload files to the replay directory and that
the replay clients can access that directory. Also check to ensure that the replay user
has the correct credentials to connect to the database. Once you make these checks,
you're ready to start the replay clients.

The wrc executable, which you execute from the command line, has the
following syntax.

$ wrc [user/password[$server]] mode=[value] [keyword=[value]]

The server parameter refers to the server where you installed the wrc executable.
The mode parameter specifies the mode in which you run the wrc executable. You can
run the wrc executable in three modes: REPLAY, CALIBRATE, and LIST _HOSTS.
The parameter keyword enables you to specify options for the execution, depending
on the mode you select. You can display all the keywords and their possible values by
typing in wrc at the operating system level, as shown here:

$ wrc

Workload Replay Client: Release 11.1.0.6.0 - Production on Sat
Feb 09 1:45:01 2008

Copyright (c) 1982, 2007, Oracle. All rights reserved.
FORMAT:

wrc [user/password[@server]] [MODE=mode-value] KEYWORD=value
Example:

wrc REPLAYDIR=.

wrc scott/tiger@myserver REPLAYDIR=.

wrc MODE=calibrate REPLAYDIR=./capture
The default privileged user is: SYSTEM

wrc can work in different modes to provide additional
functionalities.
The default MODE is REPLAY.
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Mode Description

REPLAY Default mode that replays the workload in REPLAYDIR

CALIBRATE Estimate the number of replay clients and CPUs
needed to replay the workload in REPLAYDIR.

LIST HOSTS List all the hosts that participated in the capture
or replay.

Options (listed by mode) :

MODE=REPLAY (default)

Keyword Description

USERID username (Default: SYSTEM)

PASSWORD password (Default: default password of SYSTEM)
SERVER server connection identifier (Default: empty string)
REPLAYDIR replay directory (Default:.)

WORKDIR work directory (Default:.)

DEBUG FILES, STDOUT, NONE (Default: NONE)

FILES (write debug data to files at WORKDIR)

STDOUT (print debug data to stdout)

BOTH (print to both files and stdout)

NONE (no debug data)

CONNECTION OVERRIDE TRUE, FALSE (Default: FALSE)

TRUE All replay threads connect using SERVER,
settings in DBA WORKLOAD CONNECTION MAP
will be ignored!

FALSE Use settings from DBA WORKLOAD CONNECTION MAP

SERIALIZE CONNECTS TRUE, FALSE (Default: FALSE)

TRUE All the replay threads will connect to
the database in a serial fashion one after
another. This setting is recommended when
the replay clients use the bequeath protocol
to communicate to the database server.

FALSE Replay threads will connect to the database
in a concurrent fashion mimicking the
original capture behavior.

MODE=CALIBRATE

rrs

MODE=LIST HOSTS

$

By default, the wrc executable mode is set to run in the REPLAY mode, but it’s

better to run it first in the CALIBRATE mode to get an estimate of the number
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of replay clients and hosts you'll need to replay the captured workload on the test
system. The number of replay clients you’ll need will depend on the number of user
sessions you need to replay in the captured workload. If you need multiple hosts
because of a large number of usr sessions, you must install the wrc executable on
each of the hosts.

You must open a new terminal window to start the wrc replay clients. You can
start multiple clients if you want, each of which will initiate one or more replay
threads with the database. Each of these replay threads represents a single stream
from the workload capture. Here’s the general syntax for starting the wrc replay
clients:

$ wrc userid=<user id> password=<password>
server=<server connection string>
Replaydir=<replay directory>
Workdir=<client work directory>

Before you can start the replay client, you must ensure that the replay client
software is installed on the hosts, and the client can access the replay directory
where you've stored the workload replay files. The replay user must be able to use
the workload replay.

Running the wrc executable in the LIST_HOSTS mode displays the hosts that

are part of the workload capture and workload replay, as shown in this example:
$ wrc mode=list hosts replay dir=./replay

Note that the host or hosts involved in capturing the workload as well as the
hosts involved in the replay of the workload are displayed.
The following example shows how to start the wrc executable in the

CALIBRATE mode:

$ wrc system/<system passwordd> mode=calibrate
replay dir=./test dir

In the example shown here, only the mode and the replay dir parameters
are specified. The mode parameter is the only required parameter. If you don’t
specify the replay dir parameter, the replay directory will default to the current
directory. In addition to these parameters, you can also specify the following optional
parameters:

B process per cpu specifies the maximum number for client processes per

CPU and its default value is 4.

B The threads per process parameter specifies the maximum number
of threads in a single wrc client process and its default value is 50.
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After the CALIBRATE mode execution enables you to determine the number
of hosts and wrc clients necessary for the replay, execute the wrc in the REPLAY
mode, as shown here:

$ wrc system/<system password> mode=replay replay dir=./test dir

When you execute the wrc in the REPLAY mode, you can specify the following
parameters:

B useridand password are optional parameters used to specify the credentials
of the replay user for the replay client. The default values for this parameter are

the credentials of the user SYSTEM.

B server specifies the connection string to connect to the replay system; it
defaults to an empty string.

B replay dir specifies the directory containing the preprocessed workload;
it defaults to the current directory.

B work dir specifies the directory where the replay client logs are stored; it
defaults to the current directory.

B debug is an optional parameter, with a default value of none. Possible values
are files, stdout, and both (debug data written to both files and stdout).

B connection override specifies whether wrc must override the
connection mapping stored in the DBA_WORKLOAD_CONNECTION_
MAP view. The default value of this parameter is FALSE, meaning all replay
threads will use the connection mappings in the DBA_WORKLOAD_
CONNECTION_MAP view to connect.

on tnB The database version of the system where you replay the workload must
Qob match the version of the database where you captured the workload.

The following steps show how to initialize the replay data, remap external
connections used in the workload capture process, and start and stop a workload

replay, all by using the new DBMS_WORKLOAD_REPLAY package.

Initializing the Replay Data Use the INITIALIZE REPLAY procedure to
initialize the data, which loads the metadata into tables required by the workload
replay process.

SQL> exec dbms workload replay.initialize replay(replay name =>
'test replay',replay dir => 'test dir');
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The replay name parameter specifies the replay name, and the replay dir
parameter specifies the directory containing the captured workload. Among other
things, the initialization process will load captured connection strings so they can be
remapped for the database replay.

Remapping External Connections You can use the DBA_WORKLOAD_
CONNECTION_MAP view to check the external connection mappings made
by database users during the workload capture. You must remap the external
connections so the individual user sessions can connect to all the external databases.
Use the REMAP_CONNECTION procedure to remap external connections. On a
single-instance system, the capture and replay system connection strings are mapped
one-to-one.

The following example shows how to remap external connections:

SQL> exec dbms workload replay.remap connection (connection id =>
111, replay connection => 'prodl:1522/testdb');

In the REMAP_CONNECTION procedure, the connection id parameter
shows the connection from the workload capture, and the optional replay
connection parameter specifies the new connection string you want to use during
the workload replay. If the replay connection parameter’s value is set to its
default value of nul1l, all replay sessions will connect to the default host. When
dealing with an Oracle RAC environment, you can map all the connection strings
to a single load balancing connection string.

Setting Workload Options After initializing the replay data and remapping
necessary external connections, you must set various workload replay options. You
can specify the following four options while replaying the production workload.

B synchronization By default, the value for this parameter is TRUE,
meaning that the commit order of the captured workload will be preserved
during the workload replay. Replay actions execute only after all the dependent
commit actions are completed successfully. This leads to the elimination of
data divergence that results when commit order is not followed correctly
among dependent transactions. If the captured workload consists primarily of
independent transactions, you can set the value of the synchronization
parameter to FALSE because you aren’t worried about data divergence in this
case. Synchronized commit-based replay ensures minimal data divergence
when compared with unsynchronized replay. Unsynchronized replay is useful
for load or stress testing where you don’t have to adhere to the original commit
ordering. Unsynchronized replay leads to high data divergence.



46 Chapter I:

on the

Qob

on the

Qob

Installing, Upgrading, and Change Management

Synchronized replay, which is commit-based, ensures minimal data divergence.

B connect time scale Thisisan optional parameter. Use the
connect time scale parameter to calibrate the time between the
beginning of the workload capture and the time when a session connects
with the specified value. This parameter enables you to adjust the number
of concurrent users during the workload replay. The default value for this
parameter is 100.

B think time scale An optional parameter that lets you calibrate the
speed at which you send user calls to the database. The parameter scales the
elapsed time between user calls from the same session. The default value for
this parameter is 100. If you set this value to 0, you'll send client requests to
the database in the fastest time possible.

Note the difference between how elapsed time is computed during a workload
capture and a workload replay. During a workload capture, elapsed time is
the sum of two components: user time and user think time. User time is the
time it takes to make a user call to the database, and user think time is the
time the user waits between calls. Workload replay includes three components:
user time, user think time, and synchronization time.

B think time auto correct Alsoan optional parameter that
automatically corrects the think time set by the think time scale
parameter. By default, this parameter is set to FALSE, meaning there’s no
automatic adjustment of the think time. When you set it to TRUE, the
database will automatically reduce the value set for the think time
scale parameter if the replay is progressing slower than the data capture.
If the replay is going faster than the data capture, it'll automatically increase
the think time.

Preparing the Workload for Replay To prepare the workload to replay
the test system, first prepare the workload by executing the PREPARE_REPLAY

procedure, as shown here:
SQL> dbms workload replay.prepare replay (replay name =>

'replayl',replay dir => 'test dir',
synchronization= FALSE) ;

In this example, the synchronization parameter is set to FALSE
(default value is TRUE). This means that the commit order of transactions in the
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captured workload may not be preserved during the workload replay. This is a
good strategy if you believe that the workload is composed mostly of independent
transactions, which means the commit order need not be preserved by setting the
synchronization parameter to TRUE.

EXERCISE 1-2

Procedure for Capturing and Replaying a Database Workload

Summarize the steps involved in capturing and replaying a database workload when
you're using the Database Replay feature.

Following is the sequence of steps you must follow when using Database Replay to
capture and replay a database workload:

I. Start the workload capture using the DBMS_WORKLOAD_REPLAY.
START_CAPTURE procedure.

2. Process the captured workload using the DBMS_WORKLOAD_REPLAY.
PROCESS_CAPTURE procedure.

3. Prepare the workload for replay using the DBMS_WORKLOAD_REPLAY.
PREPARE_REPLAY procedure.

4. Remap the captured external connections using the DBMS_WORKLOAD_
REPLAY.REMAP_CONNECTIONS procedure.

5. Start the database reply using the DBMS_WORKLOAD_REPLAY.START_
REPLAY procedure.

Starting the Workload Replay After initializing the preprocessed data and
setting up the replay clients, you are finally ready to replay the captured workload on
the test system. You must start a minimum of one wrc client before you can start the

workload replay. Use the START_REPLAY procedure to begin the workload replay
on the test system:

SQL> exec dbms workload replay.start replay();
Use the CANCEL_REPLAY procedure to stop the workload replay, as shown here:

SQL> exec dbms workload replay.cancel replay();

Executing the CANCEL_REPLAY procedure results in a direction to the wrc
clients to stop submitting new workload for replay.
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The database automatically exports all AWR snapshots corresponding to the
replay period at the end of the workload replay process. You can also manually
export them by executing the EXPORT_AWR procedure if the automatic export of
the AWR fails for some reason. Once you export the AWR snapshots to the replay
system, you must import them into the AWR schema by executing the IMPORT _
AWR procedure.

Analyzing Workload Capture and Replay

After the workload replay process is completed, you must analyze the data replay

by creating a workload replay report. This will enable you to check the data and
performance differences between the captured workload and the replayed workload. In
addition, you can examine any errors that were generated during the workload replay
process. Use the REPORT function to generate a workload replay report.

declare
cap_ id number;
rep id number;
rep rpt clob;
begin
cap id := dbms workload replay.get replay info (dir =>

'testdir') ;
select max(id) into rep id
from dba workload replays
where capture id = cap id;

rep rpt := dbms workload replay.report(replay id
=> rep id,
format => dbms workload replay.type text);
end;
/

The GET_REPLAY_INFO function provides a history of the workload capture
in the specified replay directory (testdir). The REPORT function generates a
workload replay report. The DBA_WORKLOAD_REPLAYS view will contain the
history of the replays as well. You can specify text, HTML, or XML as the value for
the REPLAY_TYPE parameter. Here’s a typical report produced by the REPORT

function:

Error Data
($ of total captured actions)
New errors:
12.3%
Not reproduced old errors: 1.0%

Mutated errors:



Real Application Testing 4.9

2.0%
Data Divergence

Percentage of row count diffs:

7.0%
Average magnitude of difference (% of captured):
4.0%
Percentage of diffs because of error (% of diffs):
20.0%

Result checksums were generated for 10% of all
actions (% of checksums)
Percentage of failed checksums:

0.0%

Percentage of failed checksums on same row count:
0.0%

Replay Specific Performance Metrics

Total time deficit (-)/speed up (+):

-32 min

Total time of synchronization:

44 min

Average elapsed time difference of calls:
0.1 sec

Total synchronization events:

3675119064

Following are the key types of information you must focus on in order to judge the
performance on the test system:

B Pay special attention to the divergence of the replay from the captured
workload performance. If an online divergence reveals serious divergence,
you can stop the replay. Alternatively, you can use offline divergence
reporting at the end of the replay to determine how successful the replay was.
Your goal is to minimize all types of negative record-and-replay divergence.
Data divergence is shown by the differences in the number of rows returned
by queries in response to identical SQL statements. Data divergences merit
your utmost scrutiny. Data divergences can be any one of the following:

B Smaller or larger results sets
B Updates to a database state
B A return code or an error code
B Errors generated during the workload replay.

B Performance deviations between workload capture and workload replay. You
can see how long the replay took to perform the same amount of work as



B O Chapter I: Installing, Upgrading, and Change Management

the captured workload. If the workload replay takes longer than workload
capture, it’s a cause for concern and you must investigate this further.

Performance statistics captured by AWR reports. You can also use ADDM
to measure the performance difference between the workload capture system
and the replay system.

You must investigate any of the data divergences listed in order to reduce the

divergence between recording and replaying the database workload. Any of the
following workload characteristics will increase data or error divergence between
capture and replay of the workload:

Implicit session dependencies due to things such as the use of the DBMS_
PIPE package

Multiple commits within PL/SQL
User locks
Using non-repeatable functions

Any external interaction with URLs or database links

In addition to data divergences, you can also have time divergences between the

capture and replay systems.
The following data dictionary views help you manage the Database Replay feature:

DBA_WORKLOAD_CAPTURES shows all workload captures you
performed in a database.

DBA_WORKLOAD_FILTERS shows all workload filters you defined in a
database.

DBA_WORKLOAD_REPLAYS shows all workload replays you performed

in a database.

DBA_WORKLOAD_REPLAY_DIVERGENCE helps monitor workload

divergence.

DBA_WORKLOAD_THREAD helps monitor the status of external replay

clients.

DBA_WORKLOAD_CONNECTION_MAP shows all connection strings
used by workload replays.

In addition to the data dictionary views listed here, the dynamic view
V$WORKLOAD_REPLAY_THREAD enables you to monitor the status

of all external replay clients.
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One of the biggest advantages of Database Replay is that it can test virtually 100
percent of an actual Oracle database workload, as compared to a third-party tool
such as LoadRunner, which can only simulate workload that’s about 10 percent of
the actual workload. Database Replay, since it’s engineered to work as an integral
part of the Oracle database, executes much faster, completing its analysis long before
the other tools can.

The SQL Performance Analyzer

on the

Qob

The Database Replay feature provides the capability to test the performance of the
workload in a database. Although you can use filters to restrict the workload, you
can’t use Database Replay to focus on SQL performance changes. SQL Performance
Analyzer, which, along with the Database Replay constitutes the Total Replay
feature, lets you test the impact of potential changes such as a server or database
upgrade on SQL workload response time. The SQL Performance Analyzer focuses
on comparing the performance of a specific SQL workload before and after a major
system change. The analyzer does this by building two versions of the SQL workload
performance, which includes both the SQL execution plans as well as their execution
statistics. After analyzing SQL performance both before and after you make a major
change, the SQL Performance Analyzer provides suggestions to prevent potential
performance degradation of SQL statements. This is especially handy when you’re
planning an upgrade of your database to a newer release of the Oracle database. The
SQL Performance Analyzer, by enabling you to compare SQL performance on two
systems running on different versions of the Oracle database, lets you know ahead of
the upgrade which of the SQL statements may show a deterioration in performance.
Thus, you can reengineer those statements prior to the actual upgrade.

The SQL Performance Analyzer executes SQL in a serial fashion and ignores
concurrency.

If the analysis of the SQL Performance Analyzer shows a potential performance
degradation following a system change such as a database upgrade, you can arrange
to preserve the original SQL execution plans using the SQL Plan Management
feature or by using the SQL Tuning Advisor to tune the regressed SQL statements.

You can use the SQL Performance Analyzer to predict performance changes
resulting from the following system changes:

B Database and application upgrades
B Hardware upgrades
B Operating system upgrades
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Initialization parameter changes

[ |
B SQL tuning actions such as the creation of SQL profiles
B Statistics gathering

[ |

Schema changes

For example, to test an initialization parameter change, you create a SQL
Performance Analyzer task and perform an initial trial run with the initialization
parameter set to the original value. You execute the SQL Performance Analyzer task
a second time with the parameter set to the new value. You then compare the results
of the two runs to compare the performance. You can run the SQL Performance
Analyzer on the production system whose performance you’re analyzing, or use a test
system. If you’re using a test system, make sure it’s configured in a similar way as your
production system, with an identical database version and initialization parameters.
[t’s probably a good idea to use a test system to avoid additional overhead on your
production database. Once you capture the SQL workload on the production system,
you can import it to the test system and run the SQL Performance Analyzer on the
test system—to compare a pre- and post-upgrade performance, for example.

In the following example, you learn how to predict SQL performance changes
following an upgrade from the Oracle Database 10.2 release to the Oracle Database
11.1 release, with the help of the SQL Performance Analyzer. Although Oracle
recommends that you use the Enterprise Manager to run the SQL Performance
Analyzer, | show you how to run the tool using the new Oracle-supplied PL/SQL
package, called DBMS_SQLPA, which offers a task-oriented interface for using the
SQL Performance Analyzer. Using the DBMS_SQILPA package, you can build and
compare two versions of workload performance—one before the change and one
after the change—and compare the differences between the two versions and easily
trap the SQL statements that are adversely affected by the system change.

In addition to the new DBMS_SQLPA package, you can also use several
procedures in the DBMS_SQLTUNE package to create the SQL Tuning Set that
you need to capture the SQL workload and conduct a performance analysis.

Running the SQL Performance Analyzer on the production database requires
additional resource usage but gives you the most representative results.
However, if performance is a concern, use a test system to run the analysis.

You use a SQL Tuning Set (STS) to capture the SQL workload on the production
system. The STS includes the SQL text, bind variables, as well as information
relating to the execution environment, execution plans, and execution statistics of
one or more SQL statements. You export the STS from the production system to the
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test system to provide the SQL workload input to the SQL Performance Analyzer.
Because the STS is a persistent database object, you can modify the STS as you want
and even select data from the STS as you would from a table. You can use an STS’s
filtering capability to weed out any undesirable SQL.

You can use one of the following sources to load statements into an STS:

B Automatic workload repository (AWR) snapshots
B AWR baselines
B A cursor cache

B Another STS

You can either collect all the SQL statements at once or over a period of time.
The SQL Performance Analyzer, which is primarily designed to predict the impact
of major system changes on the SQL workload response time, does the following
things when analyzing the SQL workload performance:

B Builds different versions of SQL workload performance
B Executes SQL serially without respecting concurrency characteristics

B  Analyzes performance differences including the response time of the before-
and after-change SQL workloads

B Uses the SQL Tuning Advisor to tune regressed SQL statements

Following is the workflow involved in using the SQL Performance Analyzer:

Jatch

Note the characteristics the tool executes SQL statements serially,
of how the SQL Performance Analyzer disregarding concurrency.
analyzes the SQL workload. For example,

I. Capture the pre-change SQL workload performance. Use the SQL Performance
Analyzer to capture the SQL workload in an STS that you create beforehand.
You may also use the AWR instead to capture the top SQL statements in
order to provide a complete SQL workload capture. You transport the SQL
workload to a test system for analysis.

2. Analyze the pre-change SQL workload performance. The performance data
includes execution plans and execution statistics for metrics such as elapsed
time and disk reads.
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3. Make the system changes. Once you capture the pre-change SQL workload
from the production system, make the necessary changes on the test system.
For example, if you want to test the impact of an upgrade to a new version of
the database, install the new Oracle release software on the test system and
upgrade a copy of the production database to the new release.

4. Capture the post-change SQL workload performance. Use the SQL Performance
Analyzer to capture the workload, this time on the post-change test system.

5. Analyze the post-change SQL workload performance. Examine the execution
plans and execution statistics for the same metrics you examined before you
made the system change.

6. Compare and analyze the SQL performance. Use the SQL Performance
Analyzer to compare the SQL performance in the production system and
the post-change test system in order to identify changes in SQL execution
plans. You can also compare statistics relating to user-specified metrics such
as execution time, buffer gets, disk reads, and others. You can then calculate
the impact of the change on both individual SQL statements and on the
SQL workload as a whole. This enables you to foresee whether the change
would lead to an improvement or regression in SQL performance or whether
it would have no net impact on the SQL workload. The SQL Performance
Analyzer may recommend running the SQL Tuning Advisor to tune any
SQL statements that lead to a performance regression. You can also use the
results of the analysis to seed SQL Plan Management (SPM) baselines. SQL
Plan baselines let you prevent performance regressions, instead of using the
SQL Tuning Advisor to tune the statements. If the performance of a SQL
statement prior to the change is better than its post-change performance,
you can “freeze the performance” by using the SQL Plan baselines. I explain
the SQL Plan baselines feature in Chapter 4. Oracle recommends that you
implement changes piecemeal, one feature at a time, and retest.

In the following sections, let’s examine the workflow of the SQL Performance
Analyzer.

Capturing the Production SQL Workload

The SQL workload you must capture from the production system must be from a
representative peak period. The SQL workload contains environmental information
such as bind variables, execution frequency of statements, along with the actual SQL
text of the statements. In the following example, I show you how to use an STS to
capture the production SQL workload.
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Create the SQL Tuning Set In order to capture the production workload,
you must first create an STS using the CREATE_SQLSET procedure of the DBMS_
SQLTUNE package, as shown here:

SQL> exec dbms sqgltune.create sqglset (sglset name => 'test set',
description => 'llg upgrade workload';

The new STS test_set is an empty STS that is used to store the captured SQL
workload on the production system.

Load the SQL Tuning Set The next step is to load the production system SQL
workload into the empty STS test_set that you created in the previous step, using the
SELECT_CURSOR_CACHE procedure of the DBMS_SQLTUNE package.

declare
mycur dbms sgltune.sglset cursor;
begin
open mycur for
select value (P)
from table (dbms sqgltune.select cursor cache(
'parsing schema name <> ''SYS'' AND elapsed time >
2500000',null,null,null,null,1,null,
'ALL'")) P;
dbms sqgltune.load sqglset(sglset name => 'test set',
populate cursor => mycur);
end;

/

PL/SQL procedure successfully completed.
SQL>

The database uses an incremental capture method to populate the STS from the
cursor cache over a period of time. During the populating of the STS, the database
filters out any undesirable SQL.

The next step is to export the captured SQL workload in the form of the STS to
the test system so you can invoke the SQL Performance Analyzer there.

Transport the SQL Tuning Set Before you can transport the SQL tuning

set, you must first create a staging table using the CREATE_STGTAB_SQLSET
procedure, so you can use this table to export the STS that contains the production
SQL workload to the test system. After you export the STS, you must import it into
the test database.

SQL> exec dbms sqgltune.create stgtab sglset (table name =>
'stagetab');
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The CREATE_SQLTAB_SQLSET procedure creates a staging table named
STAGETAB. Export the production STS into the staging table STAGETAB
that you just created, using the PACK_STGTAB_SQLSET procedure:

SQL> exec dbms sqgltune.pack stgtab sqglset (sglset name =>
'test sts',
staging table name => 'stagetab');

Now you must import the STS into the test system where you'll be running the
SQL Performance Analyzer to compare the SQL workload performance.

Import the STS into the Test System Use the Data Pump import utility
to import the staging table STAGETARB from the production system to the test
system. Once you import the staging table, run the UNPACK_STGTAB_SQLSET
procedure to import the STS into the test database where you'll replay the SQL
workload.

SQL> exec dbms_ sqgltune.unpack stgtab sqglset (sglset name = '%',
replace => true, staging table name => ('stagetab');

You're now ready to create your SQL Performance Analyzer task.

Create the SQL Performance Analyzer Task Create a SQL Performance
Analyzer task using the DBMS_SQLPA package. Use the CREATE_ANALYSIS_
TASK procedure to create the tuning task:

SQL> exec dbms_sqglpa.create analysis task(sglset name => 'stsl',
task name => 'spa taskl');

The CREATE_ANALYSIS_TASK procedure enables you to create an analysis
task for one or more SQL statements. Once you create the SQL Performance
Analyzer task, you must perform three different analyses of the captured SQL
workload that you imported to the test system in the form of an STS. The three
analyses pertain to:

B The pre-change SQL workload
B The post-change SQL workload
B Comparison of the pre- and post-change SQL workload

The STS includes both SQL execution plans and execution statistics.
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Analyze the Pre-Change SQL Workload In this example showing how

to use the SQL Performance Analyzer, your goal is to compare the performance of
an identical SQL workload on the production system running an Oracle Database
10g database and the test system, which is running an Oracle Database 11g Release
1 (11.1) database. First, set the optimizer features enable initialization
parameter on the test system to the exact value of that parameter on the production
system:

optimizer features enable=10.2.0

You can now analyze the pre-upgrade SQL performance data using the EXECUTE_
ANALYSIS_TASK procedure of the DBMS_SQLPA package, as shown here:

SQL> exec dbms sqglpa.execute analysis task (task name =>
'spa taskl',
execution type => 'test execute',
execution name= 'before change');

The EXECUTE_ANALYSIS_TASK procedure executes an analysis task that
you've already created. The execution type parameter of the EXECUTE_
ANALYSIS_TASK procedure can take one of the following three values:

B TEST EXECUTE Executes all SQL statements in the captured SQL
workload. The database only executes the query portion of the DML
statements, in order to avoid adversely impacting user data or the database
itself. The database generates both execution plans and execution statistics
(for example, disk reads and buffer gets).

B COMPARE PERFORMANCE Compares performance between two
executions of the workload performance analysis.

B EXPLAIN PLAN Lets you generate SQL plans only, without actually
executing them.

The EXECUTE_ANALYSIS_TASK procedure executes all DML statements
but ignores any DDL statements to avoid unduly affecting the test data. You can
view the before-change version of the SQL performance as the SQL workload
performance baseline.

You can specify execution parameters by using the execution params
parameter that you can specify as DBMS ADVISOR.arglist ( (name,value, ...).
Use the time limit parameter to specify a global time limit for processing all
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statements in the STS. Use the local time limit parameter to specify the time
limit to process a single statement in the STS.

Once you create the SQL Performance Analyzer pre-change task and execute
it, you can retrieve a report of the task execution by executing the REPORT _
ANALYSIS TASK function, as shown here:

SQL> select dbms sqglpa.report analysis task (task name =>
'spa taskl',
type => 'text', section=> 'summary') from dual;

The previous step captures system performance consisting of both execution plans
and execution statistics such as elapsed time, buffer gets, disk reads, and the number
of rows processed. You can use the performance as a baseline to compare SQL
performance after you make the changes to the database.

Analyze the Post-Upgrade SQL Workload Our goal is to compare the
performance of an identical SQL workload on an Oracle 10.2 release database and
an Oracle Database 11g release database. To test the impact of upgrading to Oracle
Database 11g, change the value of the initialization parameter optimizer
features enable to match the Oracle Database 11g version:

optimizer features enable=11.1

Run the EXECUTE_ANALYSIS_TASK procedure again, with identical parameter
values as in the previous execution except for the parameters TASK NAME and
EXECUTION NAME in order to distinguish the task name and execution name from
the pre-change execution that you performed earlier.

SQL> exec dbms sqglpa.execute analysis task (task name =>
'spa task2',
execution type => 'test execute',
execution name => 'after change')

Once again, get a report of the task execution by executing the REPORT_
ANALYSIS TASK function, as shown here.

SQL> select dbms sqglpa.report analysis task (task name =>
'spa task2,
type => 'text', section=> 'summary') from dual;
You can use the contents of this report to review the performance after you made
the changes.

Compare the SQL Performance You have executed the EXECUTE_
ANALYSIS_TASK procedure twice thus far, once for the pre-change analysis and
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the other for the post-change analysis, using test _execute as the value for the
execute_type parameter both times. To compare the SQL performance before and
after upgrading to Oracle Database 11g, you must execute the EXECUTE_ANALYSIS
TASK procedure a third time, but with the value compare performance for the
execution type parameter. This will let the SQL Performance Analyzer analyze
and compare the SQL performance data from the two previous runs.

SQL> exec dbms_sqgltune.execute analysis task (task name =>
'spa task3',
execution type => 'compare performance',
execution params =>
dbms_advisor.arglist ('execution namel', 'before change',
execution name2', 'after change''comparision metric',
'disk reads',);

The comparison metric I chose to compare in this case is DISK_READS, but you
can also use ELAPSED_TIME, OPTIMIZER_COST, DIRECT_WRITE, PARSE_
TIME, or BUFFER_GETS as a comparison metric, in order to compare the pre- and
post-change SQL performance.

Generating the SQL Performance Analyzer Report You can get a report
of the SQL performance comparison by executing the REPORT_ANALYSIS_TASK

function, as shown here:

var report clob;

exec :report := dbms sqglpa.report analysis task('spa task3',
'text',
'typical', 'summary') ;

set long 100000 longchunksize 100000 linesize 120
print :report

The REPORT_ANALYSIS_TASK function shows the results of an SQLPA
analysis task. The REPORT_EXECUTE_ANALYSIS_TASK function shown here
will print a text report. You can also choose to print an HTML or XML formatted
report if you want. The value of summary for the report format means that the
procedure will result in the printing of a summary report.

You can do the following during the compare and analysis phase:

B Calculate the impact of the change on specific SQL statements.
Calculate the impact of the change on the SQL workload as a whole.
Assign weights to important SQL in the workload.

Detect performance regression and improvements.

Detect changes in the execution plans of the SQL statements.
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B Recommend the running of the SQL Tuning Advisor to tune regressed
SQL statements. After using the advisor, you can create a new after-change
version of the SQL workload performance to ensure that you have acceptable
performance.

You can use the following views when working with the SQL Performance
Analyzer:

B DBA_ADVISOR_TASKS shows details about the analysis task.

B DBA_ADVISOR_FINDINGS shows analysis findings, which are classified

as performance regression, symptoms, informative messages, and errors.

B DBA_ADVISOR_EXECUTIONS shows metadata information for task

executions.
DBA_ADVISOR_SQLPLANS shows a list of SQL execution plans.
B DBA_ADVISOR_SQLSTATS shows a list of SQL compilation and

execution statistics.

Analyzing the Performance Report The SQL Performance Analyzer report
consists of three main sections:

B General information
B Result summary
B Result details

The Result Summary section shows at a glance whether the system change
you're putting in place will result in an improvement or a deterioration of the SQL
workload performance. You also get detailed execution statistics for all the SQL
statements in the STS you offered as input to the SQL Performance Analyzer. If the
report shows deterioration in SQL workload performance, it also performs a root
cause analysis and provides recommendations to improve the execution plans of the
affected SQL statements, which will help you easily tune the SQL statements that
have regressed following the system change.

As with the Data Replay tool, the SPA offers the unique advantage in that it’s
integrated with the Oracle database. This lets you take advantage of other tools such
as the SQL Tuning Advisor and features such as the SQL Plan Management to avoid
SQL performance deterioration. When you use Enterprise Manager to perform the
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SQL Performance Analyzer tasks, you can invoke the SQL tuning Advisor directly
from the SQL Performance Analyzer Task result page. You can easily run a new
SQL tuning task that analyzes all the regressing SQL statements found by the SQL
Performance Analyzer. Alternately, you can prevent SQL regressions by using SQL
plan baselines, as I explain in Chapter 4, which discusses SQL Plan Management
with the help of SQL baselines.

EXERCISE -3

Testing SQL Performance Following a Database Upgrade

How would you test whether a database upgrade will affect the performance of the
SQL statements used in your database?

Use the SQL Performance Analyzer to test the changes in SQL performance
following a system change such as a database upgrade. Here are the steps:

I. Capture the production SQL workload by first creating an STS to capture the
production workload.

Load the STS.
Transport the STS from the production database to a test database.
Create a SQL Performance Analyzer task.

i W

Analyze the SQL performance before the upgrade by executing the
EXECUTE_ANALYSIS_TASK procedure. Use test execute as

the value for the execution type parameter.

6. Upgrade the database to the new release.

7. Analyze the SQL performance by executing the EXECUTE_ANALYSIS
TASK procedure. Use test execute as the value for the execution
type parameter.

8. Analyze the post-upgrade SQL workload.
9. Compare the SQL performance by executing the EXECUTE_ANALYSIS_

TASK procedure. Use compare performance as the value for the
execution type parameter.
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INSIDE THE EXAM

The exam will test you about the setting of
the ORACLE BASE environmental vari-
able. You must understand the modifications
made to the ORACLE_BASE environment
variable to bring it into conformity with
Oracle Flexible Architecture guidelines.
While the variable isn’t mandatory, it will be
in a future release. The exam is likely to test
your understanding of the startup up-
grade command.

The exam will test your understanding
of the SQL Performance Analyzer’s testing
characteristics. You must understand con-
cepts such as the serial execution of SQL
statements and the disregarding of transac-

tion concurrency. Expect to be tested on the
different values of the execution type
parameter in the EXECUTE_ANALYSIS_
TASK procedure.

In the Database Replay feature, you
probably will see questions on the various
replay options such as synchronization,
think time scale, think time
auto_connect, and connect_time
scale. For example, what do you have to
do if the users are taking longer to complete
their transactions during the replay than
during the capture phase? Remembering the
correct sequence of steps for replaying a work-
load can also be helpful on the exam.

CERTIFICATION SUMMARY |

This chapter explained the most important new features in the installation of Oracle
Database 11g. You learned about the changes in the way the Oracle base location is
set, as well as the requirements for the datafile and flash recovery area locations.

This chapter introduced you to the automatic diagnostic repository and how
to use the diagnostic dest initialization parameter. You learned about the
changes in the installation options and the new database components. This chapter
also explained the new OSASM operating system group and the SYSASM privilege
for ASM administrators. You also learned about the new initialization parameters in
Oracle Database 11g that are most relevant to DBAs.

As part of the review of the changes in the DBCA, I introduced both automatic
secure configuration and automatic memory management features. The section on
upgrading the database explained the compatibility factor when upgrading, as well
as the upgrade path to Oracle Database 11g. The chapter showed an actual database
upgrade to the new release.

The final part of the chapter explained two revolutionary new features—Database
Replay and SQL Performance Analyzer, which, together make change management
a much easier affair, without recourse to third-party tools.
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TWO-MINUTE DRILL

Installing Oracle Database | lg
QO The Oracle Installer provides a list box to select or edit t
Oracle base location.

Q The recommended Oracle base location is /mount_point
owner.

Q The Oracle Universal Installer derives the location of
the Oracle base location you prov1de

below the Oracle base.

Q Oracle recommends that you place the datafiles and fl
different disks.

0O The ADR provides a single consolidated location for di gnos icd
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Using the ADR is not mandatory
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default location for the ADR.
The ADR base is the root directory for the ADR.
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The Oracle Configuration Manager is integrated with thi
Installer as an optional component. ’

O

Oracle Real Application testing option is automatically i
select the Enterprise Edition installation option.

Q The new OS group OSASM is de51gned for the exclusive
manage ASM.
Q The new ASM-related system privilege, SYSASM, is reco
who perform ASM administrative tasks. .
QO The OSASM operating system group and the SYSASM syst

optional in the Oracle Database 11g release.

New Features in Database Creation
|

Q The initialization parameters are listed in the alert log in a format th
it easy for you to copy and paste them to create a new paramet
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‘minimum value for the compatible initialization parameter is 10.0.0.

default value for the compatible parameter is 11.1.0.
ie maximum value for the compatible parameter is 11.1.0.n.n.

T ) . .
e DBCA lets you select automatic memory management during database
reation.

You can use the Enterprise Manager plug-in to automatically switch from

;’ location for datafiles and the diagnostic dest initialization parameter.

You don’t have to set the bdump, cdump, and udump directories in
e parameter file if you provide a value for the diagnostic dest
itialization parameter.

n Oracle Database 11g, the DBCA provides secure database configuration by
default.

You're offered a choice of listeners for a new database when you create one

through the DBCA.

You are offered the choice of automatic memory management when using the
DBCA to create a new database.

If you disable the default security settings when using the DBCA to create a
new database, you can configure the Secure Configuration Option later on.

You can directly upgrade to Oracle Database 11g Release 1 if your current
database is using an Oracle 9.2.0.4 or newer release.

If you're using 9.2.0.3 or older releases, you must go through intermediate
upgrades.

f The delul 115 1l script serves as the Pre-Upgrade Information Tool.
The utlul 11s.sql script is the Post-Upgrade Status Tool.

The catupgrd.sql script is the script that performs the actual upgrade of the
- database.

You can run the catupgrd.sql script multiple times if necessary.
The utlrp.sgl script recompiles stored PL/SQL and Java code.
" The DBUA lets you upgrade both the database instance and the ASM

instance simultaneously.
: .
|
|
{ |
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Q If you're using the manual method to upgrade the c
the ASM instance separately from the database inst

Real Application Testing

v R
Q Database Replay is part of Real Application Testing, \;{ 1

perform real-world workload testing.
Q The workload capture process captures all external reque

T
database, such as SQL queries, logins and logoffs, remot

and OCI calls. . ‘ ‘
Q The workload capture doesn’t include background jobs anc I.JIII

internal clients. a J
Q Database Replay doesn’t capture flashback queries, O

distributed transactions, and other types of data.

peak period. i -
Q Only the DIR parameter in the START_CAPTURE procedur is nand

QO You can either specify a value for the duration parameter in
CAPTURE procedure, or execute the FINISH_CAPTURE pro
a workload capture. ' : '
Q Preprocessing the workload data re-creates the replay flles
Q Before replaying the captured workload on the test system, yo
external references such as database links, directory ob]ectl

and URLs.
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wrc is a special client application that acts as the replay driver.

he replay driver consists of one or more replay clients that actually connect
o the test system and act as the external clients to the database.

e replay driver allocates replay workload among multiple replay clients.
Y ou can run the wrc in the REPLAY, CALIBRATE, or LIST _HOSTS mode.
3 ?The default mode of the wrc executable is REPLAY.

The CALIBRATE mode lets the wrc estimate the number of replay clients
_ 1anld CPUs necessary to replay the captured workload.

The INITIALIZE_REPLAY procedure loads the metadata about the captured
orkload into the tables required by the workload replay process.

the REMAP_CONNECTION procedure, if you set the replay

onnection parameter’s value to null, all replay sessions will connect
o the default host.

A synchronized replay (synchronization=TRUE) will lead to minimal
data divergence.

Synchronization preserves the commit order during the workload replay.

Unsynchronized replay is useful for load testing and is faster. It doesn’t follow
the original commit ordering.

Unsynchronized replay leads to a high data divergence.

The connect time scale parameter lets you adjust the number of
concurrent users during the workload replay.

The think time scale parameter lets you adjust the speed of user calls
to the database.

The think time auto correct parameter automatically corrects the
think time set by the think time scale parameter.

By default, there’s no automatic adjustment of think time.

The database automatically exports all AWR snapshots corresponding to the
replay period, after the completion of the workload replay.

The replay _type parameter in the GET_REPLAY_INFO procedure can
take the values text, HTML, or XML.

A data diverge nce can be desirable or undesirable.

Multiple commits within PL/SQL can lead to increased data or error
~ divergence between capture and replay of the workload.

User locks can also lead to increased data or error divergence between
capture and replay of the workload.
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The SQL Performance Analyzer focuses onl \o n
on SQL performance. 1‘

You can run the SPA on the production system

The DBMS_SQLPA package is a task-oriented ir
the SPA. '

The SPA analyzes SQL performance differences b

change.

You use an STS to capture the production SQL
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SELF TEST

The following questions will help you measure your understanding of the material presented in this
chapter. Read all the choices carefully because there might be more than one correct answer. Choose
all correct answers for each question.

Installing Oracle Database | 1g

I. What does a DBA need to do for Oracle to perform the automatic pre-installation requirements
check when you are beginning the installation of Oracle software?

A. Run the Upgrade Information Tool.

B. Do nothing—Oracle automatically performs the pre-installation checks.
C. Use the upgrade database command first, to open the database.
D. Execute the utlullls.sql script.

2. The Oracle Configuration Manager
A. Is installed automatically.
B. Isan optional component.
C. Can be installed during the installation only.

D. Can be installed during the installation or later.

3. Which of the following is true?

A. The OSASM OS group and the SYSASM privilege are both mandatory in Oracle
Database 11g.

B. The OSASM OS group and the SYSASM privilege are both optional in Oracle
Database 11g.

C. The OSASM OS group is mandatory and the SYSASM privilege is optional in
Oracle Database 11g.

D. The OSASM OS group is optional and the SYSASM privilege is mandatory in
Oracle Database 11g.
4. The Real Application testing feature is
A. Automatically installed when you choose the custom installation method.
B. Installed only if you license it separately.
C. Installed from a separate CD as the server.

D. Automatically installed when you select the Enterprise Edition installation option.

New Features in Database Creation

5. Which of the following is a new initialization parameter in Oracle Database 11g?
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plsgl code type
sga _max_ target
result cache

oo w>»

memory max

6. Oracle Database 11g release 1 (11.1)
A. Doesn’t enforce password case sensitivity.
B. Doesn’t enforce password case sensitivity by default.
C. Enforces password case sensitivity by default.
D. Doesn’t use any initialization parameters to enforce password case sensitivity.
7. Secure database configuration is
A. Installed by default with the Oracle database server.
B. Provided by DBCA by default.
C. Something you can configure only after completing the creation of a new database.

D. Not provided by the DBCA.

8. The minimum value of the compatible initialization parameter is

A. 10.0.0

B. 11.2.0

C. 11.1.0.nn
D. 11.1

Upgrading to Oracle Database | Ig

9. Which of the following Oracle database versions can you not use to upgrade directly to Oracle
Database 11g Release 1 (11.1)?

A. 9.2.03
B. 9.2.04
C. 10.1.0.0
D. 8.1.7.1

10. The Upgrade Information Tool provides information about which of the following?
A. Optimal SQL allocation to various components of the SGA such as the shared pool.
B. Optimal performance features of Oracle Database 11g.
C. Recommendations for additional space for tablespaces.
D.

A time estimate for the upgrade.
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12.

What is the name of the Oracle-supplied script that runs the pre-upgrade requirements checks?
A. utlullls.sql

B. utluillli.sql

C. utlulllx.sql

D. utlulllp.sql

Which of the following scripts performs the post-upgrade validation when you upgrade to
Oracle Database 11g?

A. utlullls.sql

B. utlullx.sql
C. utlullli.sql
D. utlulllp.sql

Real Application Testing

13.

14.

15.

16.

Which of the following external references must be resolved before you can replay a workload
with Database Replay?

A. Database links

B. Directory objects
C. External tables
D. URLs

To estimate the number of replay clients that need to be started to replay a particular workload,
you must run the wrc executable in which mode?

A. REPLAY

B. CALIBRATE
C. PROCESS

D. OVERRIDE

What happens if you don’t set a time for finishing a workload capture with database replay?
A. The workload capture will run forever.
B. The workload capture will not start.

C. The workload capture will run until it runs out of space in the directory where it stores the
workload files.

D. There is a default maximum time limit for each workload capture process.
What can you use the think time auto correct parameter for when setting workload
options for Database Replay?

A. To automatically correct the think time set by the think time scale parameter.
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B. To automatically correct the think time set by the connection time scale
parameter.

C. To manually correct the think time set by the think time scale parameter.

D. To manually correct the think time set by the connection time scale parameter.

Which one of the following can you not use as a source to load statements into an STS?
A. AWR baselines

B. A cursor cache

C. AWR snapshots

D. A user-created file with SQL statements stored in the file system

What are the modes in which you can execute the EXECUTE_ANALYSIS_TASK procedure?
A. TEST EXECUTE, SPEED OF PERFORMANCE

B. SIMULATE, SYNCHRONIZE, and COMPARE PERFORMANCE

C. TEST EXECUTE, COMPARE PERFORMANCE, and EXPLAIN PLAN

D. EXECUTE, PERFORMANCE, and EXPLAIN

Which of the following parameters doesn’t change during the three executions of the
EXECUTE_ANALYSIS_TASK procedure?

A. task _name

B. task type

C. execution_type

D. execution_params

Which of the following changes can the SQL performance not compare?
A. Changing the application code

B. Database upgrade

C. Increase in the number of users

D.

Changes in the initialization parameter values

LAB QUESTION

You want to use the Database Replay feature to test your database workload before and after an up-
grade to Oracle Database 11g. Show how to prepare a database for a replay of a workload. You notice
two things during the data capture stage: long time periods elapse between the user logins, and quite
a bit of time is spent between the time users issue a call and the time the calls are completed by the
database. You want to increase the number of concurrent users during the workload replay and also
finish the workload replay in a shorter time than the time it took to capture the workload.
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SELF TEST ANSWERS

Installing Oracle Database | 1g

I. M B is correct because the Oracle Universal Installer automatically makes the pre-installation
check of the requirements.
X A is incorrect because you run the Upgrade Information Tool to check the prerequisites for
upgrading the database, not for installing the server software. C is incorrect because you don’t
start the database before installing the software—there may not be a database yet. D is incorrect
because you use the utll111s.sql script for a post-upgrade status check.

2. M B andD are correct. B is correct because the Oracle Configuration Manager is an optional
component during installation. D is correct because you can install the Oracle Configuration
Manager during the installation or later on.

A is incorrect because the Oracle Configuration isn’t installed automatically. C is incorrect
because you can install the Oracle Configuration Manager after the installation.

3. M Bis correct because both the SYSASM privilege and the OSASM group are optional.

X A is incorrect because the SYSASM privilege and the OSASM group aren’t mandatory
in Oracle Database 11g. C and D are incorrect because both the SYSASM privilege and the
OSASM group aren’t mandatory in Oracle Database 11g.

4. M D is correct because the Oracle Real Application Testing feature is automatically installed
when you select the Enterprise Edition installation option.
Xl A is incorrect because the feature isn’t installed as part of the custom installation method,
unless you choose the Enterprise edition Installation. B is incorrect because you don’t need a
separate license for using the Real Application Testing feature. C is incorrect because the Real
Application testing feature is installed from the same CD as the server software.

New Features in Database Creation

5. M A iscorrect because the plsgl code type initialization parameter is new in Oracle
Database 11g.

B is incorrect because this parameter has been available from the Oracle 9i release. C and
D are incorrect because there are no such initialization parameters.

6. M C is correct because Oracle Database 11g enforces password case sensitivity by default.

A is incorrect because Oracle Database 11g enforces password case sensitivity by default.
B is incorrect because Oracle Database 11g enforces password case sensitivity by default. D is
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incorrect because you do have to use a new initialization parameter to enforce password case
sensitivity.

7. M Bis correct because the DBCA provides secure database configuration by default.
X A is incorrect because secure database configuration is done during database creation
and not during server installation. C is incorrect because you can adopt secure database
configuration at database creation time or at a later time. D is incorrect because the DBCA
does offer secure database configuration.

8. M A is correct because the minimum value for the compatible initialization parameter is

10.0.0.

B, C, and D are incorrect because they refer to incorrect values for the compatible
parameter.

Database Upgrade New Features

9. M A and D are correct because you can only directly upgrade from an Oracle 9.2.0.4 or newer
release.

[ B and C are correct because they satisfy the direct upgrade requirement.

10. M Cis correct because the Upgrade Information Tool makes recommendations for adding
space to key tablespaces such as the SYSTEM and SYSAUX tablespaces.

A, B, and D are incorrect because the Upgrade Information Tool doesn’t provide
information regarding any of these.

Il. M B is correct because the utlul11li.sql script is the Upgrade Information Tool.

A is incorrect because the utlul11s.sql script is the Upgrade Status Tool. C and D are
incorrect because they refer to nonexistent upgrade scripts.

12. M A iscorrect because the utlull1s.sql script performs the post-upgrade checks.

B is incorrect because there is no such script. C is incorrect because the utlul11li.sql script
runs the pre-upgrade checks. D is incorrect because it refers to a nonexistent script.

Database Replay

13. M A,B,C, and D are all correct. All of them are external references that must be resolved
before you can replay a workload.

14. M B is correct because you must run the wrc executable in the CALIBRATE mode to
estimate the number of replay clients that you must start.
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15.

16.

Xl A is incorrect because you use the replay mode when you'’re actually replaying the
workload. C and D are incorrect because those modes actually don’t exist.

M Cis correct because the workload will run until there is no longer room for storing the
workload files.

Xl A is incorrect because the workload can’t run forever because eventually the workload
capture will run out of room to store the workload files. B is incorrect because the workload
capture process will start even if you don’t specify a time limit for the workload capture. D
is incorrect because there isn’t an automatic maximum time limit for the workload capture
process.

M A is correct because you can use the think time auto correct parameter to
automatically correct the think time set by the think time scale parameter.

B is incorrect because you can't affect the connection time scale parameter by
setting the think time auto correct parameter. C and D are incorrect because you use
the think time auto correct parameter to automatically correct the think time set by
the think time scale parameter.

SQL Performance Analyzer

17.

18.

19.

20.

M D is correct because you can’t load SQL statements into an STS from a user created file.
X A, B, and C are incorrect because all of them are valid sources to load statements into

an STS.

M Cis correct because it correctly lists the three possible modes in which you can execute the
EXECUTE_ANALYSIS_TASK procedure.

& A, B, and D are incorrect because all of them contain one or more invalid execution
modes.

M A is correct because the task_name parameter remains the same in each of the three

executions of the EXECUTE_ANALYSIS_TASK procedure.

B, C, and D are incorrect because you need to change all of these parameters during each

execution of the EXECUTE_ANALYSIS_TASK procedure.

M Cis correct because the SQL Performance Analyzer isn’t really meant to test the effect of a
change in the system load.

X A, Band D are incorrect because you can compare the effects of all of these changes by
using the SQL Performance Analyzer.
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Use the DBMS_WORKLOAD_PREPARE_REPLAY procedure to prepare a database for a database
replay. The following are all the parameters you can specify and their default values:

DBMS WORKLOAD REPLAY.PREPARE REPLAY (

synchronization IN BOOLEAN DEFAULT
connect time scale IN NUMBER DEFAULT
think time scale IN NUMBER DEFAULT

think time auto correct IN BOOLEAN DEFAULT

TRUE,
100,
100,
TRUE) ;

And here is what you must do to increase the number of concurrent users during the workload replay:

B Change the value of the connect time scale attribute to less than its default value of
100. The lower the value, the faster a session can connect to the database.

B Change the value of the think time scale attribute to decrease the time that elapses
between successive calls from the same session. This will also potentially increase the number

of concurrent users in the database during the replay, in addition to letting you complete the

workload replay in a shorter time span than it took to capture the workload.

B Keep the think time auto correct parameter at its default value of TRUE, which en-
sures that the database automatically reduces think time if the data replay is progressing slower

than the data capture.
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Diagnosing and Resolving Problems

ne of the key new features of the Oracle Database | Ig release concerns fault

management. An entire new fault management infrastructure is introduced in this

release to further the goals of both preventing and resolving problems caused by
critical errors such as data corruption, code bugs, and missing or renamed datafiles. This chapter
discusses the following important topics pertaining to fault management:

The Automatic Diagnostic repository
Incidents and problems

The Support Workbench

The Health Monitor

The SQL Repair Advisor

The Data Recovery Advisor

Following are the goals of the new fault diagnosability infrastructure:

Preventing problems

Proactive detection of problems

Limiting the damage caused by database problems
Reducing the time it takes to diagnose problems
Reducing the time it takes to resolve problems

Easier interaction with Oracle Support

The fault diagnosability infrastructure contains the following components:

Automatic diagnostic repository The automatic diagnostic repository
(ADR) is a special storage facility that is located outside the database (in

the file system), which you can access with a command-line utility or with
Enterprise Manager. The key to the new fault diagnosability feature is the
timely capturing of critical error information following a database failure.
You can use this information to create incident packages that you can send
to Oracle Support Services. A memory-based trace system collects diagnostic
data proactively and stores it in the ADR. The ADR contains the traditional
diagnostic files such as the alert log, trace files, dump files, and core files as
well as new content such as Health Monitor reports.

Health Monitor The Health Monitor is a new database framework that runs
diagnostic checks automatically following a critical error in the database. The
results of these health checks are merged with the diagnostic data collected for
an error. You can also run health checks manually as and when you need.
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Incident packaging service The incident packaging service lets you easily
collect diagnostic data pertaining to a critical error in the form of trace files
and health check reports pertaining to a critical error and package it into a

Zip file for transmission to Oracle Support.

The ADR Command Interpreter The ADR Command Interpreter (ADRCI)
is a command-line tool that lets you view diagnostic data stored in the ADR
and package diagnostic information into Zip files that you can then transmit
to Oracle Support.

The Support Workbench This new Enterprise Manager wizard lets you
view problem and incident details, run manual health checks, collect
diagnostic data, and upload incident packages to Oracle Support.

Data Recovery Advisor This new advisor is integrated with both the
Health Monitor and RMAN, and lets you automate the repair process to fix
database problems. You can view database failures and recommendations to
fix those problems as well as implement repairs for the problems through the
Data Recovery Advisor.

SQL Repair Advisor The SQL Repair Advisor is a new tool that lets you
fix SQL statement failures by providing patches or workarounds for the failed
SQL statements that you can then implement in the database.

SQL Test Case Builder Automates the gathering of information about
a SQL-related problem, including the environment in which the SQL
statement(s) executed, so Oracle Support Services can easily re-create and
test the problem.

A new in-memory diagnostic tracing facility captures relevant diagnostic data

upon the appearance of a critical database error. This information is automatically

stored in the ADR and forms the nucleus of the incident packages that you can
then send to Oracle Support Services for problem resolution. The workflow for a
diagnostic session following an error in the database is as follows:

The database raises an alert following an incident.

You can view the alert in the Enterprise Manager on the EM Home page.

You can then drill down to the incident details level:

You can request EM to create an incident package for you and transmit that
automatically to Oracle Support Services, using your MetaLink credentials.
You can also add ancillary information such as trace files or scrub the diagnostic

data to remove proprietary data before sending the incident package to Oracle
Support Services (referred to simply as Oracle Support from here on).
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Let’s review the main components of the new fault diagnosability infrastructure in
the following sections.

CERTIFICATION OBJECTIVE 2.01

Automatic Diagnostic Repository

Datch

ADR homes within the ADR base.

The automatic diagnostic repository tracks all problems and incidents that occur
in the database. The ADR is a file-based repository that you create for storing
traditional diagnostic data such as the alert log and trace file, as well as new types
of diagnostic data such as the Health Monitor reports. Not only the database, but
the ASM, CRS, and other Oracle products and components store all their diagnostic
data in the ADR. It’s important to understand that each instance of an Oracle
product has its own separate ADR home directory within the ADR. Thus, each
database instance stores its diagnostic data in a separate directory in the ADR. For
example, in an environment with RAC and ASM storage, each of the database
instances and the ASM instances have their own home directory under the ADR.
The interesting thing is that the ADR uses a consistent diagnostic data format across
all Oracle products and all instances, thus making it easier for users and Oracle
Support to correlate diagnostic data from multiple instances.

Note that the ADR replaces the traditional diagnostic directories such as the
bdump and cdump directories we have been using for years. The traditional *
dump dest initialization parameters such as bdump still exist, but the database
will ignore them in the new release. You use the new initialization parameter
diagnostic_dest to set the location of the ADR base directory, which is
the root of the ADR structure.

Because the ADR is located in an operating
system directory and not within the database
tables, you can always access it, even when
you can’t access the database instance itself.
Consequently, the ADR has been likened to

the black box used in airplanes, which records

You can have multiple

all vital activity of the plane, so officials can
diagnose what led to a plane crash. Of course, you had access to the alert log and
other dump and trace files at all times in the older releases; however, the addition
of additional powerful diagnostic files, incident reports, and the like and the fact
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that all diagnostic information is centralized, makes the ADR stand apart from the
diagnostic framework in previous releases.

The Structure of the ADR

on the

Qob

Match

Use the new initialization parameter diagnostic dest to set the location of
the ADR base. The diagnostic dest parameter is optional, not mandatory, but
does let you pick your own choice for the location of the ADR. If you don’t specify

a value for the diagnostic_dest parameter, the database itself will set a value

for the parameter upon database startup. Here’s how Oracle determines the default
location of the ADR base:

B If you set the ORACLE_BASE environment variable, the database sets the
diagnostic dest parameter value to that of the SORACLE_BASE
environment variable.

B If you haven’t set the ORACLE_BASE environment variable, the database
sets the diagnostic dest parameter value to SORACLE_HOME/log.

[t’s important to distinguish between the ADR base, which is the common root
directory for the ADR and an ADR home. The former is the location you set with the
help of the diagnostic dest parameter. An ADR home represents the path of
the ADR home for the current database instance. An ADR base can contain multiple
ADR homes, each of them serving as the root directory for a specific instance of a
particular Oracle component or product. Each ADR home has the following path,
starting from the ADR base:

diag/product_ type/product id/instance id

For example, for a database with the identical SID and database name of orcl2

and the ADR base being /u05/app/oracle, the ADR home would be the following:

/u05/app/oracle/diag/rdbms/orcl2/orcl2

Diagnostic data includes alert log contents, trace files, incident- and problem-
related data, and Health Monitor reports.

The XML-formatted alert each ADR home.The text-formatted alert

log is located in the ALERT directory of log is located in the TRACE directory.
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ADR Home Subdirectories

Each database instance stores its diagnostic data in various subdirectories, the most
important of which are the following:

B alert Oracle stores an alert log in the XML format in this directory.

B hm Contains the checker run reports, which are generated by the new
Health Monitor facility.

B incident Contains incident reports for the instance.

B trace Contains the text-based alert log, similar to the traditional alert
log file.

Note that the alert directory contains an XML—formatted alert log. Oracle Database
11g provides two identical alert logs in different formats for each instance. Besides
the XML-formatted alert log, there is also a regular text-based alert log in the trace
directory. Later on, I show you how to use the new command-line diagnostic tool

ADRCI to strip the XML tags from the XML-formatted alert log file.

In an Oracle RAC environment, you can create an ADR base on each of the
nodes or set a central ADR base on shared storage. Setting up a central ADR
base on shared storage enables you to view aggregated diagnostics from

all instances in the RAC in addition to letting you use the powerful Data
Recovery Advisor to diagnose and repair data failures. You can’t use the Data
Recovery Advisor if you don’t use shared storage.

Viewing the ADR Locations
Use the VSDIAG_INFO view to see all the ADR locations for your Oracle database

instance, as shown here:

SQL> select * from v$diag info;

INST_ID NAME VALUE

1 Diag Enabled TRUE

1 ADR Base /u0l/app/oracle

1 Diag Trace /u0l/app/oracle/diag/rdbms/orcl2/
orcl2/trace

1 Diag Alert /u0l/app/oracle/diag/rdbms/orcl2/
orcl2/alert

1 Diag Incident /u0l/app/oracle/diag/rdbms/orcl2/

orcl2/incident
1 Diag Cdump /u0l/app/oracle/diag/rdbms/orcl2/
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orcl2/cdump

Health Monitor /u0Ol/app/oracle/diag/rdbms/orcl2/
orcl2/hml

Def Trace File /uOl/app/oracle/diag/rdbms/orcl2/
orcl2/trace
/orcl2 ora 4813.trc

Active Problem Count 2

Active Incident Count 4

11 rows selected.
SQL>

The following is a list of the important ADR locations:

ADR Base Directory path for the ADR base.
ADR Home Directory path for the ADR home for a specific database

instance.

Diag Trace The text-based alert file is stored here in addition to trace files.
This directory corresponds to the old bdump directory.

Diag Alert The XML-version alert log is found here.

Diag incident Location for the incident packages.

Diag Cdump Core dump directory corresponding to cdump.
Default trace file Path to the session trace files (SQL trace files).

Note that there really is no environment variable named $ADR_HOME to
enable the setting of the ADR home. You set the ADR home by using the set
homepath command after starting the ADRCI tool.

The ADR Command Interpreter (ADRCI) is a brand-new command-line tool that
is a key component of the new fault diagnosability infrastructure. The ADRCI tool
enables you to interact with the ADR from the command line. You can do the

following with the help of the ADRCI:

View ADR diagnostic data

Package together incident and problem data for transmission to Oracle
Support using the Incident Packaging Service (IPS)

View Health Monitor reports
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All ADRCI commands work with data in the current ADR home and you can
have multiple ADR homes current at any given time. Some ADR commands work
with multiple ADR homes but other commands require a single ADR home to be
current in order for those commands to work. The key here is the ADR homepath,
which points to the directory under the ADR base. By default, the value of the
homepath is null when you start ADRCI, meaning that all ADR homes under the
ADR base are current. If you want to make a single ADR home the current ADR
home, you must set the homepath.

Starting ADRCI

You don’t need to log into ADRCI because the ADRCI data isn’t considered secure
data and is, therefore, merely secured by operating system permissions on the

ADR directories. Simply enter adrci at the command line to use the ADRCI in an
interactive mode, as shown here:

$ adrci

ADRCI: Release 11.1.0.6.0 - Beta on Thu Sep 27 16:59:27 2007
Copyright (c) 1982, 2007, Oracle. All rights reserved.

ADR base = "/uOl/app/oracle"
adrci>

Once you start up the ADRCI utility, you can enter various ADR interactive
commands at the ADRCI prompt, and when you are done, leave the interpreter by
typing in exit or quit.

To view a list of all ADRCI commands, enter help at the ADRCI prompt:
adrci> help

To get detailed help on a specific command, enter the keyword help followed by
the name of the command you want help with. Here’s an example:

adrci> help ips create package
Usage: IPS CREATE PACKAGE
[INCIDENT <incid> | PROBLEM <prob id> |
PROBLEMKEY <prob key> |
SECONDS <seconds> |
TIME <start time> TO <end time>]
[CORRELATE BASIC | TYPICAL | ALL]

Purpose: Create a package, and optionally select contents
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for the package.

Arguments:
<incid>: ID of incident to use for selecting package contents.
<prob id> :ID of problem to use for selecting package contents.
<prob_ key> Problem key to use for selecting package contents.
<seconds> :Number of seconds before now for selecting
package contents.

<start time>:Start of time range to look for incidents in.
<end time>: End of time range to look for incidents in.

Example:

ips create package incident 861

adrci>

The help command shown here displays information about the ips create
package command, which lets you create incident packages to send to Oracle
Support.

Setting the ADR Homepath

As mentioned earlier, by default, the ADR homepath is set to null when you first
start up ADRCI. This means that all ADR homes for all the instances or components
you have under the ADR base are current. Here’s an example that shows this:

adrci> show homes

ADR Homes:
diag/rdbms/orcl/orcl
diag/rdbms/orcl2/orcl2
diag/rdbms/eleven/eleven
diag/rdbms/nina/nina
adrci>

The ADR homepath points to multiple ADR homes. Note that the ADR
homepath is shown relative to the ADR base. This means that if the ADR base
is /u01/app/oracle, the absolute homepath of the database and instance which are
both named orcl2, for example, would be the following:

/u0l/app/oracle/diag/rdbms/orcl2/orcl2

If I want only the single ADR home for the orcl2 instance to be current, |
must set the ADR homepath in the following way, by using the set homepath
command.

adrci> set homepath diag/rdbms/orcl2/orcl?2
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Confirm the setting of the single ADR home with the following command:

adrci> show homes

ADR Homes:
diag/rdbms/orcl2/orcl2
adrci>

By setting the homepath to diag/rdbms/orcl2/orcl2, only the ADR home for the
instance with the SID orcl2 would be current. This means that when you execute
the various commands from ADRCI now, the ADRCI will access diagnostic data
from this ADR home, which pertains to just the orl2 instance.

As soon as you start ADRCI, set the homepath for the instance you want to
work with.

There are four types of ADRCI commands:

B Commands that don’t need a current ADR home

B Commands that work only with a single current ADR home and error out if
there are multiple current homes

B Commands that prompt you to select a single ADR home if there are
multiple current ADR homes

B Commands that work with one or more current ADR homes

To summarize, all ADRCI commands work with a single current ADR home, but
some commands won’t work with multiple current ADR homes.

Using ADRCI in Batch Mode

Thus far, you've seen how to use the ADRCI tool by invoking it from the operating
system command line. However, you can also use the ADRCI tool from the batch
mode, just as you do the SQL*Loader tool, for example, thus allowing you to
incorporate ADRCI commands in shell scripts and Windows batch files.

Two command line parameters—exec and script—help you perform batch
operations with ADRCI commands. The exec parameter enables you to submit
ADRCI commands in the batch mode, shown by the following general syntax:

adrci exec="command [; command]..."

For example, to run the show homes command from the command line (in
batch mode), you enter the following command:

adrci exec="show homes"
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The other command-line parameter, script, helps you run ADRCI scripts.
Here’s the general syntax for using the script parameter:

adrci script =file name

A script file can consist of any number of ADRCI commands, each separated by
a semicolon or a line break. For example, the ADRCI script adrci.txt consists of the
following commands:

set homepath diag/rdbms/orcl2/orcl2
show alert

In order to run the script file adrci.txt, enter the following command at the
operating system command prompt:

adrci script=adrci.txt

The script shown here will run the show homes and show incident
commands.

Viewing Alert Log Contents with ADRCI

As explained earlier, there are two alert logs for each database instance in an Oracle
Database 11g Release 1 database, one in the trace directory and the other in the alert
directory under the ADR base. You can use the ADRCI utility to view the alert log,
as shown in the following example. First, set the ADR homepath to the database
instance you're interested in and issue the command show alert or show alert
—-tail. The show alert -tail command shows the last few lines of the alert
log and continuously appends new messages as they arrive, thus letting you perform
a live monitoring of the alert log.

adrci> show alert -tail

2007-10-17 16:49:50.579000 -04:00
khkhkkhkkhkhkhkkhkhhkhkhhkhkhkhrhkhkhkhhkhhkhhkhrhhkhkhhhhkhhkhrhkhkhkhkhhhkhhkrhkhkkhkhkhrhhkkhkhkrhrkhkkhkhhxkh*k
2007-10-17 16:49:58.405000 -04:00

Starting background process FBDA

Starting background process SMCO

SMCO started with pid=24, 0S id=3841

FBDA started with pid=23, 0S 1d=3839

replication dependency tracking turned off (no async multimaster
replication found)

2007-10-17 16:50:03.386000 -04:00

Starting background process QMNC

QOMNC started with pid=26, 0OS 1d=3849

2007-10-17 16:51:21.040000 -04:00

Completed: ALTER DATABASE OPEN

adrci>
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You can return to the ADRCI command prompt after issuing the show alert
—tail command line by pressing CTL-C. You can also specify the number of lines to
be shown and also spool the results of the command, just as you can in SQL*Plus.

CERTIFICATION OBJECTIVE 2.02

Incidents and Problems

Oracle introduces two new diagnostic concepts in Oracle Database 11g: problems
and incidents. These concepts are crucial to the understanding of the new fault
diagnosability infrastructure:

B Any critical error in the database is called a problem—for example, a critical
error such as the one manifested by the Oracle error ORA-4031 (unable to
allocate more bytes of shared memory). A problem is identified by a problem
key and includes Oracle error codes.

B A single occurrence of a problem is called an incident. Multiple occurrences of
the same problem lead to multiple incidents. An incident is identified by
a unique incident ID.

The ADR tracks both problems and incidents in the database. When the database
encounters a critical error, it displays an incident alert in the Database Home page
of the Enterprise Manager. You then use either the Enterprise Manager or the
command-line utility ADRCI to view the incidents and the associated problem.

Following an incident, the database adds information about the incident to the
alert log and collects diagnostic data about the incident and attaches an incident ID
to this data before storing it in a subdirectory it creates for this incident in the ADR.
Each incident is tagged with a problem key that relates the incident to a problem.
ADR automatically creates a problem when the first incident of that problem key
occurs. It removes the problem metadata after the last incident with that problem

key is removed from the ADR.

on thB The MMON background process is in charge of automatically purging expired
Oob ADR data.

ADR uses what it refers to as a flood-controlled incident system, whereby it
allows only a certain number of incidents under a problem to log diagnostic data.
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By default, ADR allows 5 diagnostic data dumps per hour for a single problem. If an
incident occurs 20 times but all the incidents are connected to the same problem,
you have to report to Oracle Support only one incident. Flood-controlled incident
reporting ensures that numerous incidents pertaining to the same problem don’t
overwhelm the ADR by taking up an inordinate amount of space.

The set of diagnostic data pertaining to an incident or incidents relating to a
problem (or problems) is called an incident package. When you ask for help from
Oracle Support, it’s this incident package that they will expect. You can add other
files, delete files, or scrub data from the incident package before sending it to Oracle
Support. As a DBA, you’ll most likely be dealing with problems instead of single
incidents, and you'll package the problem data through the IPS to send to Oracle
Support.

By default, the database automatically creates incidents upon the occurrence of
a critical error. You can also create incidents yourself through the new Enterprise
Manager Support Workbench when you want to report problems to Oracle Support
that haven’t been raising any critical errors in the database.

ADR follows a retention policy so it can limit the amount of diagnostic data it must
store. The retention policy actually includes two different settings, one for metadata
retention and the other for incident files and dumps retention, as explained here:

B The incident metadata retention policy, which has a default setting of one
year, determines how long ADR retains the incident metadata.
B The incident files and dumps retention policy, with a default setting of one

month, determines how long ADR retains the dump files generated for
critical errors.

You can change either of the different policies pertaining to the ADR incidents
by using the Incident Package configuration link on the Support Workbench page
in Enterprise Manager.

The background process MMON (memory monitor) is in charge of removing
expired ADR data.

You can’t disable automatic incident creation for critical errors.

An incident can be in any one of the following states at a given point in time:

B Collecting A newly created incident is currently collecting diagnostic data.

B Ready The incident’s data collection phase is complete, and you can
package the incident to send to Oracle Support.
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B Tracking The incident must be kept in the ADR indefinitely because the
DBA is currently working on it. You must manually set the incident status to
this value.

B Closed The incident is resolved and the ADR will purge it once the
incident passes its retention period.

B Data-Purged The incident metadata is still valid but the associated files
have been detached from the incident.

If an incident remains in the collecting or ready state for a period that’s twice
as long as its retention period, it automatically is moved to a closed state.

To check an incident’s current status, use either the Support Workbench or issue

the following ADRCI command:

adrci> show incident -mode detail

You can issue just the plain show incident command to get basic details
about all incidents currently considered open.

Incident Packaging Service

In previous releases of the Oracle database, you had to manually gather diagnostic
data from multiple sources to submit to Oracle Support when you notified them of
a problem. Oracle Database 11g provides a new feature called the incident packaging
service (IPS), which lets you automatically gather all diagnostic data pertaining to a
critical error such as the trace files and dump files that you’re familiar with, as well
as the new health check reports, SQL test cases, and related information, and package
the data into a Zip file for sending to Oracle Support. The IPS uses a critical error’s
incident number to automatically identify and gather all relevant diagnostic files and
adds them to the incident package. The IPS uses rules to package all dumps and traces
for a given problem and lets you package them easily for sending to Oracle Support.
You can use rules to gather files generated around a time period, or related to a
particular client or a specific error code, for example.

You are allowed the latitude to add, delete, or remove diagnostic files before
finalizing an incident package and sending it to Oracle Support. Here are some
things you need to know about incident packages:
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B An incident package is a logical construct that represents one or more problems.
By default, the first and the last three incidents for a problem are included in
an incident package. It contains just the metadata for a problem,

B The package you need to send in the form of a Zip file to Oracle Support
is a physical package (Zip file) that contains all the files referenced by the
metadata in the logical incident package.

B You must finalize a package before the ADRCI can generate a physical package
from the initial logical package. During the “finalizing” stage, you can add
other diagnostic information in the form of alert log entries, trace files, SQL
test cases, and configuration information. You can finalize a package manually
through the ADRCI utility and can remove any files you want after reviewing
the finalized package.

You can generate complete and incremental Zip files.

B Oracle employs an incident flood control mechanism, as explained earlier,
to limit the amount of diagnostic data that a problem generates in the ADR.
Flood control in this context means that ADRCI lets only a certain number
of incidents under a given problem be dumped during a given time interval.
Once a certain threshold is reached, a flood controlled incident merely
generates an alert log entry but not any incident dumps. You can’t change
the preset threshold levels for incident flood control. Here’s how the
thresholds are determined:

B After 5 incidents relating to a certain problem in one hour, further
incidents are flood controlled for that hour.

B After 25 incidents occur for any problem during one day, further
incidents for that problem key are flood controlled for that day.

You manage the IPS through either the new Support Workbench, which you can
access from the Enterprise Manager, or through the ADRCI tool. You can create
packages and upload them to Oracle Support through either means, although the
Support Workbench is more intuitive. The ADRCI tool, however, makes up by
providing more capabilities to manage incidents and problems in the database. Let’s
first learn how to manage incidents through the ADRCI tool and then learn how to
do the same thing using the Support Workbench. You can set the IPS rules by using
the command ips set configuration.
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Viewing Incidents with the ADRCI

You can display information about all incidents by using the show incident
command, as illustrated here:

adrci> show incident

ADR Home = /u0l/app/oracle/diag/rdbms/orcl2/orcl2:

kA hkhkhkhkhk A hkhhhkhh Ak hhkhkhk A hhkhkhhkhhdkhhkrkhdkrhkhkhkhhkhkhkrhkhkrhkdkrhkkhkhkhkkhkxkkxkk*x

INCIDENT ID PROBLEM KEY CREATE TIME

17060 ORA 1578 2007-09-25 17:00:18.019731 -04:00
14721 ORA 1578 2007-09-08 06:06:33.703485 -04:00
14658 ORA 600 2007-09-09 07:01:31.874206 -04:00
14657 ORA 600 2007-09-09 07:01:21.395179 -04:00

4 rows fetched

adrci>

The show incident command lists all incidents, including both open and
closed incidents, associated with the current ADR home. You can use the command
show incident -mode detail ... to get more information about any
incident, including trace file names and other information. Here’s an example:

adrci> show incident -mode DETAIL -p "incident 1d=1234"

The previous command uses the INCIDENT_ID attribute to identify a specific
incident. In this case, the command will show a detailed view for incident 1234.

Packaging Incidents with ADRCI

You use an incident package to transmit incident information to Oracle Support.
You can create and submit incident packages easily using the Support Workbench.
However, you can also create packages from the command line with the ADRCI
tool, as [ explain in this section.

Creating a Logical Package Before you can create a physical incident package
and transmit it to Oracle Support, you must create a logical package, which the ADR
stores as metadata.

You can create a logical package as an empty package and add diagnostic information
later on. Or, you can create a logical package based on an incident number, problem
number, problem key, or a time interval. When you create a non-empty logical package,
diagnostic information is automatically added to the logical package.
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You create a logical package with the ips create package command. To
create an empty package, use this command:

adrci> ips create package
Created package 4 without any contents,
correlation level typical

The package just created (Package 4) is an empty logical package. To create a
nonempty logical package with diagnostic information about an incident, use the
following command.

adrci> ips create package incident 17060
Created package 5 based on incident id 17060,
correlation level typical

adrci>

You can also create a logical package covering all incidents between two time
periods, as shown here:

adrci> ips create package time '2007-09-20 00:00:00 -12:00"' to
'2007-09-30 00:00:00 -12:00"

The previous command will create a logical package that includes diagnostic
information for all incidents that occurred between September 20 and September
30 of 2007. If you want, you can also use the following variations of the create
package command:

B ips create package problem Create a package based on a
problem ID.

B ips create package problemkey Create a package based ona
problem key.

B ips create problem seconds Create a package that includes all
incidents generated from the specified number of seconds in the past until
the present time.

Adding Logical Information to a Logical Package If you create a logical
package by using the ips create package command without specifying an
incident ID, problem ID, or time range, the package will be empty and you must
then add diagnostic information to the existing logical package. Here’s how you
add diagnostic information for an incident to an empty logical package:

adrci> ips add incident 17060 package 4
Added incident 17060 to package 4
adrci>
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You can add files to an existing package by using the following command:
adrci> ips add file <file name> package <package number>

Note that you can add only those files that are located in the ADR directory
hierarchy (under the ADR base).

Generating a Physical Incident Package Once you load the logical package
with diagnostic data, it’s time to create the physical package so you can send it to
Oracle Support. Here’s how you create a physical incident package:

adrci> ips generate package 4 in /u0l/app/oracle/diag
Generated package 4 in file
/u0l/app/oracle/diag/IPSPKG 20070929163401 COM 1.zip,
mode complete

adrci>

The previous command generates a physical package in the directory /u01/
app/oracle/support from the logical package 4 that you created earlier. Note that
the physical file has the COM_1 suffix in its filename, indicating it’s a complete
incident file. You can create an incremental physical incident package by specifying
the keyword incremental, as shown here:

adrci> ips generate package 4 in /u0l/app/oracle/diag
incremental

Generated package 4 in file

/ul0l/app/oracle/diag/IPSPKG_20070929163401 INC 2.zip,

mode incremental

adrci>

Once you've incorporated all the diagnostic data and are ready to transmit the
physical package to Oracle Support, you can finalize the incident package using
the following command:

adrci> ips finalize package 4
Finalized package 4
adrci>

You're now ready to upload the physical package you've just created to Oracle
Support. Note that you still have to send the file the old-fashioned way, by uploading
it manually. If you use the Support Workbench to package incidents, you can automate
the transmission of the package. We now turn to a review of the Support Workbench.
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EXERCISE 2-1

Creating an Incident Package with ADRCI

Create an incident package using the ADRCI tool. Create an empty package first,
and then add information about an incident or incidents to the package. Also show
how you’d generate a package and add an incident file to the already generated
incident package.

Following are the steps you must follow to create an incident package and add
incidents and files to that package:

Create an empty package using the following command:

adrci> ips create package;

Once you create the empty package with the command shown in Step 1, add
information about an incident by using the following command:

adrci> ips add incident 17060 package 4
Inthe ips add incident command, you must provide the incident

number and the package number. You can get the package number from the
output of the ips create package command.

. Issue the following command to generate a physical package from the logical

package you have now.

adrci> ips generate package 4 in /u0l/app/oracle/support
Note that you must provide both the logical package number and a location
to store the physical package.

To add additional diagnostic files to the physical package created by the
previous command, issue the following command:

adrci> ips add file /u0l/app/oracle/diag/orcl2/orcl2/
trace/123456.trc package 4

. Finalize the package with the following command:

adrci> ips finalize package 4

Now you have a physical package that you can transmit to Oracle Support
Services.




96 Chapter 2: Diagnosing and Resolving Problems

CERTIFICATION OBJECTIVE 2.03

Support Workbench

The Support Workbench is an Enterprise Manager wizard that enables you to easily
manage incidents and problems in the database caused by critical errors. You can
completely automate the process of viewing incidents, creating and submitting
incident packages, filing Service Requests with Oracle Support, and tracing the
Service Requests with the Support Workbench. The Support Workbench helps
you perform the following incident management—related tasks:

B View problems and incident details.

B Generate additional diagnostic data for a problem.
B Run advisors to fix the problems.
[ |

Collect diagnostic data for an incident, create the incident package, and
transmit it to Oracle Support.

B Close the problem upon its resolution.

In addition to these incident management features, you can also use the Support
Workbench to run health checks and for other purposes, as I explain later in this chapter.

The Support Workbench Wizard enables you to upload IPS incident files to
Metalink, but you must first install and configure the Oracle configuration manager
to use this feature. During the installation of Oracle Database 11g, you are given the
opportunity to enable the Oracle Configuration Manager, as shown in Figure 2-1.

If you don’t configure the Oracle Configuration Manager, you must upload the
incident packages to MetaLink the old-fashioned way, by manually sending them.
For details about the configuration of the Oracle Configuration Manager, please
refer to the Oracle manual titled Oracle Configuration Manager Installation and
Administration Guide.

In the following sections, let’s look at how you can use the Support Workbench to
investigate and resolve problems in your database.

Viewing Critical Error Alerts

You can investigate any outstanding problems in the database by directly going to
the Support Workbench homepage. However, the best way to access the Support
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Workbench is to first check if there are any outstanding critical alerts in the database.
To do this, go to the Database Home page in Enterprise Manager and scroll down to
the Diagnostic Summary section, where you'll see the Active Incidents link. You'll
see a circle with a red X inside it if there are any active incidents in the database. You
can also click on the Critical Alert link in the Alerts section if you want, to go to

the Support Workbench. In addition to these methods of access, you can invoke the
Support Workbench by first clicking the Software and Support link and then clicking
Support Workbench under the Support section.

In this case, let’s access the Support Workbench by first clicking the Software and
Support link on the Database Home page. Click Support Workbench in the Support
section. On the Support Workbench home page that appears, select All from the
View list to view all problems. Figure 2-2 shows the Support Workbench page.

Note that you can also examine problems by reviewing the table of the Alerts
section at the bottom of the Database Home page. A critical error is denoted by a
red X under the Severity column, and the Message column describes the problem.
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Examining Problem Details

In order to view details about a problem, click View Incident Details on the
Incident page. The Problem Details page comes up, as in Figure 2-3, which shows
the Incidents subpage. Select an incident and click View to examine the incident
details. On the Incident Details page, click the Checkers Findings link to get to
the Support Workbench page. In order to examine the problem details from the
Support Workbench, click on a finding in the description column. The Support
Workbench page will now display details about the alert it showed you. Figure 2-3
shows the Incident Details page of the Support Workbench.

In our case, the problem details show one outstanding problem.

Collecting Additional Diagnostic Data

The database always automatically gathers diagnostic data based on the health
check it ran upon the detection of critical alerts. You can have the database collect
additional diagnostics by doing one or both of the following:
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B Invoke a health check.
B Invoke the SQL Test case Builder.

[ explain both of these later in this chapter.

Creating a Service Request

Your first step when seeking help from Oracle Support is to create a service request.
Follow these steps to create the service request:

I. Go to Metalink by clicking the Go to Metalink button in the Investigate and
Resolve section of the Problem Details page.

2. Login to MetaLink using your normal MetaLink credentials and create a

service request.

3. Click the Edit button in the Summary section and enter the service request
number in the window that opens. Click OK.

m The Support Workbench page showing incident details
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Following the steps enumerated here, you can create your service request with
MetaLink. If you want, you can go back to the Problem Details page and record the
Service Request number in that page for future reference.

Packaging and Uploading Diagnostic Data

There are two methods for creating and submitting incident packages through the
Support Workbench: the Quick Packaging method and the Custom Packaging
method. The Quick Packaging method offers you a simple way to package and update
diagnostic data. However, you can’t edit or customize the diagnostic data you upload
to Oracle Support generated in the Quick Packaging method. The Custom Packaging
method involves more steps but it enables you to edit and remove diagnostic data and
customize the incident package in other ways.

Let’s review how to create a package using both of these methods.

Using Quick Packaging

The Quick Packaging Wizard in the Enterprise Manager Support Workbench lets
you quickly package and transmit incidents to Oracle Support. Here are the steps
to use the Quick Packaging method to collect and send diagnostic data to Oracle
Support.

I. Click Quick Package on the Problem Details page in the Investigate and
Resolve section. The Create New Package page, shown in Figure 2-4,
appears. You have the option of entering a name for your package.

2. Enter your MetaLink credentials and your Customer Service Identifier. Select
the Yes option for the Send to Oracle Support button. Click Next.

3. Complete the remaining pages of the Quick Packaging Wizard.

Once you create a package and upload it, the package remains available to you
in the Support Workbench. You can update and modify this package and resend to
Oracle Support if you want.

Using Custom Packaging

Custom Packaging involves more steps than Quick Packaging and provides more
control over the packaging process. You can add or remove problems and incidents,
trace files, external files, and other diagnostic data from a new or updated package,
using the Custom Packaging method.
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m The Create New Package page in Support Workbench
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Follow these steps to choose Custom Packaging:

Click the Package link on the Incident Details page.

On the Select Packaging Mode page, select Custom Packaging and click OK.
On the Select Package page, you can select from existing packages or create
a new package. In this case, select the Create new Package option, enter a
package name, and click OK.

The Customize Package page appears, with a confirmation that your new
package was successfully created. Figure 2-5 shows the Customize Package page.
At this point, the package is created, but not finalized yet. You can perform
other tasks listed in the Packaging Tasks section on the Customize Package
page, such as editing the package contents, adding diagnostic data, or
scrubbing user data.

In the Packaging Tasks section (Customize Package page), under the Send

to Oracle Support section, click Finish Contents Preparation to finalize the
package.
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m The Customize Package page
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7. Click Generate Upload File to generate the upload file. Select Full or
Incremental to generate a full or an incremental Zip file for the incident
package. Click either Immediately or Later and then click Submit to
schedule the submission of the package to Oracle Support.

8. After processing the Zip file and confirming it, the Customize Package page
returns. Click Send to Oracle. The View/Send Upload Files page appears,
with a list of Zip files, too. After selecting the Zip files to upload, click Send
to Oracle. Fill the MetaLink required information and select whether to
create a new service request. Click Submit after selecting either an immediate
or a scheduled upload.

Tracking the Service Request

Once you submit an incident package to Oracle Support, you can perform
the following additional activities to track your service request and implement
repairs:
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B Add comments to the problem activity log so all the DBAs in your
organization have the latest information on the service request’s progress.

B Add new incidents to the package and resend it to Oracle Support.

Implementing Repairs

You can use the Support Workbench to implement any recommendations made that
involve the use of an Oracle advisor. You can run the Data Recovery Advisor and/or
the SQL Repair Advisor to repair data corruption or SQL failures respectively, if they
are recommended. [ discuss both of these new Oracle advisors later in this chapter.

Closing Incidents

Once a particular incident is resolved to your satisfaction, you can close the incident
from the Support Workbench home page. By default, Oracle purges all incidents
after 30 days, unless you disable the purging of an incident.

Generating a User-Created Problem

The database automatically adds critical errors (system-generated problems) to
the ADR and tracks them in the Support Workbench. You can use the Support
Workbench to add additional diagnostic data to these problems and upload the
diagnostic data to Oracle Support. However, there may be times when you want
Oracle Support to diagnose a problem that wasn’t trapped as a critical error by the
database. You can generate what’s known as a user-reported problem by using the
following steps:

I. Go to the Support Workbench from the Software and Support tab on the
Database Control (or Enterprise Manager) Home page.

2. Click Create User-Reported Problems under Related Links. Figure 2-6 shows
the Create User-Reported Problem page that appears.

3. Select the issue type, such as System Performance or Resource Usage, and
click Run Recommended Advisor. If you need further help or if you didn’t
run the recommended advisor, you can do one of the following:

B Select the issue type and click Continue with Creation of Problem.
M Select the issue type None of the Above, enter the problem description,
and click Continue with Creation of Problem.

4. In the Problem Details page, follow the instructions to finish reporting the
problem.
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m The Create User-Reported Problem page in the Support Workbench
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Viewing the Alert Log

As mentioned earlier, in Oracle Database 11g, there are two alert logs for each
instance, one a text-based file and the other an XML-formatted file. You can view
the alert log for an instance in several ways:

B Use a text editor to view the text editor, whose location you can find by
looking at the path given for the Diag Trace entry in the V$DIAG_INFO
query results.

B You can view the XML-formatted alert log after finding out its location from
the Diag Alert entry in the VSDIAG_INFO query results.

B You can view the alert log by clicking Alert Log Contents in the Database
Home page in Enterprise Manager (under Related Links).

B You can use the ADRCI utility to view the XML-formatted alert log after
stripping the XML tags.
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CERTIFICATION OBJECTIVE 2.04

Health Monitor

Oracle Database 11g includes a new framework called the Health Monitor, which runs
diagnostic checks in the database. The data base automatically runs Health Monitor
checks in response to critical errors. The checks examine database components such
as memory, process usage, and transaction integrity. You can also run your own health
checks by using either Enterprise Manager or the new DBMS_HM package. Each time
a health check runs, it generates a report of its execution, which includes information
such as the health check’s findings graded accorded to priority (high, critical, or low)
and execution statistics.

You can run the Health Monitor checks in two ways:

B Reactive checks are run automatically by the database.

B Manual checks are run by the DBA.

You can query the VSHM_CHECK view to get a list of the possible health checks
that can be run, as shown here:

SQL> select name, description from vS$hm check;

NAME DESCRIPTION

HM Test Check Check for HM Functionality

DB Structure Integrity Check Checks integrity of all
Database files

Data Block Integrity Check Checks integrity of a
datafile block

Redo Integrity Check Checks integrity of redo
log content

Logical Block Check Checks logical content of
a block

Transaction Integrity Check Checks a transaction for
corruptions

Undo Segment Integrity Check Checks integrity of an
undo segment

All Control Files Check Checks all control files
in the database

CF Member Check Checks a multiplexed copy

of the control file
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All Datafiles Check

Single Datafile Check
Log Group Check

Log Group Member Check

Archived Log Check

Redo Revalidation Check

I0 Revalidation Check

Block IO Revalidation Check
Txn Revalidation Check
Failure Simulation Check
Dictionary Integrity Check

Check for all datafiles
in the database

Checks a datafile

Checks all members of a
log group

Checks a particular member
of a log group

Checks an archived log
Checks redo log content
Checks file accessibility
Checks file accessibility
Revalidate corrupted txn
Creates dummy failures
Checks dictionary

integrity

21 rows selected.
SQL>

At any given time, the database may be running only some of the checks listed in
the VSHM_CHECK view. The V$HM_RUN view shows details about the actual
checks performed by the Health Monitor, both automatic as well as the ones that
were run by the DBA.

There are two types of health checks: DB-online and DB-offline. The online
checks can be run when the database is in the open or mount mode. The offline checks

can also be run in the nomount mode. All checks are online except the Redo Check
and Data Crosscheck, which are offline checks.

Running a Health Check

You can run a health check from Enterprise Manager’s Health Monitor interface or
by using the DBMS_HM package. You can access the Health Monitor interface in
Enterprise Manager by clicking the Checkers tab on the Advisor Central page. From
this page, you can run checks (also called checkers) and view the findings of those
checks.

You can use the RUN_CHECK procedure of the DBMS_HM package to run any
check that’s listed in the VSHM_CHECK view. The RUN_CHECK procedure can

take the following four parameters:

B check name Provides the name of the check you want to invoke. Use the
following query to get the list of checks that you can manually run:
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SQL> select name from v$hm check where internal check='N';
B run name A user-generated name for identifying a check’s run. If you pass
a NULL value, the Health Monitor creates a unique name for the check run.

B timeout Providesa time limit for the checker run. If you pass a NULL
value for this parameter, there won’t be a time limit for the checker run.

B input params Lets you specify name/value pairs de-limited by a special
character (;), as shown in the following example in the case of a Data Block
Integrity Check.

BLC DF NUM=1;BLC BL NUM=23456

EXERCISE 2-2

Running a Health Check with Input Parameters

You can use input parameters for most health checks. Some of the input parameters
are optional and the others are mandatory. The following exercise shows how to pass
an input parameter for a transaction integrity check. First, use the following query
on the V$HM_CHECK_VIEW to find out the parameter values for different health
checks.

SQL> select c.name check name, p.name parameter name,
p.type,p.default value, p.description
from vShm check param p, vShm check c
where p.check id = c.id and c.internal check = 'N'
order by c.name;

To pass input parameters to a specific health check, use the name/value pair
notation, with the name and value separated by a semicolon (;). Here’s an example:

begin

dbms hm run check (
check name => 'Transaction Integrity Check',
run_name => 'testrunl',
input params => 'TXN ID=9.44.1");

end;

The example shows how to pass a value for the transaction id parameter,
with the check name being Transaction Integrity Check.
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Every check has its own specially defined set of inputs. You can view the input
parameters for each of the checks you can run by querying the VSHM_CHECK _
PARAM view.

The following example shows how to run a health check using the RUN_
CHECK procedure.

SQL> exec dbms hm.run check ('Dictionary Integrity
Check', 'TestCheckl',0);

PL/SQL procedure successfully completed.
SQL>

The RUN_CHECK procedure in the example runs a dictionary integrity check.
You can provide a name for the check you’re running. In this example, the check
name is TestCheckl.

The Health Monitor stores its reports in the ADR. You can query the VSHM_
RUN, V$HM_FINDING, and VSHM_RECOMMENDATION views to get the
findings and recommendations made by the check you ran. Alternatively, you can
view the report of the check you just ran, with the help of the GET_RUN_REPORT

function, as shown here:
SQ1> set long 100000
SQL> select dbms hm.get run report ('TestCheckl') from dual;
DBMS_HM.GET_RUN_REPORT('TESTCHECKI')

Basic Run Information

Run Name : TestCheckl

Run Id : 42721

Check Name : Dictionary Integrity Check

Mode : MANUAL

Status : COMPLETED

Start Time : 2007-10-03 16:40:47.464989 -04:00
End Time : 2007-10-03 16:41:23.068746 -04:00
Error Encountered : 0

Source Incident Id : 0

Number of Incidents Created : 0

Input Parameters for the Run
TABLE NAME=ALL CORE TABLES
CHECK_MASK=ALL

Run Findings And Recommendations
Finding
Finding Name : Dictionary Inconsistency
Finding ID : 42722
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Type :FATILURE

Status : OPEN

Priority : CRITICAL

Message : SQL dictionary health check:
dependency$.dobj# fk 126 on object DEPENDENCYS failed
Message : Damaged rowid is AAAABNnAABAAAOiHABI -

description: No further damage description available

SQL>
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The GET_RUN_REPORT procedure relies on the HM_* views listed earlier

to provide you the findings and recommendations based on the check. The GET_
RUN_REPORT procedure can take three values: run name, type, and level.
Of these, only the run name parameter is mandatory. The default report type is
text and the other possible values are html and xm1. The 1evel parameter
determines the details shown in the report and the possible values are basic and
detail, although currently only the basic level of detail is supported.

You can also use the ADRCI utility to view the reports of Health Monitor checks.

adrci> show hm run

After setting the homepath to point to the current database instance, issue the
show hm_run command first, as shown here:

hhkhkhkhkhkhkrhhkhkhhkhhhkhh bk kv hhkhkhhkhhkhhhkrhhkrhkhkhkhhkhhkrhhkrhkkhkrhkhkrkhhkrkrhkxkhkxx

HM RUN RECORD 2131

Ak hkhkhkhk Ak hkhkhhkhh Ak hkhkhkdk Ak hkhkhhkhhdkhhkrhkdkrhkhkhkhhkhkhkrhkhkrhkdkrhkkhkhkhkhkxkkxkk*x

RUN ID 42721

RUN_ NAME TestCheckl

CHECK NAME Dictionary Integrity Check

NAME ID 24

MODE 0

START TIME 2007-10-03 16:40:47.4649 -04:00
RESUME TIME <NULL>

END TIME 2007-10-03 16:41:23.0687 -04:00
MODIFIED TIME 2007-10-03 16:41:59.7867 -04:00
TIMEOUT 0

FLAGS 0

STATUS 5

SRC_INCIDENT ID 0

NUM INCIDENTS 0

ERR_NUMBER 0

REPORT FILE

/u0l/app/oracle/diag/rdbms/orcl2/orcl2/hm/HMREPORT TestCheckl

2131 rows fetched

adrci>
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The show hm_ run command shows all test runs that were run in the database.
Here, I'm showing only the single HM run we're interested in, called TestCheckl.
In my example, the output of the show hm_run command shows the filename
of the report under the report file column. This means the report for this
particular check has already been generated. If the report file column shows a
NULL value, you must first generate the report using the create report hm run
command, as shown here:

adrci> create report hm run TestCheckl

You can view a report by issuing the show report hm run command, as
shown here:

adrci> show report hm run TestCheckl

Note that you pass the check name as a parameter to both the create report
hm_run and the show report hm run commands.

Viewing the Health Monitor Reports

The Health Monitor stores its checker reports in the ADR, and you can view the
reports through the Enterprise Manager, the ADRCI, the DBMS_HM package, and
the VEHM_RUN view.

CERTIFICATION OBJECTIVE 2.05

SQL Repair Advisor

When a SQL statement failure results in a critical error, the new SQL Repair Advisor
analyzes the statement and in many cases recommends a patch to fix the failed
statement. The fix is usually in the form of a recommendation to apply a SQL patch
to bypass the failure, without changing the SQL statement itself. Applying the
recommended patch leads the query optimizer to select an alternate execution plan
for the problem statement. If the SQL Repair Advisor fails to provide a patch, you
can, of course, use the Support Workbench to package the incident files and send
the diagnostic data to Oracle Support for help.



SQL Repair Advisor | | |

The SQL Repair Advisor tries to recommend a SQL patch when it’s unable to
find a fix for the problem SQL statement(s). A SQL patch is very similar to a SQL
profile, but it’s used mostly as a workaround to fix a failing SQL statement.

There are two ways you can invoke the SQL Repair Advisor. The first way is to
use the Support Workbench to launch the SQL Repair Advisor. You can also use the
new DBMS_SQLDIAG package to invoke the SQL Repair Advisor. First, let’s learn
how to invoke the advisor from the Support Workbench.

Using the Support Workbench

Here are the steps to invoke the SQL Repair Advisor from the Support Workbench
home page:

I. From the Support Workbench home page, go to the Problem Details page by
clicking on the ID of the problem you’re investigating.

2. Click the specific problem message resulting from the failed SQL statement.

3. Click SQL Repair Advisor in the Investigate and Resolve section on the Self
Service tab.

4. Enter the appropriate options to run the advisor immediately or at a scheduled
time later.

5. Click Submit.

6. On the SQL Repair Results page, click View to examine the Report
Recommendations page.

7. Click Implement to carry out the SQL Repair Advisor’s recommendations.

8. The implementation is completed when the SQL Repair Results page shows
you a confirmation message.

You can disable or remove the patches installed through the SQL Repair Advisor
by going to the Database Control home page and navigating to Server | SQL Plan
Control | SQL Patch | Disable (or Drop). You may want to do this when you
migrate to a new version of the database.

Using the DBMS_SQLDIAG Package

Although using the Enterprise Manager is the most straightforward way to invoke
the SQL Repair Advisor, you can also use the new DBMS_SQLDIAG package to
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invoke the advisor. In the following example, I first create a SQL Repair Advisor
task and then apply and test the SQL patch offered by it:

I. Identify the problem SQL statement, as shown in the following example,
which results in an error:
SQL> delete from t tl where tl.a = 'a'

and rowid <> (select max(rowid)
from t t2 where tl.a= t2.a and tl.b = t2.b and tl.d=t2.d);

You can fix the error resulting from executing the SQL statement by using
the SQL Repair Advisor.

2. Create a SQL Repair Advisor diagnostic task by passing the offending SQL
query as the value for the sql _text attribute:

SQL> declare
2 report out clob;

3 task id wvarchar2(50);

4 begin

5 task id := dbms sqgldiag.create diagnosis_ task(

6 sqgl text=>' delete from t tl where tl.a = 'a'
and rowid <> (select max (rowid) from t t2
where tl.a= t2.a and tl.b = t2.Db
and tl.d=t2.d)"',

8 task name =>"'test taskl',

9 problem type=>dbms sgldiag.problem type compilation
_error);

10* end;

SQL> /

PL/SQL procedure successfully completed.
SQL>

The previous code specifies the SQL statement you want the SQL Repair
Advisor to analyze. In addition, it specifies the task name and the problem
type. I chose problem type compilation error as the value for the
problem type parameter in this example. The other possible value for
the problem type parameter is problem type execution type.

3. Once you create the new task, you can provide the new task parameters by
executing the set tuning task parameter procedure, as shown here:

SQL> exec dbms sgltune.set tuning task parameter ('task id,
'-SQLDIAG FINDING MODE', dbms sqgldiag.SQLDIAG FINDING
FILTER PLANS) ;

You are now ready to execute the task, as shown in the next step.
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4. Execute the diagnostic task you created earlier, by passing the task name as a

parameter to the EXECUTE_DIAGNOSTIC_TASK procedure:

SQL> exec dbms sqgldiag.execute diagnosis task('test taskl');
PL/SQL procedure successfully completed.
SQL>

The EXECUTE_DIAGNOSTIC_TASK procedure has only a single param-
eter, task name.

5. Use the REPORT_DIAGNOSTIC_TASK procedure to get an analysis of the
diagnostic task you executed:

SQL> declare rep out clob;

2 begin
3 rep out := dbms sqgldiag.report diagnosis task
4 ('test taskl',dbms sqgldiag.type text);
5 dbms output.put line ('Report : ' Il rep out);
6*end;
SQL> /
Report : GENERAL INFORMATION
SECTION
Tuning Task Name : test taskl
Tuning Task Owner : SYS
Tuning Task ID : 3219
Workload Type : Single SQL Statement
Execution Count 1
Current Execution : EXEC 3219
Execution Type : SQL DIAGNOSIS
Scope : COMPREHENSIVE
Time Limit (seconds) : 1800
Completion Status : COMPLETED
Started at : 10/20/2007 06:33:42
Completed at : 10/20/2007 06:36:45
Schema Name : SYS
SQL ID : 44wx3x033x01v
SQL Text : delete from t tl where tl.a = 'a'

and rowid <> (select max (rowid)

from t t2 where tl.a= t2.a

and tl.b = t2.b and tl.d=t2.d)
PL/SQL procedure successfully completed.

SQL>
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6. If the SQL Repair Advisor recommends a patch, you can accept the patch by
executing the ACCEPT_SQL_PATCH procedure, as shown here:

SQL> exec dbms sgldiag.accept sgl patch (task name=>
'test taskl', task owner=> 'SYS')

You can now execute the problem SQL statement to ensure that the workaround
patch did fix the problem. Check the explain plan output for the SQL statement to
make sure it shows use of the SQL patch. The DBA_SQL_PATCHES view contains
the names of all the patches recommended by the SQL Repair Advisor.

If you want to drop the SQL patch for any reason, you can do so by using the
DROP_SQL_PATCH procedure. You can remove the SQL patch, for example,
if you receive an official patch from Oracle to fix the problem. You can also drop
the SQL patches when you upgrade your database to the next patch set or Oracle
release.

You can export a SQL patch into another database by using a staging table. Inserting
a patch is called packing the staging table and creating patches using the staging table
is called unpacking. The following exercise shows how to export a SQL Patch.

EXERCISE 2-3

Exporting a SQL Patch to Another Database

I. Create a staging table by executing the CREATE_STGTB_SQLPATCH

procedure:

SQL> exec dbms sqgldiag.create stgtab sglpatch (
table name => 'mystagetabl',
schema name => 'hr');

In the next step, you'll use this table to store the SQL patch information.

2. Execute the PACK_STGTAB_SQLPATCH procedure to write SQL patch
information to the staged table you created in Step 1.

SQL> exec dbms sgldiag.pack stgtab sqglpatch (
staging table name => 'mystagetabl');
This will copy all SQL patches in the DEFAULT category to the staging table

mystgtabl. You can now move the staging table to the new database using the
Data Pump Export and Import utilities.



Data Recovery Advisor | | §

3. Use the UNPACK_STGTAB_SQLPATCH procedure to create SQL patches
on the new system using the patches in the staging table.

SQL> exec dbms sqgldiag.unpack stgtab sglpatch
(staging table name => 'mystgtabl');

By default, Oracle will unpack all patches in the staging table and apply those
patches to the target database.

In addition to the SQL Repair Advisor, Oracle Database 11g also provides the
new SQL Test Case Builder tool, to help you create test cases so Oracle Support
Services can reproduce and test a problem. The new tool simplifies the effort and
reduces the time involved in gathering information about SQL-related problems.
The SQL Test Case Builder tool gathers information about the following things: the
query that was being executed, table and index definitions, procedures, functions
and packages, initialization parameter settings, and optimizer statistics.

The following are the steps to access the SQL Test Case Builder from the Support
Workbench page:

I. Click the Problem ID you are interested in to get to the problem details page.
2. Click the Oracle Support tab.

3. Click “Generate Additional Dumps and Test Cases.”

4,

On the “Additional Dumps and test Cases” page, click the icon in the Go to
Task column to start the SQL Test Case Builder analysis.

The SQL Test Case Builder produces a SQL script with the commands necessary
to re-create the necessary database objects in an identical environment. You can
also execute the DBMS_SQLDIAG.EXPORT_SQL_TESTCASE_DIR_BY_INC
function to manually invoke the SQL Test Case Builder.

CERTIFICATION OBJECTIVE 2.06

Data Recovery Advisor

The Data Recovery Advisor (DRA) is a new tool that automatically diagnoses
failures in the database, determines the repair options and, optionally, executes the
repairs if you want. A database failure could be a corruption or loss of data, including
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the loss of datafiles. You can access DRA through the RMAN client or Enterprise
Manager.

The DRA uses Oracle Database 11g’s new diagnosability infrastructure and the
new diagnostic concepts such as problems, incidents, and failures to automatically
diagnose data failures. The DRA can help you fix problems such as lost datafiles,
data block corruption, I/O failures, and a crashed database. Here are the main goals

of the DRA:

B Early detection of data failures, which limits damage

B Automatic detection of failures, along with recommendations and even repair
of the failures

B Reduced database downtime

The Data Recovery Advisor can diagnose and help fix problems such as the
following:

B Inaccessible datafiles and control files
B Physical data corruption such as invalid block header field values
B Inconsistencies such as one datafile being older than others

B [/O failures such as hardware errors

A checker or check is a specific diagnostic procedure registered with the Health
Monitor. You can proactively invoke these checkers, known as data integrity checks,
yourself, and they are also run reactively by the database itself. The Health Monitor
automatically runs a data integrity check whenever it finds an error in the database.
The data integrity check searches the database for any failures that caused the errors.
A failure is defined as a problem such as data corruption that is diagnosed by the
database. All diagnosed failures are stored in the ADR.

You can use the DRA to fix the data failures that caused the errors, but you can
only do so after the failure diagnostics are stored in the ADR. You can use the Data
Recovery Advisor to diagnose a failure and in most cases, fix it, either through a
manual course of action or through an automated repair strategy. The failure data is
stored outside the database. Consequently, you can view failures and fix them even
when the database is in the nomount state.

All findings in the DRA are organized into groups pertaining to a specific failure.
The DRA also assigns severity levels such as critical and high to each database failure
it captures. Once the DBA requests the DRA for repair advice, the DRA provides
all the automatic and manual repair choices available to you, along with its advice.
You can choose to fix the problem yourself using the manual methods or to have the
DRA perform the repairs.
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Note that the DRA consolidates related failures into a single failure. If 100 data
blocks are corrupted in a datafile, the DRA will show a single failure. You can drill
down to the level of an individual sub-failure.

The DRA doesn’t automatically tag a database error that is logged in the alert
log file, such as an ORA-600 error, as a failure. To be considered a failure, a problem
must be diagnosed by a check (or checker) registered with the Health Monitor.

So, the chain of causation is this: an error leads to a Health Monitor data integrity
check, which investigates the failures related to the error. If the database finds
related failures, it lodges the information about the failure in the ADR. It is at this
point that you can call on the DRA to generate repair advice.

The preceding chain of causation relates to a reactive data integrity check, but
the logic is the same when you launch your own proactive data integrity checks. A
failure that your check reveals will be treated just as a failure that’s detected by a
Health Monitor data integrity check. Also, any validate or backup commands
you issue through RMAN will invoke an automatic data integrity check.

You must be aware of three failure characteristics: status, priority and grouping:

B Failure status When the database first reports a failure, the failure has a
status of open. Once the failure is repaired, the status changes to closed.
When you run the 1ist failure command, it automatically closes all
failures that have been resolved. If, for some reason, the database doesn’t set
the status of a fixed failure to closed, you can do so by using the change
failure...closed command. But remember that if you try to set the
status of an unresolved failure to closed, the Data Recovery Advisor will
re-create the failure with a different ID following the next data integrity check,
when the check encounters the unresolved failure.

B Failure priority A failure can be assigned three levels of priority: critical,
high, or Low. A high priority level, such as the one assigned to a missing
current control file, could bring the database down. Events such as a missing
archived red log are assigned the high level of priority. The DRA, however,
assigns only the critical or high level of priority to a failure, and the
list failure command shows you only the failures with these two levels
of priority. If, in your opinion, a failure with a high priority isn’t really a
big deal and can wait for fixing, you can manually change the priority level
of that failure to 1ow, thus keeping that failure from appearing in the 1ist
failure output. You can’t, however, change the priority level of a failure
from critical to low.
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B Failure grouping The DRA always groups related failures together under a
single parent failure. You can, however, use the detail option in the 1ist
failure command to view details about the individual failures in a group.

Repair Options

The DRA offers you two types of repair options in some cases, manual and automatic.
[’s your responsibility to perform the manual repair actions, whereas the DRA performs
the automatic repair actions itself. The DRA first checks to see if it can perform the
automatic repair before offering the repair choice to you. For example, in the case

of a failure repair that involves restoring and recovering a datafile, the DRA will
offer to automatically perform this repair only after first verifying that the necessary
datafile backups and archived redo logs do exist and that RMAN can access them. It
may further divide the manual repair actions into mandatory or optional actions. If a
manual option is easier to perform than undertaking a more drastic repair in the way
of restoring and recovering datafiles, for example, the Data Recovery Advisor presents
both the manual and the automatic repair choices. If the Data Recovery Advisor knows
that a problem can’t be fixed with an automatic repair, the DRA will state that the
manual repair action is mandatory. If a repair action can be performed either manually
or automatically, such as restoring and replacing a missing datafile, the DRA will offer
both options.

Whenever the DRA offers an automatic repair option, it shows you the directory
location where the repair script it’s going to use is stored. You can then edit and
execute this file yourself, if you so desire.

Wherever it’s possible to do so, the DRA tries to consolidate its repairs for multiple
failures into a single repair consisting of several individual steps. If it can’t repair a
failure that results from, say, a missing controlfile, it’ll report that information to
you and suggest that you first fix those other problems. In this case, you may create a
new control file and issue the 1ist failure, advise failure,and repair
failure commands once again, so the DRA can fix the failure for you.

Oracle does inform you that a DRA failure repair sometimes may not do the trick
because the DRA doesn’t check every single byte in a backup file or an archived
redo log. This leaves room for the possibility that a corrupt block in either a backup
file or an archived redo log may still keep you from fixing the database failure.

In Oracle Database 11g Release 1, the Data Recovery Advisor supports only a
single instance and not Oracle RAC databases. If all the instances of an Oracle
RAC setup crash, you can mount the database in the single instance mode and use
the DRA to fix certain problems as well as invoke data recovery checks. You can’t,
however, use the DRA to detect failures such as an inaccessible datafile, which is
local to another instance in the Oracle RAC configuration.
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You can invoke the DRA through RMAN as well as through Enterprise Manager.
In Enterprise Manager, the DRA is integrated with both the Support Workbench
and the Health Monitor. Let’s first examine how to use the DRA through an RMAN

client.

Using RMAN to Manage the Data Recovery Advisor

on the

Oob

You can use the RMAN interface to invoke the Data Recovery Advisor and manage
and resolve various types of data failures. Before you actually walk through a data
failure repair with RMAN, it’s important to review the key RMAN commands
pertaining to the DRA.

Viewing Failures

Use the 1ist failure command to view a list of database failures that were caught
by invoking an automatic or manual database check prompted by an error in the
database. Here’s an example:

RMAN> list failure;

The V$IR_FAILURE view stores the results of all the 1ist failure
commands you issue.

The 1ist failure command lists a failure only if the database has
diagnosed a failure.The 1ist failure command doesn’t initiate a data
integrity check by itself—it merely reports an already diagnosed failure.

You can view individual sub-failures by issuing the 1ist failure...detail
command. Because the Data Recovery Advisor consolidates failures wherever
possible, you use the detail option to list individual failures. You can provide
options such as critical, high, low, or closed to limit the 1ist failure
command’s output to only those failures that belong to a specific priority level. By
default, the 1ist failure command shows all failures with a priority level of
critical or high. Here are some 1ist failure command variations:

RMAN> list failure critical;
RMAN> list failure open;
RMAN> list failure closed;

The first command shows only those failures with a priority level of critical,
and the second, only those failures that are currently open. The failure status
remains open until you invoke a repair action; after the failure is repaired manually
or automatically by the DRA, its status will be closed. You can exclude some
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failures from the 1ist failure output by adding the exclude failure
option, as shown here:

RMAN> list failure exclude failure 12345;

Once a failure is repaired, the Data Recovery Advisor will remove that failure
from the 1ist failure output.

Datch

You must understand you must know that the advise failure
the implications of using various Data command implicitly closes all open failures
Recovery Advisor commands. For example, that are already fixed.

Dealing with Failures

Use the change failure command to change the priority level of a database
failure. This command is useful when you want to close a failure that’s really trivial.
Note that you can change a priority of high to 1ow and vice versa, but you can’t
change a critical priority level. The default output list of the 1ist failure
command shows all high-priority failures. If there are too many high-priority failures
that you're already aware of, you may want to change a failure’s status from high to
low to avoid seeing those failures in the output of the list failure command.

The following example shows how to change the priority level of a command
from high to low:

RMAN> change failure 1 priority low;

You can change a problem’s status to c1osed any time you want, even if the
failure wasn’t really fixed. However, if the DRA gets new checker data pertaining to
that problem, it will re-create the failure with a different ID.

Getting Repair Advice

Use the advise failure command to get advice on a failure. The command
prints a summary of the failure. It also implicitly closes all open problems that have
been fixed. By default, the command reports on all critical and high priority
repairs. The command lists all failures that have a critical or high level of priority.
The command shows a summary of the repair options as well as a single repair option
for each failure. The repair options can be manual as well as automated. The two
repair options are a no-data-loss and a data-loss repair.
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Manual repair options can be mandatory or optional. Often, a manual repair
option may be the best option, as it avoids more extreme measures such as restoring
and recovering entire datafiles, as in the automatic repair option. For this reason,
Oracle recommends that you try the manual repair options first before considering
the automatic repair options suggested by the advise failure command.

After showing the available repair options, RMAN generates a repair script to
implement the repair option it recommends. You can then use this script, also called
a manual checklist, after making any necessary changes to it, to repair the failure.

Using the RMAN-generated repair script may often help you fix a problem
quicker than letting RMAN perform the repair. For example, it’s far easier to
manually restore a lost table from another database rather than to let RMAN
perform a laborious restore and recover operation to fix the problem.

Once you issue the advise failure command, you can query the VSIR_
MANUAL_CHECKLIST view to examine the recommended repair, as shown here:

SQL> select advise id, rank, message from vS$Sir manual checklist;

ADVISE ID RANK MESSAGE

21 0 if file /u0l/app/oracle/nick/users01.dbf
was unintentionally renamed or moved,
restore it

21 0 if file /u0l/app/oracle/nick/example0l.dbf
was unintentionally renamed or moved,
restore it

SQL>

In the VSIR_ MANUAL CHECKLIST view, the MESSAGE column shows
a summary of the repair advice offered by the DRA. Note that the DRA always
tries to consolidate the repair actions so multiple failures can be fixed with a single
repair job.

The repair script generated by RMAN shows the commands RMAN will use to
fix the failure. Here’s an example showing how RMAN might fix a failure involving
a missing datafile:

# restore and recover datafile
restore check readonly datafile 1;
recover datafile 1;

You can choose to execute this repair script yourself, or fix the problem using a
less time-consuming option, such as the importing of a table or tables, instead of
letting the DRA automatically execute the repair script.
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Repairing Failures

Once the advise failure command reports its repair recommendations, you
can either manually repair the failures or choose the automatic repair option. If
you want the Data Recovery Advisor to automatically fix the failures, simply issue
the repair failure command so RMAN can fix the failure. Sometimes, the
advise failure command may ask you to perform some manual repairs first
before executing the repair failure command. Here’s the basic repair
failure command:

RMAN> repair failure;

You must issue the advise failure command before you can fix problems
with the repair failure command. Otherwise, you'll get an error, as shown
in this example:

RMAN> repair failure;

using target database control file instead of recovery catalog
RMAN-00571:
RMAN-00569: ERROR MESSAGE STACK FOLLOWS ========
RMAN-00571:

RMAN-03002: failure of repair command at 10/21/2007 12:15:24

RMAN-06954: REPAIR command must be preceded by ADVISE command in
same session

RMAN>

By default, the repair failure command will implement the single repair
recommendation shown in the output for the advise failure command. You
can also choose to merely view RMAN’s repair procedure without actually repairing
the failure by using the preview option with the repair failure command:

RMAN> repair failure preview;

The repair failure preview command is helpful in ascertaining the
actual steps of the RMAN repair procedure, without embarking on the repair process.

The V$IR_REPAIR view shows the results of the repair failure command.
Here’s the structure of the VSIR_REPAIR view:

SQL> desc vS$Sir repair

Name Null? Type
REPAIR ID NUMBER
ADVISE ID NUMBER

SUMMARY VARCHAR2 (32)
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RANK NUMBER

TIME DETECTED DATE

EXECUTED DATE
ESTIMATED DATA LOSS VARCHARZ2 (20)
DETAILED DESCRIPTION VARCHARZ (1024)
REPAIR SCRIPT VARCHARZ (512)
ESTIMATED REPAIR TIME NUMBER

ACTUAL REPAIR TIMENUMBER

STATUS VARCHAR2 (7)

The following query on the VSIR_REPAIR view shows details about the current
repairs:

SQL> select repair id,advise id, summary, rank
from v$ir repair;

REPAIR ID ADVISE ID SUMMARY RANK
23 21 NO DATA LOSS OPTION 1
69 67 NO DATA LOSS OPTION 1
82 80 NO DATA LOSS OPTION 1

SQL>

The NO DATA LOSS option under the summary column means that the failure
can be fixed without losing any data.

In addition to the VSIR_REPAIR view, there are also the following new views
that help you investigate database errors:

B VS$IR_MANUAL_CHECKLIST Lists the manual repair advice produced

by the advise failure command.
B VS$IR_FAILURE Lists all failures that result from the 1ist failure

command and includes closed failures. For example, the following command
shows all failures detected on February 10, 2008:

SQL> select * from v$ir failure
where trunc(time detected) = '10-FEB-2008';

B VS$IR_FAILURE_SET Isa cross-reference of failure and advice identifiers.

Using the DRA to Restore a Missing Datafile
In the following example, the database fails to start up because a datafile is missing:
SQL> startup

ORACLE instance started.
Total System Global Area 615055360 bytes
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Fixed Size 1324864 bytes
Variable Size 239757504 bytes
Database Buffers 369098752 bytes
Redo Buffers 4874240 bytes

Database mounted.

ORA-01157: cannot identify/lock data file 4 - see

DBWR trace file

ORA-01110: data file 4: 'C:\ORACLE\PRODUCT\10.2.0\ORADATA\NICK
\USERSO1.DBF'

SQL>

You can fix this problem by using the Data Recovery Advisor as follows:

I. Start RMAN and issue the 1ist failure command:

RMAN> list failure;

List of Database Failures
Failure ID Priority Status Time Detected Summary

4 HIGH OPEN 20-0CT-07 multiple datafiles
are missing

RMAN>

You can get more details about the failure by issuing the 1ist failure
command with the keyword detail and by passing the unique identifier for
the specific failure, as shown here:

RMAN> list failure 4 detail;

The previous command shows all sub-failures under the failure identified by
the unique identifier 4.

2. Issue the advise failure command to get recommendations from the
DRA to fix the missing datafiles problem.

RMAN> advise failure;

List of Database Failures
Failure ID Priority Status Time Detected Summary

4 HIGH OPEN 20-0CT-07 multiple datafiles
are missing

analyzing automatic repair options; this may take some time
allocated channel: ORA DISK 1
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channel ORA DISK 1: SID=152 device type=DISK
analyzing automatic repair options complete

Manual Checklist

if file C:\ORACLE\PRODUCT\10.2.0\ORADATA\NICK\USERSOL1.DBF
was unintentionally renamed or moved, restore it

if file C:\ORACLE\PRODUCT\10.2.0\ORADATA\NICK\EXAMPLEOL.DBF
was unintentionally renamed or moved, restore it

Automated Repair Options

Option Strategy Repair Description

no data loss restore and recover datafile 4,
Restore and recover datafile
Repair script: C:\ORCL11I\APP\ORACLE\NICK\DIAG\diag\
rdbms\nick\nick\hm\reco 1139896242.hm

RMAN>

Note that RMAN provides you a manual set of options as well as an
automated repair options list. The manual options call for you to replace the
two missing datafiles. The automated repair option asks you to run an RMAN
repair script, which will do the same job as the manual repair actions.

. The following is an optional step, where you can examine RMAN’s plans to
repair the problem:

RMAN> repair failure preview;

Strategy Repair script

no data loss C:\ORCLI1I1\APP\ORACLE\NICK\DIAG\diag\
rdbms\nick\nick\hm\reco 1139896242.hm

contents of repair script:
# restore and recover datafile
restore check readonly datafile 4, 5;
recover datafile 4, 5;

RMAN>

The repair failure preview command shows that RMAN plans to
restore and recover datafiles 4 and 5 and that this is a “no data loss” strategy.



I 26 Chapter 2: Diagnosing and Resolving Problems

4. Once you've ascertained that the repair strategy is safe, issue the repair
failure command to let RMAN repair the missing datafile problem:

RMAN> repair failure;

Strategy Repair script

no data loss
C:\ORCL11\APP\ORACLE\NICK\DIAG\diag\rdbms\nick\
nick\hm\reco 8213224112.hm

contents of repair script:
# restore and recover datafile
restore check readonly datafile 4, 5;
recover datafile 4, 5;

Do you really want to execute the above repair
(enter YES or NO)? yes
executing repair script

Starting restore at 23-0CT-07
using channel ORA DISK 1

channel ORA DISK 1: starting datafile backup set restore
channel ORA DISK 1: specifying datafile(s) to restore
from backup set

Finished restore at 23-0CT-07

Starting recover at 23-0CT-07
starting media recovery
RMAN-08187:WARNING:media recovery until SCN 3212445 complete

Finished recover at 23-0CT-07
repair failure complete
Do you want to open the database (enter YES or NO)? yes

RMAN>
By selecting the Yes option, you let RMAN automatically open the database

after completing the recovery.

Proactive Checks

Although the database runs reactive checks on its own, Oracle recommends that
your run proactive database health checks on a regular basis. It’s also best to run a
proactive check to dig deeper into a problem when a reactive check indicates there
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is a database component failure. You can run these proactive checks through either
the Health Monitor or by executing the new validate database command.
The new validate database command in Oracle Database 11g lets
you invoke a proactive health check for the database and its components. The
validate database command is similar to the old validate backupset
command, but is more sophisticated. Any time the validate database
command detects a database failure, it initiates a failure assessment and logs the
failure in the ADR. You can view these failure findings when you issue the 1ist
failure command. Here’s an example showing how to use the command:

RMAN> validate database;

Starting validate at 16-0CT-07

using target database control file instead of recovery catalog

allocated channel: ORA DISK 1

channel ORA DISK 1: SID=109 device type=DISK

RMAN-06169: could not read file header for datafile 7 error
reason 7

RMAN-00571:

RMAN-00569: ERROR MESSAGE STACK FOLLOWS =======

RMAN-00571:

RMAN-03002: failure of validate command at 10/16/2007 12:25:33

RMAN-06056: could not access datafile 7

RMAN>

You can employ the validate database command to validate at a fine level
of granularity because you can validate individual backup sets or even individual
data blocks now with the command. By default, the command checks for physical
and not logical database corruption. However, you can make the command check for
logical corruption by specifying the CHECK LOGICAL option. Of the two types of
block corruption, intrablock and interblock, the validate database command
checks for intrablock corruption only.

Issue the 1ist failure command to review the failure:

RMAN> list failure;
List of Database Failures

Failure ID Priority Status Time Detected Summary

73427 HIGH OPEN 16-0CT-07 One or more
non-system
datafiles are corrupt
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Next, issue the advise failure command:

RMAN> advise failure;
List of Database Failures

Failure ID Priority Status Time Detected Summary

73427 HIGH OPEN 16-0CT-07 One or more
non-system
datafiles are corrupt

analyzing automatic repair options; this may take some time
using channel ORA DISK 1

analyzing automatic repair options complete

Mandatory Manual Actions

Optional Manual Actions

no manual actions available
Automated Repair Options

Option Repair Description

1 Restore and recover datafile 7

Strategy: The repair includes complete media recovery with

no data loss

Repair script:
/u0l/app/oracle/diag/rdbms/orcl2/orcl2/hm/reco 1899054268 .hm
RMAN>

The advise repair command shows that you can fix the data corruption

without any data loss by automatically restoring and recovering the corrupted

datafile 7.

Although RMAN helped us in this case by providing a repair option and easily

let us fix the problem, the Data Recovery Advisor can’t fix every failure that occurs

in your database. Here’s an example:

RMAN> list failure;

using target database control file instead of recovery catalog
List of Database Failures
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Failure ID Priority Status Time Detected Summary

42725 CRITICAL OPEN 03-0CT-07 SQL dictionary

health check:

dependency$.dobj# fk 126 on object DEPENDENCYS failed

42722 CRITICAL OPEN 03-0CT-07 SQL dictionary
health check:

dependency$.dobj# fk 126 on object DEPENDENCYS$ failed

[ssue the advise failure command, to view the repair options for the
failures:

RMAN> advise failure;

List of Database Failures

Failure ID Priority Status Time Detected Summary

42725 CRITICAL OPEN 03-0CT-07 SQL dictionary
health check:

dependency$.dobj# fk 126 on object DEPENDENCYS$ failed

42722 CRITICAL OPEN 03-0CT-07 SQL dictionary
health check:

dependency$.dobj# fk 126 on object DEPENDENCYS failed

Mandatory Manual Actions

1. Please contact Oracle Support Services to resolve

failure 42725: SQLdictionary health check:

dependency$.dobj# fk 126 on object DEPENDENCYS

failed

2. Please contact Oracle Support Services to resolve failure
42722: SQLdictionary health check: dependencyS$.

dobj# fk 126 on object DEPENDENCYSfailed

Optional Manual Actions

no manual actions available

Automated Repair Options

no automatic repair options available

RMAN>
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The Data Recovery Advisor doesn’t provide either a manual or an automated
repair option in this case. Instead, it asks you to contact Oracle Support Services
to resolve the failure reported by the SQL dictionary health check.

Managing the DRA with Database Control

Although using RMAN to access the Data Recovery Advisor is simple enough,
Oracle recommends that you use Database Control to fix database failures. Suppose
a health check invoked by the database in response to an error results in an error
diagnosis, which you see in the Health Monitor on the Database Home page. You
can see from the Alerts section on the same page that a physical block corruption
caused the database failure. Here are the steps in the Oracle advised recovery strategy:

I. Click Availability on the Database Home page.
On the Availability page, click Perform Recovery under the Manage section.

3. The Perform Recovery page appears, as shown in Figure 2-7. Based on the
failures listed in the Oracle Advised Recovery section, you can follow
the next steps.

The Perform Recovery page
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Click Advise and Recover.

Click the number next to the failure status.

In the View and Manage Failures page, click All in the Priority list and click Go.
Select Data Failures from the navigation tree.

Select the failure you're interested in and click Advise.

Y ®©® N o U

Click Continue. You'll see the Review page next, which summarizes the
proposed data recovery actions.

Note that the Perform Recovery page has two sections titled Oracle Advised
Recovery and User Directed Recovery. To access the Data Recovery Advisor, go to
the new Oracle Advised Recovery section. In the Oracle Advised Recovery section,
the Advise and Recover button is grayed out if the Data Recovery Advisor hasn’t
trapped any failures. However, when the DRA detects a failure, you can click the
Advise and Recover button.

Oracle recommends that when dealing with data corruption or other data failures,
to access the Data Recovery Advisor through the Support Workbench. From the
Support Workbench, you can access the Data Recovery Advisor in either of these ways:

B From the Checker findings subpage on the Support Workbench home page
B From the Problem Details page

New Parameter to Detect Database Corruption

Oracle database 11g introduces a new initialization parameter called dbo_ultra
safe, to help you manage the other corruption detection—related initialization
parameters. The value you set for the db_ultra safe parameter affects the
default values of the parameters do_block checking, db block checksum,
and the new parameter db_lost write protect. Here’s what the different
corruption detection—related parameters stand for:

Datch

By setting the db_ultra initialization parameters—db block _
safe parameter, you can dffect the default checking, db block checksum, and
values of the three corruption-detecting db_lost write protect.
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B db block checking Checks database blocks to prevent memory and

data corruption. The default value is false, and Oracle recommends the
value full.

db block checksum Specifies the writing of checksums in the header
of every data block when writing to disk to detect corruption caused by the
storage system. The default value is typical, which is the same as the
recommended value.

db lost write protect Thisisa new initialization parameter,
which initiates checking for any data block lost writes that may occur on

a physical standby database when the /O subsystem signals block write
completion before it’s completely written to disk. The default value for this
parameter is typical, same as the value Oracle recommends that you use.

You can set values of the three corruption detection—related parameters
explicitly. However, you can control the values of this parameter by simply
setting a value for the do_ultra safe parameter. The db ultra safe
parameter sets the default values for the three initialization parameters that
control protection levels. The db_ultra safe parameter’s value implicitly
changes the values of the three parameters. The db_ultra safe parameter
can take the following values: off, data_only,and data_and index.
The data and index value means a more intensive form of corruption
checking than that specified by the data only value. The value of the
three corruption detection parameters depends on the value you set for

the db_ultra safe parameter. If the value of the db_ultra safe
parameter value is o £ £, the value of the db_block checking parameter
is of £ (or false), the value of the db_block checksum parameter is
typical, and the value of the db lost write protect parameter

is typical. In brief, if you set any of the three parameters explicitly, no
changes are made to those values.

If the value of the db_ultra safe parameter value is data only,

the value of the db_block checking parameter is medium, the value

of the db_block checksum parameter is full, and the value of the

db lost write protect parameteris typical. When the value of
the db_block checking parameter is set to medium, the database will
check for logical corruption in the data blocks. Any time a block’s contents
change, say because of an update or insert operation, the database performs
block header checks, including semantic block checking, for all data blocks.
If the value of the db_ultra safe parameter value is data and index,
the value of the db_block checking parameter is full (or true), the
value of the db_block checksum parameter is full, and the value of
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thedb lost write protect parameteris typical. When the value
of the db_block checking parameter is set to full, the database will
check for logical corruption in the data blocks as well as the index blocks.
Any time a block’s contents change, say because of an update or insert
operation, the database performs block header checks, including semantic

block checking, for both data and index blocks.

As you can see, you can calibrate the level of block checking by setting appropriate
values for the db ultra safe parameter. You can set the most stringent level of
checking by setting the value data and index for this parameter. Of course, if
you set the value of f for this parameter, the database will enforce the least rigorous
form of block checking.

INSIDE THE EXAM

The exam is likely to have a question or two
regarding the new diagnostic_dest ini-
tialization parameter. If you don’t explicitly set
this parameter, what does it default to? What
is the relationship between the ADR base and
an ADR home? You must also know where the
alert log files are stored in the new release.
You must understand the steps involved in
creating an incident package. What do you
have to do first in order to upload Zip files
automatically to MetaLink? (You need to
configure the Oracle Configuration Man-
ager.) You must be familiar with the Incident
Packaging Service (IPS) commands to gather
diagnostic data and package the data into Zip
files for transmission to Oracle Support. You
may encounter a question dealing with Sup-
port Workbench. What are the two methods
to create and upload an Incident package?
(Be prepared to explain the Quick Packaging
method and the Custom Packaging method.)
You can expect the exam to contain a
question about the SQL Repair Advisor.

How does the advisor fix a SQL statement
failure? Expect questions about the different
Data Recovery Advisor commands such as
change failure,advise failure,
and 1ist failure. For example, how
does the advise failure command
affect open failures that are fixed? How does
the 1ist failure command deal with
new failures between multiple executions of
the command?

Expect to be tested on your understanding
of the new validate database com-
mand, which helps in performing proactive
health checks. Does the validate command
help in checking physical or logical corrup-
tion? What about intrablock and interblock
corruption checking with the validate
command? You must also review the new pa-
rameter to detect corruption, paying special at-
tention to how setting the db_ultra safe
parameter affects the three corruption-detect-
ing initialization parameters.
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CERTIFICATION SUMMARY |

This chapter started with a discussion of the automatic diagnostic repository, which the
new diagnostic framework introduced in Oracle Database 11g.You learned how to use
the diagnostic dest parameter to set the ADR base. You learned how to use the
V$DIAG_INFO view to find out all the ADR locations for a database. The chapter
explained the ADRCI command-line tool, which helps you view the diagnostic data,
in addition to helping you package incidents and view Health Monitor reports. The
chapter showed how to set the ADR homepath and how to use ADRCI in batch mode.
You also learned how to view the alert log contents using ADRCI.

This chapter introduced the classification of incidents and problems, which is one
of the key concepts of the new diagnostic framework in Oracle Database 11g. You
learned about the incident packaging service and how to create logical and physical
packages and to finalize a package using ADRCI commands. The chapter showed
you how to use the Support Workbench to view critical errors. You learned how to
create incident reports through the Quick Packaging and the Custom Packaging
methods, how to upload incidents reports to Oracle Support through the Support
Workbench, and how to track and close incidents using the Support Workbench.

You can use the new Health Monitor to run both reactive and manual health checks.
You can use the show hm_run command to view all health checks performed by the
database. Use the DBMS_HM package to run health checks and to get the findings and
recommendations of those checks.

You can use the SQL Repair Advisor to fix SQL statement failures. The SQL
Repair advisor fixes the SQL statements by offering recommendations for a SQL
patch to bypass the problem SQL statement. You can use either the Support
Workbench or the DBMS_SQLDIAG package to access the SQL Repair Advisor.
The chapter also showed you how to use the new SQL Test Case Builder to enable
Oracle Support Services to easily re-create and test a problem.

The Data Repair Advisor diagnoses failures and determines repair options, and
can even automatically make the repairs. The three key failure characteristics are
status, priority, and grouping. You have both manual and automatic repair options
when using the Data Repair Advisor. You can use RMAN for accessing the Data
Recovery Advisor. RMAN offers commands such as 1ist failure, advise
failure, and repair failure to fix database failures. You can also manage
the Data Recovery Advisor through Database Control, by choosing the Oracle
Advised Recovery option.
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the ADR.

The diagnostic_ dest parameter sets the locatio
directory.

Database 11g database. _
The V$DIAG_INFO view shows you all the ADR locati

operations with ADRCI commands.

A critical database error is called a problem.
A single occurrence of a problem is termed an incident.
The database automatically collects diagnostic data about all i

You can’t disable the creation of automatic incidents for critical 1o

An incident package is the set of diagnostic data pe_rtaining
incidents.

ADR uses a retention policy to determine how 1ong it retains
for incidents. ' '

An incident can be in any one of four states at a glven point i 1:1.

The IPS automatically gathers and pacL ages the diagnostic dat to sl -
Oracle Support.
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must first finalize a package before generating a physical package.

can create complete and incremental Zip files.

5 acle uses a flood controlled incident system to limit the logging of
diagnostic data for similar incidents.
r‘ ]

ou can manage IPS through the ADRCI or the Support Workbench.
_ .{A logical package contains just the metadata about the incidents.
A physical package is the actual package that you upload to Oracle Support.

r;t Workbench

u can upload incident packages to Oracle Support directly from the
upport Workbench, provided you’ve installed the Oracle Configuration

Quick Packaging lets you easily create and upload incident packages, but
doesn’t let you edit the packages.

more steps than the Quick Packaging method.

The database automatically generates diagnostic data for critical errors, but
y
‘you can create your own “user-reported” problems.

th Monitor
A check or checker is a specific diagnostic procedure registered with the
Health Monitor.

The Health Monitor runs diagnostic checks in the database automatically in
response to critical errors.

You can run manual health checks.

The V$HM_ChECK view shows all the possible health checks you can run
in the database.

The VSHM_ RUN view shows details and status of all reactive and manual
database Health Monitor checks.

You can run health checks from the Enterprise Manager Health Monitor
interface or through executing procedures from the DBMS_HM package.

Use the RUN_CHECK procedure to run a health check.
: .The'r GET_RUN_REPORT function gets the report for a specified checker run.
The show hm _r!un command shows all Health Monitor checks.
i Thr, Health Monitor stores all its reports in the ADR.

:
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Use the SQL Repair Advisor to fix SQL statement
The SQL Repair Advisor doesn’t recommend changin
statement. Ii In,.' 4
The SQL Repair Advisor recommends implementin; \
workaround for the failed SQL statement when it’s un
problem. " '

You can access the SQL Repair Advisor through the Su
through the DBMS_SQLDIAG package.

The adoption of the SQL patch recommended by th
will change the execution plan of the SQL statemen:

The DRA automatically diagnoses failures, determines
optionally, executes the repairs.

The Health Monitor runs an automatic diagnostic check when it det
. \ \
error in the database. |

In order for a database error to be considered a failure, i
diagnosed by a check registered with the Health Monitor.

A validate or backup command issued through R
automatic data integrity check.

The three important characteristics for a failure are status, priority, a

If the database doesn’t automatically clPse a fixed failure,
issuing the change failure...closed command.

The three levels of failure priority are: critical, high, and low.
The DRA offers you both manual and automatic repair options.
DRA doesn’t support Oracle RAC installations. .
The 1ist failure command lets you view the failurfl}s in the da

. . . . L.

You must issue the advise failure command before iss
. . i o Es

repair failure command.
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SELF TEST

The following questions will help you measure your understanding of the material presented in this
chapter. Read all the choices carefully because there might be more than one correct answer. Choose
all correct answers for each question.

Automatic Diagnostic Repository

I. How does the database determine the default location of the ADR base?

A. If you set the ORACLE_BASE environment variable, the database sets the
diagnostic dest parameter value to the SORACLE_BASE directory.

B. If you haven’t set the ORACLE_HOME environment variable, the database sets the
diagnostic dest parameter value to SORACLE_HOME/log.

C. If youset the ORACLE_BASE environment variable, the database sets the
diagnostic dest parameter value to SORACLE_HOME/log.

D. If you haven’t set the ORACLE_BASE environment variable, the database sets the
diagnostic dest parameter value to SORACLE_HOME/diag.

2. The diagnostic_dest initialization parameter sets the location of
A. The ADR home.
B. The ADR base.
C. The ADR home and ADR base.
D. Neither the ADR home nor the ADR base.

3. All ADRCI commands will work with
A. The current single ADR home.
B. All ADR homes that are current at a given time.

C. All ADR homes, whether they are current or not.
D. The Support Workbench.

4. By default,
A. No ADR homes under the ADR base are current.
B. The homepath is null.
C. All ADR homes under the ADR base are current.
D. All ADR homes under the ADR base are null.

Incidents and Problems

5. When a critical error occurs, the database
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Automatically creates an incident report, but doesn’t send it to Oracle Support.
Automatically creates and sends an incident report to Oracle Support.
Automatically creates an incident.

Sow>

Does nothing—you must initiate the incident creation process manually.

6. Which of the following statements is correct?

A. If an incident remains in the closed state for a period that’s twice as long as its retention
period, it automatically is moved to an expired state.

B. If an incident remains in the collection or ready state for a period that’s as long as its
retention period, it automatically is moved to a closed state.

C. Ifan incident remains in the data_purged state for a period that’s twice as long as its
retention period, it automatically is moved to a closed state.

D. Ifan incident remains in the collection or ready state for a period that’s twice as long as its
retention period, it automatically is moved to a closed state.
7. Which of the following is the correct sequence of steps in creating and sending an incident
report to Oracle Support?
A. Create the logical package, finalize the package, and generate the physical package.
B. Create the physical package, finalize the package, and generate the logical package.
C. Create an empty physical package, finalize the package, and generate the physical package.
D. Create the logical package, generate the physical package, and finalize the package.
8. Which of the following commands lets you add diagnostic information to a package?
A. ips generate package 4 in /u0l/app/oracle/diag
B. ips add incident 17060 package 4
C. ips generate package 4 in /u0Ol/app/oracle/diag incremental
D. ips create package

Support Workbench

9. The Support Workbench can

A. Collect only diagnostic data for an incident and transmit the incident package to Oracle
Support

B. Only create the incident package and transmit the package to Oracle Support

0

Only transmit an incident package to Oracle Support

D. Collect diagnostic data for an incident, create the incident package, and transmit the
incident package to Oracle Support
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10. You must manually upload an incident package to Oracle Support
A. Only if you haven’t installed the Oracle Configuration Manager
B. Whether you have installed the Oracle Configuration Manager or not
C. Only if you have installed the Oracle Configuration Manager during installation of the server
D. Only if you've installed the Oracle Configuration Manager separately, after completing the
installation of the server
1l. Which of the following statements is true?

A. You cannot edit the diagnostic data you're sending to Oracle Support when you use the
Quick Packaging method, but you can customize the data.

B. You cannot edit the diagnostic data you're sending to Oracle Support when you use the
Custom Packaging method, but you can customize the data.

C. You cannot edit or customize the diagnostic data you’re sending to Oracle Support when
you use the Quick Packaging method.

D. You cannot edit or customize the diagnostic data you're sending to Oracle Support when
you use the Custom Packaging method.

12. Oracle purges all incidents automatically after a period of

A. 30 days

B. 7days

C. 90 days

D. Oracle will never automatically purge an incident.

Health Monitor

13. Which of the following views provides you a list of all the health checks you can run in a

database?

A. V$HM_CHECK
B. V$HM_RUN

C. V$CHECKERS
D. V$HM

14. You can view the Health Monitor checker reports
A. Only through the DBMS_HM package or the VSHM_RUN view

B. Through the Enterprise Manager, the ADRCI, the DBMS_HM package, and the
V$HM_RUN view

C. Only through the Enterprise Manager or the ADRCI
D. Only through the DBMS_HM package and the ADRCI
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Which of the following ADRCI commands will show you the recommendations of a database
health check?

A. show report hm

B. show hm run <check name>

C. show hm run

D. show report hm run <check name>

Which of the following parameters are mandatory when you execute the GET_RUN_REPORT
procedure to get the findings of a database health check?

A. run name, type, and level

B. type and level

C. check name, run name, and type

D.

run name

SQL Repair Advisor

17.

20.

You can invoke the SQL Repair Advisor

A. Only from the Support Workbench

B. From the Support Workbench or through the DBMS_SQLDIAG package
C. From the Support Workbench or through the DBMS_DIAG package

D. Only by using the DBMS_SQLDIAG package

The SQL Repair Advisor fixes a problem SQL statement
A. By providing a patch as a workaround

B. By providing a new SQL profile to fix the problem
C. By rewriting the problem SQL statement completely

D. By creating a new explain plan for the statement directly

By accepting the SQL Advisor’s recommendation, you ensure that

A. The optimizer reuses the same execution plan.

B. The optimizer will never use the failed SQL statement again.

C. The optimizer collects new statistics for the objects referenced by the failed SQL statement.
D. The optimizer use an alternate explain plan.

Once you apply a SQL patch,

A. You can never remove the patch.

B. You can drop the patch any time by using the REMOVE_SQL_PATCH procedure.

C. You can drop the patch any time by using the DROP_SQL_PATCH procedure.

D. You must obtain an official patch from Oracle to fix the error.
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Data Recovery Advisor

21.

22.

23.

24,

You can access the Data Recovery Advisor through the
A. Enterprise Manager and SQL Workbench

B. Enterprise Manager and ADRCI

C. Enterprise Manager and RMAN

D. SQL Workbench and ADRCI

When you use the Data Recovery Advisor through RMAN,;, you can perform

A. Only manual repair

B. Manual and automatic repair

C. Only automatic repair

D. You can’t repair problems through RMAN.

When do you use the failure...closed command when dealing with the Data Recovery
Advisor?

A. If the database doesn’t set the status of a fixed failure to closed, you can do so by using
the change failure ... closed command.

B. If the database doesn’t set the status of an open failure to closed, you can do so by using
the change failure...closed command.

C. After the database fixes any problem, you must close the problem by running the
failure...closed command.

D. Only if you manually fix a problem must you use the failure ... closed command.
Which of the following is the correct sequence of commands when you use the Data Recovery
Advisor to fix failures?

A. advise failure, list failure, fix failure

B. list failure, repair failure, advise failure

C. advise failure, list failure, repair failure
D.

list failure, advise failure, repair failure

LAB QUESTION

You receive an Oracle error ORA-01578, indicating that one more Oracle data blocks are corrupted.
How would you go about fixing the database corruption using the Data Recovery Advisor?



Self Test Answers | 43

SELF TEST ANSWERS

Automatic Diagnostic Repository

I. M A iscorrect because the default location of the ADR base is the value you assign to the
$ORACLE_BASE environment variable.
B, C, and D are incorrect because they point to the wrong directory for the ADR base
location.

2. M Bis correct because the diagnostic_dest parameter sets the location of the ADR base.
A, C, and D are incorrect because the diagnostic_dest parameter has nothing to do with

the setting of the ADR home.

3. M Aiscorrect because all ADRCI commands will work with the current ADR home.
® B and C are incorrect because some ADRCI commands don’t work with all ADR homes.
D is incorrect because you can’t use ADRCI commands from the Support Workbench. The
ADRCI is a command-line utility whereas the Support Workbench is a GUI.

4. M B and C are correct. B is correct because, by default, the ADR homepath is null. C is
correct because all ADR homes under an ADR base are current if you don’t specify a single
database using the set homepath command.

A is incorrect because all ADR homes are current by default. D is incorrect because all
ADR homes are current by default, rather than all of them being null.

Incidents and Problems

5. M Cis correct because the database will only create an incident following a critical error.
It’s up to you to generate the incident report, using either the ADRCI tool or the Support
Workbench.
A and B are incorrect because the database doesn’t create an incident report automatically
on its own. D is incorrect because you don’t have to initiate the incident creation process—the
database does that automatically.

6. M D is correct because the database will automatically move an incident to the closed status

if that incident is in the collection or ready state for a period that’s twice as long as its retention
period.
A is incorrect because there is no such thing as an expired state. B is incorrect because an
incident is moved to the closed state after it’s in the collection or ready state for twice as long,
not merely as long as the retention period. C is incorrect because an incident isn’t moved from
the data_purged state to the closed state.

7. M A is correct because it shows the correct sequence of steps in the incident reporting process.
B, C, and D are incorrect because they don’t show the correct sequence of steps.
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8.

M B is correct because the add incident command adds diagnostic information
pertaining to a specific incident to a previously created incident package.

A is incorrect because the generate package ...command generates a physical
package from a logical package. C is incorrect because this command will create an incremental
package. D is incorrect because the create package command just creates a logical
package with no diagnostic information in it.

Support Workbench

9.

10.

12.

M D is correct because Support Workbench can collect data, create an incident package, and
transmit the package to Oracle Support directly, provided you've installed and configured the
Oracle Configuration Manager.

A, B, and C are incorrect because they specify only some of the tasks performed by the
Support Workbench.

M A is correct because you'll have to perform a manual upload of the incident package only if
you haven’t installed the Oracle Configuration Manager.

[ B is incorrect because you don’t have to perform a manual upload if you install the Oracle
Configuration Manager. C and D are incorrect because it doesn’t matter when you install the
Oracle Configuration Manager, as long as you’ve installed and configured it.

M Cis correct because you neither edit nor customize the diagnostic data when you use the
Quick Packaging method.

& A and B are incorrect because you can’t edit the data or customize it when you use the
Quick Packaging method. D is incorrect because you can edit or customize data when you
choose the Custom Packaging method.

M A is correct because Oracle purges all incidents automatically 30 days after an incident is
created.

B and C are incorrect because they specify the wrong duration for automatic purges of
incidents. D is incorrect because Oracle will automatically purge an incident, unless you
explicitly specify that it not do so.

Health Monitor

13.

M A is correct because the VIHM_CHECK shows all the health checks you can run in the
database.

& B is incorrect because the VEHM_RUN shows only the various Health Monitor runs, but
doesn’t show the types of database checks you can run. C and D are incorrect because they refer
to nonexistent views.
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I5.

16.
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M B is correct because you can view the Health Monitor reports through all of those methods.
A, C, and D are incorrect because they list only two of the four ways you can view the
reports.

M D is correct. The show report hm_run command will show you the recommendations of a
database health check.

A and B are syntactically incorrect. C is incorrect because the show hm_run command
shows only the various Health Monitor runs, but doesn’t report on the recommendations made

by the health checks.

M D is correct because only the run name parameter is mandatory when you execute the
GET_RUN_REPORT procedure.
A, B, and C are incorrect because only the run name parameter is a required parameter.

SQL Repair Advisor

17.

20.

M B is correct because you can invoke the SQL Repair Advisor from the Support Workbench
or by using the DBMS_SQLDIAG package.

X A and D are incorrect because they refer to only one of the two ways in which you can
access the SQL Repair Advisor. C is incorrect because there is no DBMS_DIAG package.

M A is correct because the SQL Repair Advisor fixes problems by providing a patch as a
workaround.

X B is incorrect because the SQL Repair Advisor doesn’t provide new SQL profiles. C is
incorrect because the SQL Repair Advisor doesn’t rewrite the problem SQL statement. D is
incorrect because the SQL Repair Advisor doesn’t create the explain plan for the statement.

M D is correct because accepting the SQL Repair Advisor’s recommendation leads to the
application of a patch for the problem SQL statements and, therefore, the use of a new explain
plan by the optimizer.

X A is incorrect because once you accept the recommendations of the SQL Repair Advisor,
the optimizer will use a new execution plan. B is incorrect because the SQL Repair Advisor will
always use the same SQL statement, but applies a patch to it. C is incorrect because the SQL
Repair Advisor doesn’t require the database to collect new optimizer statistics.

M C is correct because you use the DROP_SQL_PATCH procedure to remove a SQL patch.
A is incorrect because you can remove any patch that you apply. B is incorrect because
there is no procedure called REMOVE_SQL_PATCH. D is incorrect because you don’t have to

get an official patch from Oracle after you apply a SQL patch recommended by the SQL Repair
Advisor.
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Data Recovery Advisor

21. M Cis correct because you can access the Data recovery Advisor through either the Enterprise
Manager or RMAN.
A is incorrect because you can’t access the Data Recovery Advisor through the SQL
Workbench. B and D are incorrect because you can’t access the Data Recovery Advisor by
using the ADRCI command-line tool.

22. M B is correct because RMAN lets you perform both manual and automatic repairs.
A and C are incorrect because you can perform both types of repairs through RMAN. D is
incorrect because you can repair problems through RMAN.

23. M A is correct because you use the failure ... closed command if the database doesn’t
set the status of a fixed failure to a closed status.
B is incorrect because it is the fixed failures that must be set to a c1losed status, not the
open problems. C is incorrect because the database normally changes the status of all fixed
problems to a closed status by itself. D is incorrect because you don’t have to change the
status of a problem to closed after manually fixing a problem.

24. M D is correct because it shows the correct sequence of commands.
& A, B, and C are incorrect because they all show an incorrect sequence of commands.

LAB ANSWER

Follow these steps to resolve the problem.
I. Confirm the data block corruption by running the following command from RMAN:

RMAN> validate database;

2. Issuethe 1ist failure command to review the failure:

RMAN> list failure

3. Issue the advise failure command to review RMAN’s repair recommendations:

RMAN> advise failure

4. Issue the following command to preview the repair actions:
RMAN> repair failure preview;
5. If the repair actions are simple, use the manual repair advice to fix the problem. If the repair

actions involve the restoring and recovering of a datafile, follow the automatic repair advice
and let RMAN do the repair. Issue the repair failure command to fix the failure:

RMAN> repair failure;

The repair failure command repairs the specified failure and closes it. By default,
RMAN asks you to confirm the command execution.
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e start the chapter with a discussion of the enhancements in the AWR baselines. In

Oracle Database | I g, the various concepts of baselines are consolidated into the

single concept of the Automatic Workload Repository (AVVR) baselines.You can
create dynamic and future baselines and easily manage performance data for comparing database
performance between two periods.

CERTIFICATION OBJECTIVE 3.01

Enhancements in AWR Baselines

A baseline is any set of snapshots taken over a period of time. The snapshots are
selected such that they yield a set of baselines that change during the period of time
that you're collecting data. The baseline captures the time-based variations for a set
of baseline statistics and alerts you when the current values differ significantly from
the baseline values. An AWR baseline contains a set of AWR snapshots collected
over a period of time that provides a frame of reference for a known “good period,”
which you can then use as a reference period to compare performance during another
time period of interest. The snapshots in an AWR baseline are grouped to provide

a set of baseline values that change over time. For example, the 1/O rate is highest
during the peak usage times in the database. One of the most difficult problems you
have in setting alert thresholds is setting those thresholds to the correct levels for
appropriate alerts. Arbitrary alerts that remain identical throughout are not optimal
because they will likely miss the natural peaks and valleys in the workload of a

real production database. Baselines, on the other hand, are ideal for setting time-
dependent alert thresholds because the baselines let the database compare apples with
apples and oranges with oranges, by enabling the comparison of present performance
with baseline data from a similar time period.

When a performance problem occurs, you can perform comparative performance
analysis with the help of AWR baselines. Oracle excludes the snapshots that are part
of an AWR baseline from the normal baseline purging process.

Oracle Database 11g enables you to collect two types of baselines: static baselines
and moving window baselines. A static baseline can be a single baseline collected
over a single fixed time period (for example, from Jan 1, 2008 at 10:00 A.M. to Jan 1,
2008 at 12:00 p.M.) or a repeating baseline collected over a repeating time period (for
example, every first Monday in a month from 10:00 A.M. to 12:00 p.M. for the year
2008). The moving window baseline captures data over a window that keeps moving
over time. Oracle Database 11g creates a system-defined moving window baseline by
default. This default moving window corresponds to the AWR data captured during
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the AWR retention period, which is now eight days, rather than seven days, as it was
in the Oracle Database 10g release.

Baselines help you set alert thresholds, monitor performance, and compare advisor
reports. This is a definite improvement over the Oracle Database 10g release, where
all you can really do with an AWR baseline is to just create and drop static single
baselines. Oracle Database 11g provides several enhancements to the AWR baselines
feature, including the following:

B Baseline templates to schedule the creation of a baseline
B Moving window baselines from which you can specify adaptive thresholds
B AWR Baseline Metric Thresholds

In addition, you can now rename AWR baselines and also set an expiration
period for them.

If you set the statistics_level parameter to typical or all, AWR baselines
are enabled by default.

In order to support the new functionality of AWR baselines, Oracle has added
several new procedures to the DBMS_WORKLOAD package:

B CREATE BASELINE TEMPLATE Lets you create both one-time and
repeating baseline templates that you can use as the basis for creating new
baselines.

B RENAME BASELINE Enables you to rename an AWR baseline.

M MODIFY BASELINE WINDOW SIZE Lets you modify the size of the
system moving window.

B DROP BASELINE TEMPLATE Lets you drop an AWR baseline.

There is also a new function named SELECT BASELINE METRICS, which
displays the metric thresholds corresponding to an AWR baseline. Let’s briefly
review how Oracle Database 11g enhances the AWR baselines.

Managing Baseline Templates

In Oracle Database 10g, you could create an AWR baseline only on those snapshots
that already existed in the database. New in Oracle Database 11g is the concept of a
baseline template. A baseline template helps you to automatically create baselines to
capture specified time periods in the future. That is, you can use a set of snapshots
for capturing performance data during a specified period in the future. This means
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that you don’t have to explicitly use the CREATE_BASELINE procedure to create
a baseline for a set of two snapshots. Instead, you can schedule the creation of an
AWR baseline using a baseline template. If you want to capture the baseline for a
future time period that you know will be useful, use baseline templates to schedule
the baseline creation.

The time period spanned by a baseline template can lie in the future or it can
encompass a past timeline. No matter which timeframe you choose, the manageability
infrastructure automatically generates a task and creates a baseline right away. Each
night, the MMON (Memory Monitor background process) task checks to see whether
the end time has passed for any baseline templates you created. If it discovers that a
template for baseline generation contains a completed time range, it will create the
baseline for the period specified by the baseline template.

You can create two types of baseline templates—a single baseline template or a
repeating baseline template. Let’s examine the two types of baseline templates in the
following sections.

Single AWR Baseline Template

You can schedule the creation of an AWR baseline for a contiguous future time
period such as a known heavy usage period. Using the single AWR baseline
template, you can then automatically capture a baseline of the performance during
the period you specify. The following example shows how to create a single baseline

template using the CREATE_BASELINE_TEMPLATE procedure:

SQL> begin
2 dbms workload repository.create baseline template (

3 start_time => '2008-03-02 22:00:00 CST',
4 end time => '2008-03-02 08:00:00 CST',
5 baseline name => 'test baselinel’',
6 template name => 'test templatel',
7* expiration => 30);
end;
SQL> /

The optional expiration parameter specifies that this baseline will expire in
30 days. The value you set for the expiration parameter specifies the length of

time for which the database will maintain a
e)«iam baseline. If you don’t specify an expiration time

Match period (NULL), the baseline will never expire.
Pay particular attention The baseline name and template name
to the CREATE_BASELINE_TEMPLATE parameters are self-explanatory. The start
procedure and its parameters. How do time and end time parameters specify the
you automatically remove a baseline beginning and ending snapshot time periods. You
after a specific time period? can also specify a DBID parameter, but its value
defaults to NULL if you omit it, as in this case.
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The database will capture the performance data during a fixed time interval in
the future. In this example, the template will generate an AWR baseline that is
captured between 10 p.M. on March 1, 2008 through 8:00 A.M. on March 2, 2008.
Note that because you're using a time-based template definition, you don’t have to
specify start and snapshot identifiers when creating the baseline template.

Creating a Repeating Baseline Template

You can create a repeating baseline template to schedule the creation of an AWR
baseline for a known period such as around 3:00 p.M. every Friday evening for an
entire year. The database will automatically create a new baseline every Friday and
you can have the database also automatically remove older baselines after a specified
expiration time. Here’s how you create a repeating baseline template using the

CREATE_BASELINE_TEMPLATE procedure again:

begin

dbms workload repository.create baseline template (
day of week => 'Friday',

hour in day => 15,

duration => 4,

expiration => 30,

start time => '2008-10-01 22:00:00 PST'.
end time => '2007812-31 22:00:00 psT',
baseline name prefix => 'Friday Baseline',
template name => Friday Template',

dbid => 1234567899) ;

end;

/

The following is a brief explanation of the values of the various parameters in the

CREATE_BASELINE_TEMPLATE procedure:
B DAY _OF_THE_WEEK Specifies the day of the week the baseline will

repeat and can be any of the seven days in a week.

B HOUR_IN_DAY Allows you to specify a value between 0 and 23 to

determine when the baseline will start.
B DURATION The number of hours for which the baseline should last.

B START_TIME Time to start generating the baseline, determined by
converting to the nearest snapshot ID.

B END_TIME Time to stop generating the baseline, determined by
converting to the nearest snapshot ID.

B BASELINE_NAME_PREFIX Specifies the baseline prefix, which will be
appended to the date information.
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B TEMPLATE_NAME Specifies the name of the repeating baseline template.

B EXPIRATION The number of days for which the database will maintain
the baseline. Default value is NULL, meaning the database will always
maintain the baseline and never drop it.

B DBID The database identifier. Defaults to NULL.

Dropping a Baseline Template
When you don’t need a baseline template, you can save space by removing the

template, using the DROP_BASELINE_TEMPLATE procedure as shown here:

SQL> begin
dbms workload repository.drop baseline template (
template name => 'mytemplatel',
dbid => 22233344455);
end;

/

Only the template name parameter is mandatory. If you don't specify a DBID
parameter, by default, the procedure uses the local database identifier.

Renaming a Baseline

You can now rename existing baselines, using the RENAME_BASELINE procedure.
Use the DBA_HIST_BASELINE view first, to find out the baselines you want to

rename. Here’s how you rename a baseline:

SQL> begin
dbms workload repository.rename baseline (
old baseline name => 'mybaselinel’,
new baseline name => 'mynewbaselinel')
end;

/

There is also a third parameter, DBID, which is optional.

Setting AWR Baseline Metric Thresholds

Sometimes, you want to examine the metric threshold settings for the time period
spanned by a baseline. Using the AWR data contained in the baseline, you can
compute the metric threshold values. Use the SELECT_BASELINE_METRICS

function to display the metric value statistics during the period covered by a baseline.

SQL> begin
dbms workload repository.select baseline metrics (
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baseline name => 'peak baseline',);
end;

The previous code will display the metric thresholds for the baseline named
peak_baseline.

Oracle Database 11g provides a built-in alert infrastructure that warns you about
potential problems in the database. The default alerts include alerts pertaining to
tablespace usage, recovery area space problem, suspended resumable sessions, and the
“snapshot too old” error. However, you can also specify a custom performance alert
based on performance-related metric thresholds. For example, a blocked user
threshold issues an alert when the number of users blocked by any one session
exceeds the metric threshold you set.

Performance alert thresholds can be difficult to determine because the expected
metric values do vary by the type and amount of the workload. Using baselines,
you can capture metric value statistics. If the baseline is static, you can manually
compute the metric value statistics over the baseline. If you're using a system moving
window, the database can automatically compute the metric value statistics over the
moving window. You can then use the baseline metric statistics to define the alert
thresholds specific to the baseline.

Baselines capture metric values, which the database will then compare against
current performance metrics to judge how current performance measures up against
performance during a known good period. If there’s a serious discrepancy—that is, if
the expected values are very different from the actual present statistics—the database
will issue a performance alert. Whether you use a manually computed static baseline
or a baseline automatically computed over the system moving window, the baseline
values are compared to present statistics to see if an alert is justified. Adaptive
thresholds are so named because the thresholds aren’t fixed, but vary according to
the conditions in the database—they adapt to the type and amount of the workload.

The database computes statistics from the system moving window according
to the BSLN_MAINTAIN_STATS_SCHED schedule.

The database always compares the baseline statistics to the current database
performance. The metric statistics that you capture over a baseline enable you to
set thresholds for comparing baseline statistics to current activity. You can use three
different threshold types, as explained here:

B Significance level Thresholds based on significance level use statistical
significance to determine whether the current levels observed are unusual
compared to baseline values, thus meriting an alert. For example, if you set
the significance level to 0.99 for a metric, the alert threshold will be set
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where 1 percent of the observed metric values are outside the value set for
the metric. The database will thus issue an alert when 1 percent of the metric
values are different from the expected metric value. Note that the higher the
significance level, the fewer the number of alerts that will be issued by the
database. For example, a significance level of 0.9999 would cause fewer alerts
to be raised than a significance level of 0.99.

Jatch . -
You must understand attributes such as the significance level.
the configuration of adaptive thresholds, What does the significance level that you
including the setting of the various select imply regarding the number of alerts?

B Percentage of maximum An alert is generated if the observed metric is at
or above a percentage of the maximum that you specified. For example, if
you specify 120 as the percentage of maximum where the maximum value
captured by the baseline is 1000, the database will issue an alert when the
observed metric crosses 1200, which is 120 percent of the maximum (1000).

B Fixed values Fixed values are standard Enterprise Manager fixed thresholds,
which the database compares with the actual metrics. The DBA sets the fixed
values, without the need for any AWR baselines.

Oracle Database 11g fully integrates the selection of adaptive thresholds for
performance metrics with the AWR baselines, with the baselines serving as the
source of the metrics. The database determines the alert thresholds by examining the
metric statistics captured over the baseline time period. Thus, the database sets the
thresholds based on data provided by the database itself, and you don’t have to know
any system-specific metrics. The database sets the thresholds based on system data
itself and some metadata provided by you. Using the Enterprise Manager, you can
choose a starter set of thresholds based on either the OLTP or the Data Warehouse
workload profile. Once you select the appropriate workload profile, the database will
automatically configure and maintain the adaptive thresholds based on the default
SYSTEM_MOVING_WINDOW baseline. The adaptive thresholds will cover all
metrics suitable for the chosen workload profile.

Once you configure the adaptive thresholds, you can edit the thresholds levels.
When you're editing the threshold levels, Oracle recommends that you set the
initial significance level thresholds conservatively in the beginning because a very
high significance level will keep the number of alerts low.
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[t’s very easy to configure baseline metric thresholds from the Enterprise Manager.
On the Database home page, click the Adaptive Metric Thresholds link in the
Related Links section. The Baseline Metric Thresholds window appears, as shown in
Figure 3-1. You can configure thresholds from this page by selecting one of the three
threshold types: Significance Level, Percentage Of Maximum, or Fixed Values.

Moving Window AWR Baselines

Oracle Database 11g offers you a choice between a static baseline and a moving
window baseline. It also allows you to create both a single static baseline and a
repeating static baseline. You can create a moving window AWR baseline instead
of a mere fixed baseline corresponding to a fixed, contiguous past period in time.
Oracle creates and maintains a system-defined moving window baseline by default.
A moving window baseline encompasses AWR data during the AWR retention period,
which is, by default, eight days. (In Oracle Database 11g, the default retention
period has been increased to eight days from the previous retention period of seven
days.) This default moving window baseline is called the system_moving_window.

m The Baseline Metric Thresholds page
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Oracle schedules the statistics collection for this window every Sunday at midnight.
The setting for days is always null for this baseline, thereby making the window size
exactly match the duration of the AWR retention setting. Enterprise Manager uses

the system-defined baseline as the default to compare performance with the current
database performance.

Moving window baselines are especially useful when you're using adaptive
thresholds because you can then utilize the data from the entire AWR retention
period to compute the values for the metric thresholds you've selected. By default,
the adaptive thresholds feature uses statistics on the default moving window baseline
(SYSTEM_MOVING_WINDOW baseline). However, Oracle advises you to use
a larger moving window such as 30 days rather than the default AWR retention
period of 8 days, if you're considering using adaptive thresholds. Because a moving
window baseline depends on the AWR data, it can range over the length of the
AWR retention period or a shorter time span. If you want to increase the size of the
moving window, make sure that you first increase the size of the AWR retention
period. Use the MODIFY_BASELINE_WINDOW/_SIZE procedure to resize the
default moving window baseline size of 8 days. Here’s an example that sets the
moving window baseline size to 30 days:

SQL> exec dbms workload repository.modify baseline window size (
window size => 30);

The window size parameter lets you size the default moving window baseline
duration. Before you do this, however, you must first use the MODIFY_SNAPSHOT _
SETTINGS procedure to increase the AWR retention period to 30 days.

Managing the New Baseline Features

Oracle provides two new views to support the improvements in the AWR baselines.
The first new view is the DBA_HIST BASELINE TEMPLATE view, shown here,
which stores information about all baseline templates.

SQL> desc dba hist baseline template

Name Null? Type

DBID NOT NULL NUMBER
TEMPLATE ID NOT NULL NUMBER
TEMPLATE NAME NOT NULL VARCHAR2 (30)
TEMPLATE TYPE NOT NULL VARCHARZ2 (9)
BASELINE NAME PREFIX NOT NULL VARCHAR?2 (30)
START TIME NOT NULL DATE

END TIME NOT NULL DATE

DAY OF WEEK VARCHARZ2 (9)

HOUR IN DAY NUMBER
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DURATION NUMBER
EXPIRATION NUMBER

REPEAT INTERVAL VARCHAR2 (128)
LAST GENERATED DATE

SQL>

The database (actually the background process MMON) utilizes the information
in this view to determine which baselines it must create or delete. In the DBA_

HIST_BASELINE_TEMPLATE view, the following columns bear explanation:

B TEMPLATE_TYPE Can take the values SINGLE or REPEATED.
B EXPIRATION Number of days the database must retain the baseline.

B REPEAT_INTERVAL Takes a string representing the interval timings in
the same format as that used by the DBMS_SCHEDULER package.

The DBA_HIST_BASELINE_DETAILS view shows details about all AWR

baselines.

SQL> desc dba hist baseline details

Name Null? Type

DBID NUMBER
INSTANCE NUMBER NUMBER
BASELINE ID NUMBER

BASELINE NAME
BASELINE TYPE

VARCHAR? (64)
VARCHAR? (13)

START SNAP ID NUMBER
START SNAP TIME TIMESTAMP (3)
END SNAP ID NUMBER

END SNAP TIME
SHUTDOWN

TIMESTAMP (3)
VARCHAR2 (3)

ERROR COUNT NUMBER

PCT TOTAL TIME NUMBER

LAST TIME COMPUTED DATE

MOVING WINDOW SIZE NUMBER
CREATION TIME DATE
EXPIRATION NUMBER
TEMPLATE NAME VARCHARZ2 (64)
SQL>

Following are the key new columns in this view:

B SHUTDOWN  Indicates whether the database was shut down during this
time period. The possible values are YES, NO, and NULL.
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B PCT_TOTAL_TIME The amount of time spanned by the snapshots
divided by the total possible time for the baseline.

B ERROR_COUNT Number of errors in the snapshots in the baseline

snapshot range.

The DBA_HIST_BASELINE view has the following new columns in Oracle
Database 11g:

B BASELINE_TYPE The possible values are STATIC, MOVING_WINDOW,
and GENERATED. Static windows are other ones that you manually created.
The start and end snapshot IDs are dynamic for a moving window baseline.
The generated baselines are the ones automatically created by the database
based on a template.

B MOVING_WINDOW_SIZE The value of this attribute depends on the
value of the BASELINE TYPE attribute. If BASELINE TYPE is NULL,
the moving window size is the same as the value of the AWR retention
period. If the BASELINE_TYPE is MOVING_WINDOW, then the value of
the MOVING_WINDOW_SIZE attribute is the same number of days as the
moving window.

B CREATION_TIME The time when the database created the baseline.
B EXPIRATION How long the database must keep the baseline. NULL

means the database will never drop the baseline.
B TEMPLATE_NAME Name of the template used to create this baseline,
if any.
B LAST _COMPUTED Shows the last time the database computed statistics

for a baseline.

CERTIFICATION OBJECTIVE 3.02

Controlling Automated Maintenance Tasks

You're familiar with the concept of automated maintenance tasks from the Oracle
Database 10g release. These are jobs that are run automatically by the database to
perform maintenance operations. In Oracle Database 10g, you had two automatic
maintenance tasks: the Automatic Optimizer Statistics collection and the
Automatic Segment Advisor. In Oracle Database 11g, there is a third automatic
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maintenance task named Automatic SQL Tuning Advisor. The Automatic SQL
Tuning Advisor reviews all high resource consuming SQL statements in the database
and provides recommendations to tune them. If you want, you can configure the
database so it automatically implements some types of recommendations, such as
SQL profiles.

The Automatic SQL Tuning Advisor runs during the default system maintenance
window on a nightly basis, just as the other two automated maintenance tasks
do. A maintenance window is an Oracle Scheduler window that’s part of the
MAINTENANCE_WINDOW_GROUP. You choose low system load time interval
periods for the maintenance windows. A Scheduler resource plan specifies how the
database will allocate resources during the duration of a window. When a Scheduler
window opens, the database automatically enables the resource plan associated with
that window.

Please see Chapter 4 for a detailed discussion of the new Automatic SQL Tuning
Advisor feature.

Predefined Maintenance Windows

In Oracle Database 10g, you had two maintenance windows: weeknight window
and weekend window. In Oracle Database 11g, there are seven predefined

daily maintenance windows, one for each day of the week. Here are the predefined
maintenance windows and their descriptions:

MONDAY WINDOW Starts 10 P.M. on Monday ends at 2 A.M.
TUESDAY WINDOW Starts 10 P.M. on Tuesday ends at 2 A.M.
WEDNESDAY WINDOW Starts 10 P.M. on Wednesday ends at 2 A.M.
THURSDAY WINDOW Starts 10 P.M. on Thursday ends at 2 A.M.
FRIDAY WINDOW Starts 10 P.M. on Friday ends at 2 A.M.
SATURDAY WINDOW Starts 6 A.M on Saturday ends at 2.A.M
SUNDAY WINDOW Starts 6 A.M. on Sunday ends at 2 A.M.

Note that the first five windows that run during the weekdays are open for 4 hours
and the two weekend maintenance windows are open for 20 hours. By default, all
seven daily windows belong to the MAINTENANCE_WINDOW_GROUP group.
You can change the time and duration of the daily maintenance windows, create new
maintenance windows, or disable or remove the default maintenance windows.

Managing the Automatic Maintenance Tasks

In Oracle Database 10g, you had to use the DBMS_SCHEDULER package to enable
and disable the automatic maintenance tasks. The ENABLE procedure lets you
enable an automatic maintenance job such as the automatic statistics collection job,
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and the DISABLE procedure lets you disable it, if you wanted to manually collect
the optimizer statistics. In Oracle Database 11g, use the new DBMS_AUTO_TASK_
ADMIN package to manage the automatic maintenance tasks. You can also use the
Enterprise Manager to access the controls for the automatic maintenance tasks. The
DBMS_AUTO_TASK_ADMIN package provides a more fine-grained management
capability to control the operation of the automatic maintenance tasks. For example,
the DBMS_SCHEDULER package only lets you enable or disable an automatic task.
With the new DBMS_AUTO_TASK_ADMIN package, you can now disable a task
only in selected maintenance windows instead of completely disabling the entire
task.

Before you start looking into the management of the automatic maintenance
tasks, it’s a good idea to get familiar with two new views that provide information
you might need to manage the tasks: the DBA_AUTOTASK_CLIENT view and the
DBA_AUTOTASK_OPERATION view. The two views contain several identical
columns. The DBA_ AUTOTASK_CLIENT view shows data for all three automated
tasks over a 1-day and a 30-day period. The following query shows details about the
automatic maintenance tasks:

SQL> select client name, status,
2 attributes, window group,service name
3 from dba autotask client;

CLIENT NAME STATUS ATTRIBUTES
auto optimizer ENABLED ON BY DEFAULT, VOLATILE,
statistics collection SAFE TO KILL
auto space advisor ENABLED ON BY DEFAULT, VOLATILE,
SAFE TO KILL
sgql tuning advisor ENABLED ONCE PER WINDOW,ON BY DEFAULT,

VOLATILE, SAFE TO KILL
SQL>

You can see that all three of the automatic maintenance tasks are enabled.
When the maintenance window opens, Oracle Scheduler automatically creates the
automatic maintenance jobs and runs them. If the maintenance window is long,
Oracle restarts the automatic optimizer statistics collection and the automatic
segment advisor jobs every four hours. However, the automatic SQL advisor job
runs only once per maintenance window, as evidenced by the ONCE PER WINDOW
attribute for that job. The attributes column shows only ON BY DEFAULT as
the value for the other two automated maintenance tasks.

Each of the automatic maintenance tasks is called a client and is given a client
name. The actual Scheduler job associated with each of the three clients is called an
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operation and is given an operation name. The following query on the DBA_AUTO
TASK_OPERATION view shows the operation names:

SQL> select client name, operation name from
dba autotask operation;

CLIENT NAME OPERATION NAME

auto optimizer auto optimizer stats job
stats collection

auto space advisor auto space advisor job
sgl tuning advisor automatic sgl tuning task
SQL>

The DBA_AUTO TASK_OPERATION view shows all automatic task
operations for each of the clients.

Enabling a Maintenance task

Use the DBMS_AUTO_ADMIN.ENABLE procedure to enable a client, operation,
target type, or individual target that you previously disabled. Before you can do this,
you must first query the DBA_ AUTOTASK_CLIENT and the DBA_AUTOTASK_
OPERATION views to find the values for the client name and operation
name attributes of the procedure.

SQL> begin
2 dbms auto task admin.enable
3 (client name => 'sqgl tuning advisor',
4 operation => 'automatic sgl tuning task',
5 window_ name => 'monday window');
6* end;
SQL> /
PL/SQL procedure successfully completed.
SQL>

If the default maintenance windows aren’t long enough to cover one of your
automated maintenance tasks, you can reconfigure the maintenance windows to
suit your needs.

Disabling a Maintenance Task

By default, all three maintenance jobs will run in every maintenance window. You
can use the DBMS_AUTO_ADMIN.DISABLE procedure to disable a client or

operation for a specific window, as shown here:

SQL> begin
2 dbms auto task admin.disable
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3 (client name => 'sqgl tuning advisor',
4 operation => 'automatic sqgl tuning task',
5 window name => 'monday window');
6* end;
SQL> /

PL/SQL procedure successfully completed.
SQL>

In this example, the SQL tuning advisor task is disabled only during the
monday window, but continues to run during all other defined maintenance
windows. You can enable and disable any maintenance task in one or all

maintenance windows.

You can also use the Enterprise Manager, shown in Figure 3-2, to effortlessly
configure and manage the three automated maintenance tasks. You can enable
or disable the three automated maintenance tasks, and you can select some or
all of the seven available maintenance windows for running the three automated

maintenance tasks.

FIGURE 3-2 Automated Maintenance Tasks Configuration
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Implementing Automatic Maintenance Tasks

The database doesn’t assign any permanent Scheduler jobs to the three automated
maintenance tasks. You therefore can’t manage the jobs with the usual DBMS_
SCHEDULER package. Use the new DBMS_AUTO_TASK_ADMIN package
instead to manage the automated maintenance tasks. The new background process,
Autotask Background Process (ABP), implements the automated maintenance
tasks. The ABP maintains a history of all automated maintenance task executions
in the repository that it maintains in the SYSAUX tablespace. Another background
process, MMON, spawns (usually when a maintenance window opens), monitors,
and restarts the ABP process.

The ABP is in charge of converting tasks into Scheduler jobs. The ABP creates a
task list for each maintenance job and assigns them a priority. There are three levels
of job priorities: urgent, high, and medium. The ABP creates the urgent
priority jobs first, after which it creates the high priority and the medium priority
jobs. Various Scheduler job classes are also created, in order to map a task’s priority
consumer group to the corresponding job class. The ABP is in charge of assigning
the jobs to the job classes. The job classes map the individual jobs to a consumer
group, based on the job priority.

The ABP stores its data in the SYSAUX tablespace. You can view the ABP
repository by querying the DBA_AUTOTASK_TASK view.

Configuring Resource Allocation for Automatic Tasks

You can control the percentage of resources allocated to the maintenance tasks
during a given maintenance window. The default resource plan for each predefined
maintenance window is the DEFAULT MAINTENANCE PLAN. When a
maintenance window opens, the DEFAULT_MAINTENANCE_PLAN is activated
to control the amount of CPU used by the various automatic maintenance tasks.
The three default maintenance tasks run under the ORA$AUTOTASK _SUB_PLAN,
which is a subplan of the DEFAULT_MAINTENANCE_PLAN, with all three plans
sharing the resources equally. ORASAUTOTASK_SUB_PLAN gets 25 percent of the
resources at the priority level 2. The consumer group SYS_GROUP takes priority

in the DEFAULT_MAINTENANCE_PLAN resource plan, getting 100 percent of
the level 1 resources in the DEFAULT_MAINTENANCE_PLAN. If you want to
change the resource allocation for the automatic tasks in a specific window, you must
change the resource allocation to the subplan ORA$AUTOTASK_SUB_PLAN in

the resource plan for that window.
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Priorities for the various tasks that run during the maintenance window (three tasks
altogether) are determined by assigning different consumer groups to the DEFAULT _
MAINTENANCE_PLAN. For example, the new Automatic SQL Tuning task is
assigned to the ORASAUTOTASK_SQL_GROUP consumer group. The Optimizer
Statistics Gathering task is part of the ORASAUTOTASK_STATS_GROUP, and the
Segment Advisor task belongs to the ORASAUTOTASK_SPACE_GROUP.

1/0 Calibration

Oracle Database 11g introduces an [/O Calibration mechanism, whereby you can
run I/O calibration tests either through the Enterprise Manager Performance page
or a PL/SQL package. Oracle’s I/O calibration is a variation on the Clarion tool. In
an Oracle database, the 1/O workload is of two basic types—small random I/O and
large sequential I/O. OLTP applications usually experience the small random I/O
workload, where the speed with which small I/O requests are serviced is paramount.
Thus, disk spinning and seeking times are of critical importance. OLAP applications,
on the other hand, employ the large sequential 1/O in general. For these types of
applications, the critical factor is the capacity of the I/O channel. The larger the
[/O channels between the database server and the storage system, the larger the 1/O
throughput. Oracle uses the following two metrics, each measuring the efficacy of
one type of 1/O workload:

B IOPS (I/O per second) The IOPS rate is the number of small random I/Os
the system can perform in a second and depends on the spin speed of disks.
You can increase the IOPS rate by increasing the number of disks in the
storage array or by using faster disk drives, which have a high RPM and
lower seek time.

B MBPS (megabytes per second) This metric measures the data transfer rate
between the server and the storage array and depends on the capacity of the
I/O channel between the two systems. A larger /O channel means a higher

MBPS rate.

EXERCISE 3-1

Calibrating I/O Resources

The following exercise shows how to find out the capabilities of your 1/O sub-system.
You can then monitor your I/O load in relation to its I/O capacity.

I. On the Database control Home page, click the Performance tab.
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2. Click the I/O tab on the Performance page.
3. Click the I/O Calibration button.

4. If the Calibration page shows that filesystemio options isn't set, you'll
have to set the following initialization parameter and restart the instance.

filesystemio options = asynch

5. Check the kernel parameters by viewing them in the /proc file system. If the
aio-nr (current number of asynch 1O requests in the database) is equal
to the aio-max-nr (maximum asynch IO request that the database can

make), you must increase the value of aio-max-nr. You do this by adding a
line such as the following to the sysctl.conf file:

fs.aio-max-nr = 131072
6. Apply the new parameter to the kernel by executing the following command
as the root user:

# sysctl -p

Two important terms need clarification in this discussion: throughput and latency.
The throughput of a system determines how fast it can transfer data and is measured
by the MBPS metric. The channel capacity determines the overall throughput of the
system, and it thus puts the ceiling on the amount of data transfer. Latency refers to
the lag between the time an 1/O request is made and when the request is serviced by
the storage system. High latency indicates a system that’s overloaded and you can
reduce latency by striping data across multiple spindles, so different disks can service
the same 1/O request in parallel.

Oracle recommends that you use the new 1/O Calibration tool to determine I/O
metrics in a database. It takes about 10 minutes to run the tools and you should pick
a time when the database workload is light to avoid overstressing the storage system.
You can run only a single calibration task at a time. If you perform the task in an
RAC environment, the workload is generated simultaneously from all instances in
the system. You can either run the tool with Enterprise Manager or through PL/SQL.

Calibrating 1/O through Enterprise Manager

The easiest way to run the I/O calibration tool is through the Enterprise Manager.
Here are the steps:

I. Click the Performance tab on the Home page of Database Control.
2. Click the I/O calibration button.
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3. You'll be in the I/O Calibration page now. Specify the number of physi-

Cali

cal disks and the maximum tolerable latency for a single-block 1/O request.
Specify when to execute the calibration task in the Scheduler section. Click
Submit to create a Scheduler job.

On the Scheduler jobs page, you can find out the length of time for which
the calibration job will run.

Once the Calibration task completes, you can view results of the calibration
task concerning the following metrics on the /O Calibration page:

B Maximum I/O per second
B Maximum megabytes per second

B Average latency metrics

brating 1/O Using PL/SQL

You can also use the new procedure CALIBRATE_IO from the DBMS_
RESOURCE_MANAGER package to run the I/O Calibration task. Here is an

example:
begin
exec dbms resource manager.calibrate io (-
num_ disks =1, -
max latency => 10, -
max iops => :max iops, -
max mbps => :max mbps, -
actual latency => :actual latency);
end;
/
In the CALIBRATE_IO procedure, the following are the key parameters:
B num disks Approximate number of disks in the storage array.
B max latency Maximum tolerable latency (in milliseconds) for an I/O
request.
B max ios Maximum number of random DB block-sized read requests that
can be serviced.
B max mbps Maximum number of randomly distributed IMB reads that can
be serviced (in megabytes per second).
B actual latency Average latency of DB block-sized I/O requests at

max_iops rate (in milliseconds).
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Datch

You must understand procedure, such as actual latency,
exactly how you can set the various max_iops, and max mbps.
parameters of the CALIBRATE_IO

Once you execute the CALIBRATE_IO procedure, you can query the V$IO_
CALIBRATION_STATUS and the DBA_RSRC 10 _CALIBRATE views to check

the results. Here’s a sample query:

SQL> select max iops, max mbps, max pmbps, latency
from dba rsrc io calibrate;

MAX IOPS MAX MBPS MAX PMBPS LATENCY
133 12 6 64
SQL>

Oracle Database 11g collects I/O statistics in three different dimensions to
provide a consistent set of statistics for I/O calls. These dimensions are

B RDBMS components grouped into 12 functional groups. The V$IOSTAT _
FUNCTION view provides the details.

B /O statistics are collected for each consumer group that’s part of the currently
enabled resource plan. The VSIOSTAT_CONSUMER_GROUP view has
the details.

B Individual file level I/O statistics are collected and stored in the VSIOSTAT _
FILE view for details.

CERTIFICATION OBJECTIVE 3.03

Database Resource Manager New Features

You're familiar with the Database Resource Manager (Resource Manager) from the
earlier release. You use the Database Resource Manager to efficiently allocate resources
among competing database sessions. Here are the key elements of the Resource Manager:

B Resource Consumer Group is a group of sessions that share similar resource
requirements. The Resource Manager allocates resources directly to the
resource consumer groups instead of the individual sessions.
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on the

Qob

B Resource Plan is a container for directives that dictate how the resources are
to spread about among the resource consumer groups. At any given time, a
certain resource plan is active.

B Resource plan directives dictate which consumers belong to which resource
consumer group as well as how the individual resources are to be allocated to
that resource consumer group.

There are Database Resource Manager—related enhancements in the following areas:
B Per Session I/O Limits

B New mixed workload resource plan

The CPU_Pn parameters of the CREATE_PLAN_DIRECTIVE procedure are
deprecated now. Instead, use the new MGMT Pn parameters. Also, in the same
procedure, use the new switch call parameter instead of the switch _
time in call parameter.

[ discuss each of these major innovations in detail in the following sections.

Per Session I/O Limits

on the

Qob

The Resource Manager provides both manual as well as automatic methods to switch
a user’s session to a different resource consumer group. However, whether you
change a current resource consumer group manually or automatically, the changes
don’t persist and the user’s default resource consumer group remains the same when
the user logs in again. In Oracle Database 10g, automatic switching of a session

to another resource consumer group could be triggered by a change in a session
attribute. The change in session attributes could cause new session-to-consumer
group mapping rules to take effect that directed the Resource Manager to move the
session to another, typically lower, priority group, based on the dynamic change in
the session attribute(s).

The session limits examine the resource usage during a call to the database. A
top call is an entire PLISQL block, which the database considers an individual
SQL statement.

Oracle Database 11g provides a second way to automatically switch a user’s
session from one consumer group to another. Now, automatic session switching can
also occur when a session exceeds a CPU or an I/O consumption limit set by the
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consumer group to which that session is originally assigned. So, you can now specify
automatic resource consumer group switching with mapping rules as in the previous
release, and also by setting resource limits. If a user is using an excessive amount of
CPU, you don’t have to kill that user’s session; you can set up automatic resource
group switching so the user is automatically assigned to a resource group with a
lower CPU allocation.

Specifying Automatic Switching by Setting Resource Limits

You can now specify limits for CPU and /O consumption for all sessions in a consumer
group when you’re creating a resource plan directive for that consumer group. More
specifically, you can dictate what the database can do when a single database call within
a session exceeds a CPU or I/O limit. You can choose one of the following actions when
a session exceeds a specific resource limit:

B Switch the session to another resource consumer group with a lower resource
allocation. In order for this to happen, you must first grant the session owner
the “switch” privileges on the new resource consumer group.

B The database can terminate the session.

B The database can abort the SQL statement issuing the call.

The database allows only those sessions that are actually consuming resources to
dynamically switch their resource consumer group. A session that’s waiting either for
a user’s input or waiting on CPU doesn’t qualify for switching its resource consumer
group under the automatic switching feature.

Automatic session switching involves the use of the following resource plan directive

parameters, which you specify in the CREATE_RESOURCE_PLAN procedure. The

examples in the following section illustrate how to use the various parameters.

B switch group The consumer group a session is switched to automatically
when a switching criterion is satisfied. Here are some things to note about
this parameter:

B The default value is NULL.

M If the group name is CANCEL_SQL, the database cancels the current
database call.
M If the group name is KILL_SESSION, the session is terminated.

B switch time Specifies the duration for which a call can execute before

the database switches the session to that specified by the switch group
parameter. The default value is UNLIMITED.
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B switch estimate If you set this parameter to TRUE, the database
will estimate the execution time of each call before the call begins. If the
estimated execution time for a call is greater than the limit specified by the
switch time parameter, the database switches the session to the specified
group (specified by the switch group parameter). The default value is
FALSE.

B switch io megabytes Specifies the maximum I/O (in megabytes)
that a session can transfer in the form of read and write operations before
the database takes action. Default is NULL, which means it is unlimited.

B switch io regs Specifies the maximum number of I/O requests
a session can execute before the database takes the action specified by

the SWITCH_GROUP parameter. Default is NULL, which means it is

unlimited.

B switch for call By setting this parameter to TRUE, you tell the
database to return a session that was automatically switched to a different
consumer group to its original consumer group, once the top level call is
completed. The default value is NULL. This parameter comes in handy for
three-tier applications where the middle tier is employing session pooling.

Note that the switch io megabytes and the switch io regs
parameters enable you to specify 1/O resource limits when creating a Resource Plan
directive. When the database dynamically switches a session’s resource consumer
group, the consumer group is allowed to run more sessions than permitted by its
active session pool.

Examples of Automatic Session Switching

Use the CREATE_PLAN_DIRECTIVE procedure to create resource plan directives.
When you want to specify automatic resource usage—based session switching, you
specify values for the relevant parameters such as switch io megabytes and
switch io regs . Here are three examples of automatic session switching based
on a session exceeding its resource limits.

Switching to a Different Resource Group Based on CPU Usage In order
to prevent a single session from consuming a disproportionate amount of resources,
you can specify that a session will switch automatically to a low-priority consumer

group (LOW_GROUP) if a single call in a session uses the CPU beyond a preset

limit. Here’s an example:

SQL> begin
dbms resource manager.create plan directive (
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plan => 'peaktime',
group or subplan => 'oltp',

mgmt pl => 175,

switch group => 'low Group',
switch time => 10);

end;

In this example, the session is automatically switched to the LOW_GROUP,
which is a resource group with a low amount of resource allocation. It’s common to
assign a lower priority resource group as the switch group for sessions that exceed
resource limits. This allows the session to continue while allowing more critical
sessions to have an adequate chance to use the existing resources.

Switching to a Different Resource Group Based on I/O Limits The
following example shows how to automatically switch a session from one group to
another when it exceeds a certain number of I/O requests (switch io regs) or
after it transfers more than a set amount of data (switch io megabytes).

SQL> begin
dbms resource manager.create plan directive (
plan => 'peaktime',
group or_ subplan => 'oltp',
mgmt pl => 175,
switch group => 'low group',
switch io regs => 5000,
switch io megabytes => 1000,
switch for call => true);
end;

Note that once the session completes the high resource using call, it goes back to
its original resource group.

Terminating a Session Based on CPU Usage You can also create a
resource plan directive that lets the database terminate a session that exceeds a
specified length of time during which it can use the CPU resource, as shown in this
example:

SQL> begin
dbms resource manager.create plan directive (
plan => 'peaktime',
group or subplan => 'oltp',
mgmt pl => 75,
switch group => 'kill session',
switch time => 060);

end;
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When a user exceeds 60 seconds of CPU usage time, the database automatically
kills the session by moving the session to the kill_session group specified by the
switch_group parameter.

Pre-Created Mixed Workload Resource Plan

Oracle Database 11g provides a new predefined resource plan named MIXED_
WORKLOAD_PLAN. This Oracle-supplied plan gives priority to interactive
operations over batch jobs. The plan is disabled by default, and you must enable
it in order to assign this plan to user sessions. The MIXED_WORKLOAD_PLAN

resource plan consists of the following groups or subplans:

B interactive_group, primarily intended for short online transactions

B batch_group, primarily intended for long batch operations

Following is the way Oracle allocates CPU to the different resource consumer

groups in the MIXED_WORKLOAD_PLAN:

B The sys_group gets 100 percent of the CPU at level 1.

B The interactive_group gets preference over the batch_group because its
CPU resource allocation is 85 percent of the Level 2 allocation. The other
15 percent of the level 2 CPU allocation is equally distributed among the
following subplan and groups:

B ORASAUTOTASK_SUB_PLAN
B ORASDIAGNOSTICS
B OTHER_GROUPS

B The batch_group gets only Level 3 allocation of CPU, although it’s 100
percent. If a session that is mapped to the interactive_group goes over 60
seconds of execution time, the database automatically switches it to the
batch_group. For the interactive_group then, the following automatic
consumer resource group switching parameter values hold:

B switch group: batch-group
B switch time: 60 seconds

B switch for call:true

You can take advantage of the pre-built resource plans by mapping your
online application users to the interactive_group consumer group and the batch



Using New Oracle Scheduler Features | 73

applications to the batch_group consumer group. You can modify the CPU resource
allocations to the batch_group and the interactive_group to suit the needs of your
workload.

CERTIFICATION OBJECTIVE 3.04

Using New Oracle Scheduler Features

The following are important new features related to the Oracle Scheduler in Oracle
Database 11g:

B Lightweight jobs
B Remote external jobs

B Application to a Data Guard environment

[ discuss the three major new Oracle Scheduler features in the following sections.

Lightweight Jobs

In Oracle Database 10g, there was only a single type of Scheduler job. In Oracle
Database 11g, you can also create what's called a lightweight job (also referred to as
a persistent lightweight job), which derives its privileges, and in some cases, its job
metadata, from a job template. Regular jobs, which are fully self-contained unlike
the lightweight jobs, are still the more flexible type of jobs, but you incur overhead
each time you create one. In a situation in which the database may have to create
and delete thousands of jobs, it may be smarter to use a lightweight job instead. If
you're going to use a small number of infrequent jobs, you are better off sticking to
the traditional regular jobs.

Lightweight jobs aren’t schema objects, as regular Scheduler jobs are. Thus, the
overhead in creating and dropping a lightweight job is much smaller when compared
with a regular job. Lightweight jobs are also faster to create and take up space only
for the job metadata and runtime data. Lightweight jobs help make recovery and
load balancing easier in an RAC environment because they have a smaller physical
footprint and require less redo because of the minimal amount of metadata that’s
created for the jobs. The overall goal is to reduce the time it takes to create jobs and
to lower the overhead involved in the job creation process.
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Unlike a regular Scheduler job, you must use a job template when creating a
lightweight job. The job template is a new type of database object that provides
the metadata for a lightweight job, in addition to providing privileges that the
lightweight jobs will inherit. Either a stored procedure or a Scheduler program
can serve as a template for lightweight job. The lightweight jobs thus inherit their
privileges from the parent job template. You must create and drop a database object
when you create and drop a regular job. Because they are not full fledged database
objects, lightweight jobs are much faster to create and run because they don’t require
the same overhead as regular jobs. Although they offer superior overhead cost,
lightweight jobs have the following disadvantages when compared to a regular job:

B You can'’t create a fully self-contained lightweight job. Instead, you must use
a template. You can use either a stored procedure or a Scheduler program as a
template for a lightweight job.

B You can't set the privileges on a per job basis because the lightweight jobs
inherit privileges from the parent job template.

B Only a limited set of job attributes are applicable to lightweight jobs, whereas
a regular job offers more choices.

To summarize, then, lightweight jobs are a special type of Scheduler jobs that
you can use instead of traditional jobs if your database has to quickly create a large
number of jobs.

Creating a Job Template

You can create a job template, which is mandatory for lightweight jobs, by using the
CREATE_PROGRAM procedure from the DBMS_SCHEDULER package. Here’s
an example showing how to create a simple job template, with a Scheduler program
serving as the template.

begin
dbms scheduler.create program (
program name => 'test prog',
program action =>
'declare current time date;
begin
select
sysdate into current time from dual;
end; "',
program type => 'plsgl block',
enabled=> true);
end;

/
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In the CREATE_PROGRAM procedure, the program_action attribute can
be an actual anonymous PL/SQL code block or a named procedure. In the example,
[ used an anonymous PL/SQL code block. The Scheduler passes the following for
execution to the PL/SQL engine: DECLARE ... BEGIN job action END;.

If you want to use a named stored procedure
instead of an anonymous PL/SQL code block,
you can do so by specifying the name of the

Datch
You must be aware of the procedure as the value for the program
role of a template in creating a persistent action attribute.
lightweight Scheduler job. The program_type attribute lets you
specify the type of program you are creating.

For a lightweight job, you can use either p1sgql block or stored procedure
as the value for the program_type attribute. You specify the p1sgl block value
for an anonymous PL/SQL block, which is the case in this example. You specify the
value stored procedure for a program that’s a PL/SQL or Java stored procedure
or an external C subprogram.

Creating a Single Lightweight Job

You create a lightweight job using the CREATE_JOB procedure of the DBMS_
SCHEDULER package, just as you do for a regular Scheduler job. However, for a
lightweight job, you must use the new job parameter job style and assign it a
value of LIGHTWEIGHT. You can create a lightweight job by specifying the time
and frequency directly within the CREATE_JOB procedure, or use a schedule

to set the timing and frequency attributes for the job. You can specify only a few
parameters for a lightweight job. These are the job parameters and the schedule
parameter. The lightweight jobs inherit the other metadata for running the job, as
well as its privileges, from the parent job template. Here’s an example that shows

how to create a lightweight Scheduler job by specifying the time and frequency
attributes directly in the CREATE_JOB procedure.

begin

dbms scheduler.create job (

job name => 'test ltwtjobl',

program name => 'test prog',

repeat interval => 'freg=daily,by hour=10",

end time => '31-DEC-08 06:00:00 AM Australia/Sydney',
job style => 'lightweight',

comments => 'A lightweight job based on a program');
end;

/
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Note that a lightweight job always needs a job template, which is based on
a procedure or a Scheduler program. Unlike a regular job, you can’t inline a
lightweight job, but must always use a named program. The program test_prog
in our example serves as the template for this lightweight job.

You can also create a lightweight job based on a named program (which acts as
the template) and a preexisting schedule, as shown in this example:

begin

dbms scheduler.create job (

job name => 'test ltwtjob2',

program name => 'test prog',

schedule name => 'test sched',

job style => 'lightweight',

comments => 'A job based on a program and a schedule');
end;

/

The new lightweight job you create depends on the program test_prog and the
schedule test_sched, which already exist. Note that providing a named program
and schedule means that you don’t have to use the repeat_interval or the end_time
attributes when creating the new lightweight job.

Creating an Array of Lightweight Jobs

Oracle Database 11g offers you a way to create a set of jobs through the creation of a
job array. When you need to create a fairly large number of Scheduler jobs (regular
or lightweight), it’s far more efficient to create a job array and submit it once, instead
of submitting a large number of single job creation requests to the database. You can
use the concept of a job array for both regular jobs and the new lightweight jobs. In
the following example, I make use of a job array to create a set of lightweight jobs.

I. Declare two variables, one to hold the job definition and the other to hold
the job array:

declare
testjob sys.job;
testjobarr sys.job array;

2. Initialize the job array using the sys.job_array constructor:
begin

testjobarr := sys.job array();

The array testjobarr is an array of JOB object types. The initialization of the
job array creates a slot for one job in the job array named testjobarr.
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3. Set the size of the new job array to the number of lightweight jobs you expect
to create in your database:

testjobarr.extend (500) ;
Now the database allocates sufficient space in the array to hold information
on about 500 jobs.

4. Create the jobs and place them in the job array:

for I in 1...500 loop

testjob := sys.job(job name => ‘TESTJOB’ ||TO CHAR(I),
job style => ‘LIGHTWEIGHT',

job_template => ‘TEST PROG’,

enabled => TRUE) ;

testjobarr (i) := TESTJOB;

end loop;

The code within the loop will create 500 jobs at once, using the job template
TEST_PROG<>.The I in 1...500 loop adds the definitions for the jobs.
The assignment testjobarr (i) := testjob addsjobs to the array. The jobs
are scheduled to run immediately because the start time parameter defaults to
null when you omit it.

Submit the job array as a single transaction, using the CREATE_JOBS procedure:

dbms scheduler.create jobs (testjobarr, 'transactional');

The CREATE_JOBS procedure treats the testjobarr array as a single
transaction and creates all 500 lightweight jobs.

EXERCISE 3-2

Creating an Array of Regular Scheduler Jobs

In Oracle Database 11g, you can create an array of jobs at once, instead of creating
a single job at a time. The following example shows how to create a set of 1,000
regular Scheduler jobs.

declare

testjob sys.job;

testjobarr sys.job array;
begin

testjobarr := sys.job array();
testjobarr.extend (1000) ;

for I in 1...1000 loop
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testjob := sys.job(job name => 'TESTJOB'||TO CHAR(I),

job template => 'TEST PROG',

enabled => TRUE) ;

testjobarr (i) := TESTJOB;

end loop;

dbms_scheduler.create jobs (testjobarr, 'transactional');

Because there is no job style parameter, by default, Oracle creates regular
instead of lightweight jobs.

Monitoring Lightweight Jobs

Use the same views that you use for regular jobs to view information about
lightweight jobs. For example, you can query the DBA_SCHEDULER_JOBS view
to find out details about lightweight jobs, as shown here:

SQL> select job name, program name from dba scheduler jobs
where job style='LIGHTWEIGHT';
JOB_ NAME PROGRAM NAME

TEST JOB1 TEST PROG1

Note that you can’t view any lightweight jobs in the DBA_OBJECTS view
because, unlike a regular Scheduler job, lightweight jobs aren’t database objects.

Remote External Jobs

An external job is a job that you can execute outside the database. Usually it’s an
operating system executable that you execute through the Oracle database, but runs
entirely outside the database. You specify the job type parameter for an external
job as executable. You may also use a named Scheduler program for an external
job, in which case you must specify the job type parameter as executable.
The job_action parameter (or program_action parameter if you're using

a Scheduler program instead) points to the full path of the directory where the
operating system executable is stored. An external job can be an operating system—
based job or a database job. External jobs were available in the previous release.
What'’s new in Oracle Database 11g are remote external jobs. The traditional external
jobs are now referred to as local external jobs and they run only on the server on
which the scheduling Oracle database runs. Remote external jobs can run on any
host, not just the server hosting the Oracle database that’s scheduling the external
job. You can thus administer operating system or Oracle database jobs across your
entire network from a centralized location.
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The remote host on which you run a remote external job doesn’t need you to
install an Oracle database. You merely need to install a Scheduler agent so an Oracle
database can communicate with the agent to run external jobs on that remote host.
The agent listens to incoming job requests from the Oracle database issuing the job
requests and executes those requests on the target server. The agent is also responsible
for returning the job execution results to the database originating the external job.

You must install Oracle XML DB on the source database from where you’re
originating the job requests.

Running local external jobs is pretty straightforward. You may have to set the
credentials for the user account on which the OracleJobScheduler service runs on
a Windows system, to enable local external jobs. Running remote external jobs
involves the installation of the scheduler agent on all remote hosts where you want
to run an external job. In addition, you must also perform other tasks such as setting
the credentials for executing an external job. The following sections explain how to
set up remote external jobs.

Setting up the Database

Before you can run an external remote job, you must first set up the database from
which you want to originate the external job request, which involves the following
steps:

I. Check that the Oracle XML DB option is installed on your database host.
This option is installed by default and you can confirm that it has been suc-
cessfully installed by issuing the following describe command to examine

the contents of the RESOURCE_VIEW view.

SQL> desc resource view

Name Null? Type
RES
XMLTYPE (XMLSchema "http://xm

lns.oracle.com/xdb/XDBResour
ce.xsd" Element "Resource")

ANY PATH VARCHAR2 (4000)
RESID RAW (16)
SQL>

The results of the query show that Oracle XML DB is indeed installed on the
database host. If the Oracle XML DB wasn’t installed, you’d have to install it
before proceeding further.
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2. Run the Oracle script prvtrsch.plb as the user SYS, as shown here:

SQL> connect sys/sammyyl as sysdba
SQL> @SORACLE HOME/rdbms/admin/prvtrsch.plb
PL/SQL procedure successfully completed.

PL/SQL procedure successfully completed.
no rows selected

Package created.

Package body created.

No errors.

User altered.
SQL>

3. Your final step in preparing the scheduling database is to set a registration
password for the Scheduler agent. The Scheduler agent will use this password
to register with the database.

SQL> exec dbms scheduler.set agent registration pass(
registration password => 'sammyyl'.-

expiration date => systimestamp + interval '7' day, -
max_uses => 25)

PL/SQL procedure successfully completed.

SQL>

The previous example sets the Scheduler agent registration password for the
database host to sammyyl. The expiration date and themax uses
parameter set an expiration time for the credential and limit the number of times
a credential can be invoked, respectively. In this case, the max_uses parameter is
set to 25, meaning that the credential is allowed to be used a maximum of 25 times
within a period of 7 days. Both the expiration date and the max uses
parameters are optional, serving to limit the usage of the password to a short time,
as recommended by Oracle.

Installing and Configuring the Scheduler Agent

To run a remote external job, you must install the Scheduler agent on all remote
hosts where you want to run a scheduled external job. The Scheduler agent isn’t
installed as part of the database server installation. You must install it either from
the installation media for the Oracle Database Gateway (included in the Database
CD pack) or download it from the Oracle web site.
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The following are the steps to install the Scheduler agent on a remote host:

on the

On a UNIX/Linux system, log in as the owner of the Oracle software (user
Oracle, usually).

Start the Oracle Installer from the directory where the Oracle Database

Gateway installation files are located.

$ /oraclellg/gateways/runInstaller

On the Welcome screen, click Next.

On the Select a Product page, select Oracle Scheduler Agent 11.1.0.6.0 and
click Next.

. On the Specify Home Details page, select a name and provide the directory

path for the Oracle Scheduler Agent home. Click Next.

On the Oracle Scheduler Agent page, provide the host name where you are
installing the agent, as well as the port number you want the agent to use for
communicating with the database making the remote external job requests.

Click Next.

. On the Summary page, review the selections you made and click Install.

If you have a large number of remote sites, you can simplify the installation

Qob of the agent by automating the procedure (silent install). This means that you
must include the database registration password in the installer file.

8.

9.

The installer prompts you to log in as the root user and execute the root.sh
script. Once you execute the root.sh script, click OK.

The End of Installation page appears, indicating that the installation of the
Scheduler agent was successful. Click Exit to leave the Oracle Universal
Installer.

The schagent.conf text file, located in the Scheduler Agent home, contains the
configuration parameters for the agent. Use the schagent executable to invoke
the Scheduler agent. Your first task is to register the Scheduler agent with all
databases that will run a remote external job on the host where you installed the
agent. Use the following command to register the agent with each database:

$ schagent -registerdatabase localhost 1522
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In this example, local host and 1522 are the database host and the port number
for the Scheduler agent. The Scheduler agent will then prompt you for the agent
registration password that you set earlier:

$./schagent -registerdatabase localhost.localdomain 1522
Agent Registration Password ?  ***xxx*

$

You must repeat the previous step for each database from which you want to run
remote external jobs.
Finally, start the Scheduler agent by using the following command:

$./schagent -start
Scheduler agent started
$

You can stop the Scheduler agent by using the following command:

$./schagent -stop
Scheduler agent stopped
$

On a Windows server, you must install and start the OracleSchedulerExec
utionAgent service. You can install the service by using the following command:

$ schagent -installagentservice

Note that the service you create with the schagent command is different from
the regular Oracle service.

Creating and Enabling a Remote External Job

There is more involved in creating a remote external job than in creating a local
external job. The big difference is that you must create a credential so the remote jobs
can be executed. A credential is a schema object that contains a username/password
pair of values. The credential name attribute of an external job specifies the
credential to be used for that job. Only a job whose owner has execute privileges
on a credential can use that credential. Use the following steps to create a remote
external job:

I. Create a credential using the CREATE_CREDENTIAL procedure.

SQL> exec dbms_ scheduler.create credential ('hrcredential,
'hr', 'sammyyl") ;

2. Once you create a credential, you must grant privileges on that credential so
a user can use those credentials.
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SQL> grant execute on system.hrcrdential to sam;

The DBA_SCHEDULER_CREDENTIALS view shows all credentials

created in a database.
3. Create a remote external job named removelogs, as shown here:

SQL> begin
2 dbms scheduler.create job(

3 job_name => 'remove logs',
4 job type => 'executable',
5 Job_action => '/uOl/app/oracle/logs/removelogs',
6 repeat interval => 'freqg=daily; byhour=23',
7 enabled => false);
8* end;
SQL> /

PL/SQL procedure successfully completed.
SQL>
4. Use the SET_ATTRIBUTE procedure to set the credential name

attribute of the remote job.

SQL> exec dbms scheduler.set attribute('remove logs',
'credential name', 'hrcredential');

PL/SQL procedure successfully completed.

SQL>

5. Using the SET_ATTRIBUTE procedure again, set the destination
attribute of the remote job,
SQL> exec dbms scheduler.set attribute('remove logs',

'destination', 'remotehost.remotedomain:1522");

PL/SQL procedure successfully completed.
SQL>

Note that you must use the host and port numbers of the Scheduler agent in
order to specify the destination host or database.

6. Enable the remote external job:

SQL> exec dbms scheduler.enable('remove logs');

PL/SQL procedure successfully completed.
SQL>

The remote external job you created is now enabled on the remote host.
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Disabling Remote External Jobs

You can disable the capability of a database to run remote external jobs by dropping
the user remote_scheduler_agent using the following command:

SQL> drop user remote scheduler agent cascade;

Once you drop the user remote_scheduler_agent, you can’t register new scheduler
agents or execute any remote external jobs. In order for the database to regain the
ability to run remote external jobs, you must re-execute the prvtrsch.plb script.

Scheduler Support for Data Guard

Oracle Database 11g provides support for the Scheduler in an Oracle Data Guard
setup. You can now set up Scheduler jobs to run based on the particular role that
the database is playing at a given time. That is, you can specify that a certain job
run only when the database is in the primary role and not in the logical standby
role and vice versa.

You use the new DATABASE ROLE attribute in the DBMS_SCHEDULER
package’s SET_ATTRIBUTE procedure to denote the role of the database to the
Scheduler. The new functionality means that you can run a Scheduler job in the
following two ways:

B Run a job only when the database is in one of the two roles, primary or
logical standby.

B Run the job when the database is in both primary and logical standby roles.
In order to make the same job run in both roles, you must make a copy of
the job and assign each of the copies a separate role—primary and logical
standby.

The following example shows how to create a Scheduler job so it can run based
on the role the database is in:

I. Create a regular Scheduler job on the primary database.

begin
dbms scheduler.create job (
job name => 'primary job',
program name => 'test prog',
schedule name => 'test sched');
end;
/

The job named primary_job will run automatically in the primary database
because it was created when the database was in the primary database role.
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The primary_job is also enabled to run because all Scheduler jobs are enabled
upon their creation.

2. Make a copy of the job you created in the previous step, as shown here:
SQL> exec dbms scheduler.copy job ('primary job',
'standby Jjob');
The copy you made of the original job is disabled by default.

3. Set the database role of the copied job to logical standby, using the
database role attribute.

SQL> exec dbms scheduler.set attribute('standby job',
'database role', 'logical standby');

4. Enable the copied job, using the enable procedure:
SQL> exec dbms scheduler.enable (name=> 'standby_job');

You can confirm that you've correctly copied the original job to run when the
database is in the logical standby role, by issuing the following query:

SQL> select job name,database role
from dba scheduler job roles;

JOB_ NAME DATABASE ROLE
PRIMARY JOB PRIMARY
STANDBY JOB LOGICAL STANDBY

You can see that your original job now will run when it’s in the primary database role
or the logical standby database role. Upon a switchover or a failover, the jobs specific to
the role (primary/logical standby) will be run automatically by the Scheduler.

CERTIFICATION OBJECTIVE 3.05

Security Enhancements

There are several new security-related features in Oracle Database 11g, but for the
purpose of the certification test, you must focus on the following new security-
related enhancements.

B Secure password support
B Configuring fine-grained access to network services

B Encrypting a tablespace



I 86 Chapter 3: Intelligent Infrastructure and Database Security

In the following sections, I describe the three major security-related new features
in Oracle Database 11g.

Secure Password Support

Oracle Database 11g provides several new ways to make database passwords more
secure. Among these are the following new password-related features:

B Case-sensitive passwords make databases more secure. I discuss this feature in
the following sections.

B You can include multibyte characters in a password without enclosing them
in quotation marks.

B All passwords entered by users are passed through the string hash algorithm
(SHA-1, which uses a 160-bit key) and compared with the stored credential
for that user.

B Passwords always use salt, which is a random unique value added to the
passwords to ensure a unique output credential.

Configuring Case-Sensitive Passwords

In Oracle Database 11g, for the first time, database passwords are case-sensitive
by default. That is, when you create or modify a user account, the passwords are
automatically case sensitive. You can control case sensitivity in the database by
setting the new initialization parameter sec_case sensitive logon.
Because, by default, the database now enforces password case sensitivity, the default
value of this parameter is set to TRUE.

Although Oracle recommends that you adhere to the new default of case-
sensitive passwords, there may be times when you have to disable case sensitivity
in order to be compatible with some applications that, say, use hard-coded, case-
insensitive passwords. In such a case, you may reinstate the old-fashioned case
insensitivity if you want, by changing the value for this parameter to FALSE.

$ alter system set sec case sensitive logon = false scope=pfile;

Case Sensitivity and Upgrading

When you upgrade from Oracle Database 10g or an older release of the database
to Oracle Database 11g, the passwords remain case insensitive. You must change
the passwords for the users in order to make the passwords case sensitive. Use the
following query on the DBA_USERS view to find out which of your users have
case-sensitive passwords, as shown here:
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SQL> select username, password,
password versions from dba users;

USERNAME PASSWORD PASSWORD

MGMT VIEW 10G 11G
SYS 10G 11G
SYSTEM 10G 11G
DBSNMP 10G 11G
SYSMAN 10G 11G
RMAN 10G 11G
SH 10G 11G

39 rows selected.
SQL>

In the preceding query, the new Oracle Database 11g column PASSWORD_
VERSIONS shows the database release in which that password was originally
created or changed. In this case, it shows that all passwords were either created
in Oracle Database 10g (or earlier releases) and changed in Oracle Database
11g, or were created in Oracle Database 11g. When you upgrade from the Oracle
Database 10g release to the Oracle Database 11g release, all passwords remain case
insensitive. You must make the passwords case sensitive by using the alter user
<username> identified by <new password> command. If you create a
new Oracle Database 11g database, on the other hand, the user accounts you create
will have case-sensitive passwords by default.

Datch

Is password sensitivity Database 10g? How about when you create
automatically enforced upon upgrading a database in Oracle Database | 1g?
to Oracle Database | 1g from Oracle

Note that unlike in the previous releases, the PASSWORD column is blank. In
the older releases, Oracle showed you the encrypted passwords. In Oracle Database
11g, you can’t see the encrypted passwords by querying the DBA_USERS view.
The encrypted passwords, of course, are still stored—in the USER$ view. In Oracle
Database 11g, user passwords are stored as a user credential after first passing them
through a hash algorithm. Whenever you log in, the database hashes the password
you enter and compares it with the stored credential. In Oracle Database 11g, when
a user tries to connect with a wrong password, the database will delay subsequent
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login attempts after the third failed attempt. The database will gradually increase the
delay between consecutive attempts, up to a maximum of about ten seconds.

Case Sensitivity and Password Files
You are familiar with password files, which you use to specify passwords for users

with the SYSDBA and SYSOPER privileges. In Oracle Database 11g, there is

a new optional parameter you may specify when creating a new password file.
The parameter, named ignorecase, determines whether the passwords in the
password file are case sensitive or not. By default, the value of the ignorecase
parameter is set to no (n), meaning that all passwords inside a password file will
be automatically case sensitive. Here’s an example that shows how you specify the
ignorecase parameter:

$ orapwd file=orapw entries=30 ignorecase=y
Enter password for SYS:

$

In the preceding example, the value of the ignorecase parameter is set to vy,
meaning the database will ignore the case in which you enter the password when
logging into the database. When you import users from an older database release, the
passwords of any users with the SYSDBA or SYSOPER privilege will be imported
into your current password file. These passwords will be case insensitive by default
and Oracle recommends that you have the users change their passwords. If you
enable case sensitivity (setting the sec_case sensitive logon parameter
to TRUE), when these users change their passwords they automatically become case
sensitive.

By the by, in addition to the new ignorecase parameter, the orapwd
command has other modifications in this release, as shown here:

S orapwd
Usage: orapwd file=<fname> password=<password> entries=<users>
force=<y/n> ignorecase=<y/n> nosysdba=<y/n>
where
file - name of password file (required),
password - password for SYS (optional),
entries - maximum number of distinct DBA (required),
force - whether to overwrite existing file (optional),
ignorecase - passwords are case-insensitive (optional),
nosysdba - whether to shut out the SYSDBA logon (optional
Database Vault only).
There must be no spaces around the equal-to (=) character.
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on the Oracle Database | 1g comes with a new version of the Oracle PLISQL script
Qob utlpwdmg.sql, which provides you a simple password verification function. You
can customize this function.

Note the following differences in the usage of the orapwd command:

B The password parameter is optional now, whereas it was required before.
B The ignorecase parameter is new, as explained earlier.

B The nosysdba parameter is also new, but is relevant only if you've installed
Oracle Database Vault.

New Password Management Function
Oracle provides a script named utlpwdmg.sql (stored in the SORACLE_HOME/
rdbms/admin directory) to let you implement several password management features
such as the setting of the default password resource limits. The script contains code
for creating a password verification function named verify function 11g,
for checking password complexity. The function checks only for minimal password
complexity and you can customize it to satisfy more complex password checks.
Oracle offers both the old verify function creation code and the code
to create an updated Oracle Database 11g version of the function (verify
function 11g). The new version of the function includes the following
additional password protection features:

B Ensures that the password is at least eight characters long. In the previous
release, the minimum length of the password was only four characters.

B Checks if the password is the same as the username reversed.

B Checks if the password is the same or similar to the server name.

The following alter profile statement in the utlpwdmg.sql script will
first create the new 11g version of the verify function and then alter the

DEFAULT profile.

alter profile default limit
password life time 180

password grace time 7
password reuse time unlimited
password reuse max unlimited
failed login attempts 10

password lock time 1

password verify function verify function 11lg;



1 90 Chapter 3: Intelligent Infrastructure and Database Security

As you are aware from earlier releases, the database assigns the DEFAULT profile
to all new users in the database who haven't been assigned a specific profile. It’s
the default profile inherited by all users in the database. Note the last part of the
SQL statement (password verify function verify function 11g).
This means that if you create the password verify function in your database as
recommended by Oracle, any time a user (including the DBA) attempts to create
a new password or to change an existing password, the database will execute the
verify function 11g function to ensure that the new password meets all the
requirements specified by that function.

New Security-Related Initialization Parameters

You've learned about the new parameter sec _case sensitive logon, which
allows you to control the case sensitivity of user passwords, thus reducing your
vulnerability to brute force attacks. In addition, there are also these new parameters
that affect security:

B sec protocol error further action Specifies what action
the database must take when it receives bad packets from a client, the
presumption being that the client is acting with a malicious intent. The
possible actions you can specify are: continue, drop the connection, or delay
the acceptance of requests from the client.

B sec protocol error trace action Specifies a monitoring
action such as none, trace, log, or alert.

B sec max failed login attempts Dropsa connection after a
specified number of failed login attempts. This policy remains enabled even
if you don’t enable a password profile.

B ldap directory sysauth Specifies whether the database uses strong
authentication for database administrators. You must set the value of this
parameter to yes if you want to implement strong authentication such as
Kerberos tickets or certificates over a Secure Socket Layer (SSL). You disable
strong authentication when you specify the value no for this parameter.

Configuring Fine-Grained Access to Network Services

[t’s quite common for users to connect to external network hosts using PL/SQL
network-related packages such as UTL_TCP, UTL_SMTP, UTL_MAIL, UTL_HTTP,
and UTL_INADDR. Because all the PL/SQL utility packages, including the ones
listed here, are created with the execute privilege granted to the user PUBLIC,
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there is an inherent security hole in the database. Once an unauthorized user breaks
into the database, it’s a simple hop, skip, and jump from there to the network. At
least, it was. Oracle Database 11g offers you fine-grained access control capability
so you can control the access of users to external network services from within the
Oracle database. Fine-grained access means that you can now choose which host
computers a user can connect to from the Oracle database when using the previously
listed PL/SQL Oracle utility packages, by granting explicit privileges to do only that
and nothing else.

Oracle provides new packages—DBMS_NETWORK_ACL_ADMIN and DBMS_
NETWORK_ACL_UTILITY—to create and maintain access control lists (ACLs) for
database users. You can also create access control lists through Oracle XML DB.

Creating an Access Control List

An access control list is simply a list of users and their privileges. The database stores
the XML document containing the usernames and privileges in the /sys/acl folder

in Oracle XML DB. The following example demonstrates how to use the DBMS_
NETWORK_ACL_ADMIN.CREATE_ACL procedure to create an ACL:

SQL> begin
dbms network acl admin.create acl (
acl => 'test xml',
description => 'Permissions for my network',
principal => 'APPOWNER',
is _grant => 'TRUE',
privilege => 'connect');
end;

Here are the key things to note in the CREATE_ACL procedure:

B The acl parameter specifies the name of the XML file holding the
usernames and privileges in the ACL.

B principal indicates the username and must match the username of the
session.

is grant shows whether a privilege is granted or denied.

B privilege specifies the network privilege you want to grant or deny. The
two possible values for this parameter are connect and resolve. A user
will need the connect privilege to a network host if the user is connecting
through any one of the UTL_TCP, UTL_HTTP, UTL_SMTP, or UTL_MAIL
packages. The resolve privilege is necessary to resolve a host name that
was given the host IP address instead, or an IP address that was given the host

name instead, with the UTL_INADDR package.
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You can also add multiple hosts in the same ACL and you can add more users
to the same ACL after you create an ACL. To add more users and privileges to the
ACL you just created, use the ADD_PRIVILEGE procedure, as shown here:

SQL> begin
dbms network acl admin.add privilege (

acl => 'test.xml',

principal => 'test users',

is grant => true,

privilege => 'connect')
end;

You can use the ADD_PRIVILEGE procedure to grant or deny network access to
users. If the ACL doesn’t already exist in the database, the procedure will create it.

Assigning the Access Control List to a Host

Use the ASSIGN_ACL procedure to associate the ACL with a network host.
Optionally, you can also associate the ACL with a range of ports. Here’s an example:

SQL> begin
dbms network acl admin.assign acl (
acl > 'test.xml',
host => '*_ us.mycompany.com',
lower port => 80,
upper port => null);

end;
e)cam
Datch .

Understand exactly how the various parameters such as lower
you can set up fine-grained access to port and upper port when executing
external network services through an ACL. the DBMS_NETWORK.ASSIGN_ACL
You must know how to set up values for procedure.

You can use the ASSIGN_ACL procedure to assign an ACL to a host, domain, or
[P subnet. You can optionally also specify the TCP port range. Here are some things
to note about using the ASSIGN_ACL procedure:

B You can assign only one ACL per host, domain, or IP subnet (or TCP port
range, if you specify it).
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B [f you assign a new ACL to a network target, Oracle unassigns the previous
ACL list assigned to that target, but doesn’t drop it. You can drop the ACL
with the DROP_ACL procedure.

B If you assign a TCP port range, make sure that both lower port and
upper port aren’t NULL. In addition, the upper port value must
be at least as large as the port number you assign for the lower port
parameter. You must take care that the port range must not overlap other
port ranges you may have already assigned for this host.

B You can unassign an ACL by using the UNASSIGN_ACL procedure.

Precedence Order for a Host Computer

In the previous example, | used a wild card character (*) for the host name. This
means that the ACL is assigned to all the hosts in the domain specified there. Here’s
the order of precedence for the evaluation of host names in an ACL:

B Fully qualified host names with ports are evaluated before hosts with ports.
B Full qualified host names are evaluated before partially qualified host names.

B Subdomains under a domain name are evaluated before the top-level
domain name.

For example, if your host name is www.us.mycompany.com, the following would
be the order of precedence, in decreasing order:

WWW.US.Mmycompany .com
*.us.mycompany.com
*. mycompany.com

*.com
*

Similarly, ACLs assigned to individual IP addresses take the highest precedence,
followed by ACLs assigned to subnets, followed by the ACL assigned to smaller
subnets. If, for example, the IP address for a host is 192.168.0.100, the following is

the precedence, in decreasing order:

192.168.0.100
192.168.0.%*
192.168.%*
192.%

*

As you can see, individual [P addresses get the highest precedence.
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Checking the Privileges and Host Assignments

You can use the CHECK_PRIVILEGE function to check the privileges granted to or
denied to a user in an ACL, as shown here.

SQL> select decode (dbms network acl admin.check privilege (
test.xml', 'hr', 'resolve'),
1, 'granted', 0, 'denied', null) privilege
from dual;

The CHECK_PRIVILEGE function will return 1 if a privilege is granted and O if

the privilege is denied. If a privilege is neither granted nor denied, it returns NULL.

Encrypting Tablespaces

Oracle has been gradually improving its encryption capabilities over the years.

In Oracle 8i, Oracle introduced the DBMS_OBFUSCATION_TOOLKIT, and
the Oracle 10.1 release introduced the DBMS_CRYPTO package to facilitate
encryption. Both the toolkit and the DBMS_CRYPTO package required that the
application manage the encryption keys and call the APIs to perform necessary
encryption/decryption operations.

In Oracle Database 10g, Oracle introduced the new Transparent Data Encryption
(TDE) feature, which let you easily encrypt a column’s data in a table. The
encryption is called transparent because the Oracle database takes care of all the
encryption and decryption details, with no need for you to manage any tables or
triggers to decrypt data. Now, in Oracle Database 11g, you can encrypt an entire
tablespace by simply using a pair of special clauses during tablespace creation.

The tablespace creation statement for an encrypted tablespace has the following
syntax:

create tablespace <tbsp name>
encryption
default storage (encrypt)

The encryption clause in line 2 doesn’t actually encrypt the tablespace. You
provide the encryption properties by setting values for the keyword encryption.
You may additionally specify the using clause along with the encryption clause
(encryption using ...) to specify the name of the encryption algorithm you
want to use, such as 3DES168, AES128, AES192, and AES256. If you want to use
the default algorithm of AES128, you can omit the using clause altogether. It is the
encrypt keyword passed to the storage clause in line 3 that encrypts the tablespace.

In the following sections, let’s review how to encrypt a tablespace. But before
[ actually encrypt a tablespace, let me show you how to create an Oracle wallet,
because you’ll need the wallet when you encrypt a tablespace.
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Creating the Oracle Wallet

An Oracle Wallet is a container to store authentication and signing credentials. The
tablespace encryption feature uses the wallet to protect the master key used in the
encryption. There are two kinds of Oracle wallets—encryption wallets and auto-open
wallets. You must manually open an encryption wallet after database startup, whereas
the auto-open wallet automatically opens upon database startup. The encryption
wallet is commonly recommended for tablespace encryption, unless you're dealing
with unattended Data Guard environments, in which case the automatic opening
of the wallet comes in handy.

In order to use Oracle Wallet, you must create the wallet itself and then add a
master key to it. You can create a wallet in a couple of ways. You can create the

Oracle Wallet by:

B Using the mkstore command from the operating system command line

B Invoking the Oracle Wallet Manager either through a GUI interface or by
issuing the command owm at the command line

B Executing the alter system statement from SQL*Plus

Here is the syntax to create a wallet from the OS:

$ mkstore -wrl SORACLE BASE/admin/$ORACLE SID/wallet -create
Enter password:
Enter password again:

However, the simplest way to create the wallet is to simply use the following
command in SQL*Plus:

SQL> alter system set encryption key identified by "password"

This command both creates the wallet if it doesn’t already exist and adds a master
key to it.

Oracle stores the encryption keys outside the database, in a file called an
Oracle Wallet. By default, this file is named ewallet.p12 under both Windows and
UNIX/Linux-based systems. The location where Oracle stores this file is operating
system—specific. However, you can specify a different location by using the parameter
encryption wallet location in the sqlnet.ora file.

ENCRYPTION7WALLET7LOCATION =
(SOURCE=
(METHOD=file)
(METHOD DATA=
(DIRECTORY=/apps/oracle/general/wallet) ) )
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You must have the alter system privilege as well as a password for an Oracle
Wallet. If you don’t have an Oracle Wallet, you must create one. You can create a
new Oracle Wallet using the Oracle Wallet Manager (OWM) or by using special
SQL statements. In the following example, we show you how to create and open an
Oracle Wallet using a SQL statement.

Before you create the Oracle Wallet, you must first create a directory named wallet
under the directory SORACLE_BASE/admin/$ORACLE_SID. If you don’t do
this, you'll get the error ORA-28368: cannot auto-create wallet. After you create the
directory named wallet, issue the following statement from SQL*Plus:

SQL> alter system set encryption key identified by "sammyyll";
System altered.
SQL>

The alter systemstatement you issued in the previous example works in the
following way:

B [f you already have an Oracle Wallet, it opens that wallet and creates (or
re-creates) the master encryption key.

B If you don’t have an Oracle Wallet already, it creates a new wallet, opens the
wallet, and creates a new master encryption key.

Now that you’ve successfully created the Oracle Wallet and ensured it is open,
you're ready to encrypt tablespaces using the new tablespace encryption feature.

Creating an Encrypted Tablespace

Once you create the Oracle Wallet, creating an encrypted tablespace is a breeze. The
following is an example showing how to create a simple encrypted tablespace that
uses the default DES128 encryption. Because you don’t have to specify the default
encryption level, you don’t specify the using clause for the encryption clause in line 3.

SQL> create tablespace encryptl
2 datafile 'c:\orclll\app\oracle\oradata\eleven\
3 encrypt 01.dbf' size 100m
4 encryption
5* default storage (encrypt);

Tablespace created.
SQL>

The storage parameter encrypt ensures that the tablespace is encrypted. The
encryption clause determines the tablespace encryption properties. In this
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example, [ use the encryption clause by itself, without specifying a particular
encryption algorithm for the tablespace. The database will use the default AES128
encryption algorithm to encrypt the tablespace. You can also specify the optional
using <algorithm> clause along with the encryption clause, as shown in
the following example, to specify the exact encryption algorithm you want.

SQL> create tablespace encryptl
2 datafile 'c:\orclll\app\oracle\oradataleleven\
3 encrypt 0l.dbf' size 100m
4 encryption using '3deslo8'
5* default storage (encrypt);

Tablespace created.
SQL>

The previous example shows how to specify a particular encryption algorithm,
3DES168, instead of the default AES128 algorithm.
The new column ENCRYPTED in the DBA_TABLESPACES view lets you

check the encryption status of a tablespace:

SQL> select tablespace name, encrypted
2 from dba tablespaces;

TABLESPACE NAME ENC
SYSTEM NO
SYSAUX NO
UNDOTBS1 NO
TEMP NO
USERS NO
ENCRYPT1 YES
6 rows selected.

SQL>

Oracle encrypts the data in the tablespace upon writing it and decrypts it
upon reading the data. There is no additional memory requirement because the
tablespace encryption and decryption aren’t performed in memory, but there is an
encryption overhead on I/O. The encrypted data will remain encrypted in both the
undo segments as well as the redo logs, in addition to being encrypted in temporary
tablespaces during typical operations such as sort and join operations that make use
of a temporary tablespace.

If you want to change the key for an encrypted tablespace, the only method
in the present release is to create a new tablespace and move all the objects
in the encrypted tablespace to the new tablespace.You can then encrypt the
new tablespace.
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Restrictions on Tablespace Encryption

When you encrypt a column(s) for a table, there are limitations on certain queries.

By encrypting the entire tablespace, some of these restrictions are removed. For
example, in Oracle Database 10g, if the column is part of a foreign key or used in
another Database Constraint, it cannot be encrypted. By encrypting the entire
tablespace instead of just a table or tables, this restriction is lifted. Note the
following restrictions on tablespace encryption. You

B Can transport an encrypted tablespace only if the two operating system
platforms have the same endianness and the same wallet.

B Can’t change the key for an encrypted tablespace.

B Can'’t encrypt temporary and undo tablespaces.

B Can'’t encrypt bfiles and external tables.

INSIDE THE EXAM

The exam will probe your understanding of
AWR baselines. You must know how to create
a static and a moving window baseline, as
well as a single and repeating window baseline
template. One of the questions might relate
to the expiration attribute in the CREATE_
BASELINE_TEMPLATE procedure. How
does the setting of the expiration attribute
affect the removal of a baseline? The exam
will review your understanding of the system
moving window and the adaptive threshold’s
functionality. How do baseline metric statistics
determine alert thresholds? You must know
how to use significance level, percentage of
maximum, and threshold values methods to
compare baseline metric statistics to current
database activity.

You must be familiar with both the new set
of maintenance windows in this new release
and how the default maintenance plan works,

as well as the role of the Autotask Background
Process (ABP) in scheduling the automated
maintenance tasks. The exam will test your
understanding of the new I/O calibration tool.
You must know the DBMS RESOURCE
MANAGER.CALIBRATE_IO procedure
thoroughly. Pay special attention to the
parameters of the CALIBRATE_IO procedure,
such asactual latencyandmax
latency, and how to set their values. The
exam will test your understanding of the 1/O
resource limit thresholds, and using parameters
such as switch io megabytes. You

must know the difference between a workload
consisting of small random 1/O and large
sequential I/O. You must know the meaning of
[/O metrics such as IOPS (I/O per second) and
MBPS (megabytes per second). Which metrics
can you use to measure throughput and I/O
latency?



Expect a question about the new lightweight
Scheduler jobs. How do you create a lightweight
job? What are the key differences between a
lightweight job and a regular Scheduler job?
Review the use of the CREATE_JOB procedure
in creating a lightweight job. What are the
advantages in creating a lightweight job?

The exam is likely to include a question
about the new automatic secure configuration
feature. You must know how to use the new
sec_case_ sensitive logon and other
security-related new initialization parameters.
Review the new password case-sensitivity
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feature and how it is different in the case

of an upgrade and after creating a database.
You must also be familiar with the tablespace
encryption feature. Review the new initializa-
tion parameters 1dap directory
sysauth and 1dap directory
access and the role they play in setting up
directory authentication for administrative
users. The exam will certainly ask you about
the setting up of an ACL. What do the
connect and resolve privileges imply?
How do you add new users and privileges to

an ACL?
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Oracle Database 11g offers several enhancements to the AWR baselines. These
enhancements include the ability to create baseline templates and moving window
baselines. You can also rename baselines now and create a single or repeating
baseline. There is also an integration of the selection of adaptive thresholds for
performance metrics with the AWR baselines. The database automatically configures
and maintains the adaptive thresholds, based on the system moving window baseline.

Oracle Database 11g offers seven pre-defined maintenance windows, one for each day
of the week. You must use the new package DBMS_AUTO_TASK_ADMIN to manage
the automated maintenance tasks. There is a new automated maintenance task known
as the Automatic SQL Tuning Advisor. You can now perform an I/O calibration test
either through Enterprise Manager or through the new CALIBRATE_IO procedure,
belonging to the DBMS_RESOURCE_MANAGER package. /O calibration testing
enables you to measure the efficacy of different types of 1/O workload.

Enhancements in the Database Resource Manager include the capability to
automatically switch heavy resource usage sessions based on per-session 1/O limits and
a new default mixed workload resource plan. Oracle Scheduler now lets you create a
new type of small footprint job called a lightweight job. You must use a template to
create a lightweight job. You can also create remote external jobs in Oracle Database
11g by installing a Scheduler agent on the remote server to handle job requests. You
can also create arrays of both regular and lightweight jobs in Oracle Database 11g.
The Oracle Scheduler also supports Data Guard installations in this release.
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For the first time, database passwords are case sensitive. You can use the new
password management function to make passwords more complex than before. You
can also configure fine-grained network access through creating ACLs, to keep
unauthorized users from accessing the network through various UTL_* packages.

In Oracle Database 11g, you can encrypt an entire tablespace when you create a
tablespace.
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An AWR baseline contains representative performanc
period. -
An AWR baseline consists of a set of AWR snapshots.

periods in the future.

You can create both a single baseline template and a
template.

metric statistics over the moving window.

The three threshold types you can specify are: significa
maximum, and fixed values.

Controlling Automated Maintenance Tasks

a
a

There are three automated maintenance tasks in Oracle D

The Automatic SQL Tuning Advisor is the new automated mai .t'e‘ _I ce t
in Oracle Database 11g. ' ! ..
There are seven redefined maintenance windows in Oracle Databas i)
The new package DBMS_AUTO_TASK_ADMIN helps Ima ) g;: ut Iﬂ

maintenance tasks.
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cle restarts the automatic optimizer collection task and the automatic
ent advisor task every four hours if the maintenance window is long.

[ Je DBA_AUTOTASK_OPERATION view shows all automatic task

operations for all clients.

- He" new Oracle background process Autotask Background Process (ABP)
- converts automated tasks into Scheduler jobs.

0 The default resource plan for the maintenance windows is the

Oracle Database 11g, the database can automatically switch sessions to
ther resource consumer groups based on resource usage by the sessions.

switch time is the time allowed for a session before it’s switched to a
different consumer group.

database calls before the calls begin.

switch for call lets you specify that the database return a session to its
original consumer group.

You can have the database automatically switch sessions based on CPU and

[/O usage.

MIXED_WORKLOAD_PLAN.

You can take advantage of the pre-built resource plan by mapping users to
different predefined consumer groups.

Lightweight jobs have a small physical footprint and are faster to create.
O You must use a job template in order to create a lightweight job.

O You can’t set pi ivileges on a per job basis for lightweight jobs.
a

You specify 1ightweight as the value for the job style parameter in
the CREATE_JOB procedure in order to create a lightweight job.

/:I Oracle Database 11g enables you to create a job array.
]

~ Oracle Database 11g enables you to execute remote external jobs.

; .
|
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}

The remote database doesn’t need to have Oracle
You must install Oracle XML DB on the external jo

|
You must run the prvtsch.plb script on the job origi

The schagent.conf file contains the configuration para
Scheduler agent.

logical standby role.

When you create a new Oracle Database 11g database, th passon
case sensitive by default.

The default value of the ignorecase parameter in thi
isno (n).

Fully qualified host names are evaluate
ACLs assigned to individual IP addresse

The encryption clause ina create t

encryption properties.
The keyword encrypt in the stora
The two types of Oracle wallets are encryption wallets and a

Oracle stores the encryption keys in the Oracle Wallet '




204 Chapter 3: Intelligent Infrastructure and Database Security

SELF TEST

The following questions will help you measure your understanding of the material presented in this
chapter. Read all the choices carefully because there might be more than one correct answer. Choose
all correct answers for each question.

Enhancements in AWR Baselines

I. An AWR baseline template allows you to
A. Capture specific time periods in the past only
B. Capture specific time periods in both the past and in the future
C. Capture specific time periods in the future only
D. Schedule the creation of AWR baselines
2. What happens if you don’t specify a value for the expiration parameter when executing the
CREATE BASELINE TEMPLATE procedure?
A. The database will never drop the baseline.
B. You can never drop the template manually.
C. You'll have to maintain the template yourself.

D. The database will not create any new baselines using this template

3. How does a database determine the alert thresholds when it uses the new adaptive metric

thresholds?
A. The database configures the adaptive thresholds based on the SYSTEM_MOVING_
WINDOW baseline.

B. You have to set the adaptive thresholds manually.

C. The adaptive thresholds are already configured when you create the database.
D. The database configures the adaptive thresholds based on the MAINTENANCE_WINDOW

baseline.
4. What must you do before increasing the size of the AWR moving window?
A. Set the WINDOW SIZE parameter to its default value.

B. Increase the size of the AWR retention period to match the size of the moving
window.

C. Decrease the size of the AWR retention period to match the size of the moving
window.

D. You can’t change the size of the AWR moving window.




Self Test 2058

Controlling Automated Maintenance Tasks

5. What is the duration of the predefined AWR maintenance windows?
A. Weekday windows are 4 hours long and weekend windows are 24 hours long.
B. Weekday windows are 12 hours long and weekend windows are also 12 hours long.
C. Weekday windows are 4 hours long and weekend windows are also 4 hours long.
D. Weekday windows are 4 hours long and weekend windows are 20 hours long.

6. Which automatic maintenance task runs only once per maintenance window?
A. SQL Tuning Advisor
B. Auto Optimizer
C. Auto Segment Advisor
D. SQL Access Advisor

7. If you want to change the resource allocation for the automatic tasks in a specific Scheduler
window, you must

A. Change the resources allocation to the DEFAULT_MAINTENANCE_PLAN.

B. Change the resource allocation to the sub-plan ORASAUTOTASK_SUB_PLAN.
C. Change the resources allocation to the DEFAULT_MAINTENANCE_WINDOW.
D. Change the resources allocation to the ORASAUTOTASK_SQL_GROUP resource

consumer group.

8. Which of the following statements is true?

A. Oracle Scheduler assigns permanent Scheduler jobs for the automated maintenance tasks.
B. The MMON background process assigns Scheduler jobs for the automated maintenance tasks.
C. You must manually assign Scheduler jobs for the automated maintenance tasks.

D. The Autotask background process converts the automated maintenance tasks into

Scheduler jobs.

Database Resource Manager New Features
9. You can enable automatic switching of resource-intensive active sessions to a lower priority
group by
A. Specifying automatic resource consumer group switching with session-to-consumer group
mapping rules
B. Setting resource limits for a top call in a session

0

Using the default value for the switch time parameter

D. Manually changing the session attributes while the session is active
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10. The switch estimate parameter in the CREATE_PLAN_DIRECTIVE procedure
A. Lets the database estimate the execution time of a call before the call begins

B. Lets the database estimate the group to which it will switch a session to a different resource
consumer group

C. Specifies the duration for which a call can execute before the database automatically
switches the session to a different resource consumer group

D. Is true by default

1l. The Oracle supplied resource plan named MIXED_WORKLOAD_PLAN
A. Gives priority to batch jobs over interactive jobs
B. Gives equal priority to batch and interactive jobs
C. Gives priority to mixed workload jobs

D. Gives priority to interactive jobs over batch jobs

12. Which of the following resource allocations are correct?
A. The interactive_group gets 85% of the level 2 allocation.
B. The interactive_group gets 15% of the level 2 allocation.
C. The batch_group gets 85% of the level 1 allocation.
D. The batch_group gets 100% of the level 2 allocation.

13. If you specify the switch group value as cancel sqgl, Oracle
A. Cancels the session
B. Kills the active session
C. Cancels the current database call issued by the session
D. Cancels resource allocation to the session immediately

Using New Oracle Scheduler Features

14. A lightweight Scheduler job
A. Inherits its privileges from similar lightweight jobs
B. Inherits its privileges from a similar regular job
C. Inherits its privileges from a Scheduler program

D. Inherits its privileges from the parent job template

15. You can create a lightweight job by using
A. Ajob array
B. A named program
C. A schedule
D. The CREATE_JOB procedure
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16. You must install Oracle XML DB on the

A. Database from which you issue a remote external job request

B. Database that executes the remote external job

C. On the database issuing the external job request and the database fulfilling the request

D. On neither the database issuing the external job request nor the database fulfilling the request
17. When you use the SET_AGENT_REGISTRATION_PASS procedure, which of the following

sets of parameters are optional?

A. registration passwordandmax uses

B. expiration date andmax uses

C. registration passwordand expiration date

D. credential and expiration date

Security Enhancements

18. Which of the following statements is true?
A. By default, passwords are case insensitive in Oracle Database 11g.
B. By default, passwords are case sensitive in Oracle Database 11g.

C. When you upgrade from the 10.2 release to the 11.1 release, all the passwords remain
case insensitive.

D. When you upgrade from the 10.2 release to the 11.1 release, all the passwords are made
case sensitive.
19. Which of the following statements are true, when you are using the ASSIGN_ACL procedure?
A. You can assign multiple ACLs to a host.
B. You can assign only one ACL to a host.
C. If you assign a new ACL to a network target, Oracle drops the old ACL.
D. If you're assigning TCP port range, you must ensure that at least one of the two ports
(lower port and upper port) isn’t NULL.
20. Which of the following clauses can be used in encrypting a tablespace?
A. encryption using '3desl68'
B. encryption using default
C. default storage (encrypt '3desl68')
D. default '3desl168'

LAB QUESTION

What is the best way to create multiple privileges for multiple users and assign those privileges to
multiple host computers?
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SELF TEST ANSWERS

Enhancements in AWR Baselines

I. M CandD are correct. C is correct because an AWR baseline template helps you capture
data for specific time periods in the past. D is correct because you can use baseline templates to
schedule the creation of AWR baselines, both for a single time period as well as for a recurring
time period
X A and B are incorrect because you can’t use the AWR baselines to capture data for past
time periods.

2. M A is correct because the database retains the baseline forever if you omit the expiration
parameter.
B is incorrect because you can always drop a baseline template manually. C is incorrect
because you don’t have to maintain the AWR baselines—the database manages them. D is
incorrect because the expiration parameter has nothing to do with the creation of new
baselines. It has to do with the retention of a baseline template.

3. M A s correct because when a database uses adaptive metric thresholds, it configures the
thresholds based on the SYSTEM_MOVING_WINDOW baseline.
B is incorrect because you don’t manually set the adaptive metric thresholds. C is incorrect
because adaptive thresholds aren’t preconfigured when you create the database. The database
configures the adaptive thresholds based on the activity in the database. D is incorrect because

the adaptive thresholds are based on the SYSTEM_MOVING_WINDOW baseline.

4. M B is correct. You must match the AWR retention period to the size of the AWR moving
window.
& A is incorrect because you don’t have to set the window size parameter default value.
C is incorrect because you must increase, not decrease, the size of the AWR retention period,
assuming that you want to create an AWR moving window that’s larger than its default value.
D is incorrect because you can change the size of the AWR moving window.

Controlling Automated Maintenance Tasks

5. M D is correct. The default weekday maintenance window duration is 4 hours, and the
duration of the two weekend windows is 20 hours.
& A, B, and C are incorrect because they offer the wrong window duration.

6. M A is correct. The SQL Tuning Advisor runs only once during a maintenance window.
& B and C are incorrect because the database will rerun both of these tasks if the maintenance
window is long. D is incorrect because the SQL Access Advisor isn’t one of the three automated
maintenance tasks.
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M A is correct. You change resource allocation for automatic tasks by changing the resources
you allocate for the DEFAULT_MAINTENANCE_PLAN.

B is incorrect because you must change the resource allocation to the DEFAULT _
MAINTENANCE_PLAN plan. C is incorrect because you don’t allocate resources to a
Resource Manager window. D is incorrect because you don’t directly allocate resources to a
resource consumer group.

M D is correct. The new Autotask background process is in charge of converting the
automated maintenance tasks into Scheduler jobs.

A is incorrect because the Oracle Scheduler doesn’t assign permanent Scheduler jobs
for automated maintenance tasks. B is incorrect because the MMON process doesn’t assign
Scheduler jobs to the automated maintenance tasks. C is incorrect because you don’t assign
the Scheduler jobs manually to the automated maintenance tasks.

Database Resource Manager New Features

9.

M A and B are correct. A is correct because you can specify consumer group switching by
sessions based on the session-to-consumer group mapping. B is correct because Oracle Database
11g introduces the capability whereby the database can automatically switch sessions among
resource groups based on the resource limits you specify for the top call in an active session.

& Cis incorrect because the default value of the switch time parameteris unlimited,
which means that a database will never switch a session automatically. D is incorrect because
manually changing the session attributes doesn’t fall under automatic switching of active
sessions by the database.

M Aiscorrect. The switch estimate parameter lets the database figure out how long a
call will take to execute, before the call starts.

B is incorrect because the switch estimate parameter tells you the estimated time
to complete a call, not the group to which the session will be switched. C is incorrect because
the switch estimate parameter doesn’t have anything to do with the duration for which
a call can execute before it’s automatically switched to another consumer group. D is incorrect
because the switch estimate parameter is FALSE by default.

M D is correct. The Oracle-supplied resource plan MIXED_WORKLOAD_PLAN gives
priority to interactive jobs over batch jobs.
X A, B, and C are incorrect because interactive jobs get a higher priority than batch jobs.

M Aiscorrect. The interactive group gets 85% of the level 2 allocation.

& B, C, and D are incorrect because they all show the wrong allocation of resources. The
interactive group gets 85% of the level 2 allocation and the batch job gets 100%
of the level 3 allocation. Neither gets any allocation at level 1.

M Ciscorrect. If the switch group parameter has the value cancel sql, Oracle cancels
the currently executing database call made by the session once the session exceeds a resource limit.
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X A is incorrect because Oracle doesn’t terminate the session. B is incorrect because Oracle
doesn’t terminate the session. D is incorrect because the database doesn’t alter the resource
allocation to the session—it simply cancels the currently running database call.

Using New Oracle Scheduler Features

14.

I5.

l6.

17.

M D is correct. You must use a template for creating a lightweight job and the job will inherit
all its privileges from the parent job template.

A, B, and C are incorrect because a lightweight job inherits its privileges from the parent
job template.

M A, B, C, and D are correct. You can create a lightweight job with a job array, a named
program, a schedule, and with the CREATE_JOB procedure, so all alternatives are correct.

M A is correct. You must install Oracle XML DB on the database originating the remote
external job.

B is incorrect because you don’t need the Oracle database to be installed on the job
executing host. You just need to install the Scheduler agent on that host. C is incorrect because
you need the Oracle database to be installed only on the job originating database. D is incorrect
because you do need to install Oracle on the job originating database.

M B is correct. Both the expiration date and max uses parameters are optional,
although Oracle recommends that you specify both parameters in order to tightly control
network access.

& A and C are incorrect because the registration password parameter is mandatory.
D is incorrect because there is no credential parameter in the SET_AGENT_REGISTRATION_
PASS procedure.

Security Enhancements

18.

19.

M B and C are correct. B is correct because, by default, passwords are case sensitive in Oracle
Database 11g. C is correct because the password remains case insensitive when you upgrade to
Oracle Database 11g from an older release database.

X A is incorrect because passwords are case sensitive by default in Oracle Database 11g.

D is incorrect because when you upgrade to the 11.1 release, passwords continue to remain
case insensitive. You can make all the passwords casesensitive by using the alter user...
statement.

M B is correct. When you use the ASSIGN_ACL procedure to assign ACLs to a host, you can
assign only one ACL per host.

X A is incorrect because you can’t assign multiple ACLs to a host. C is incorrect because Oracle
doesn’t drop an ACL when you assign a new ACL to a network target. If you assign a new ACL
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to a network target, Oracle unassigns the previous ACL list assigned to that target. D is incorrect
because you must ensure that both the lower port and the upper port aren’t NULL.

20. M Aiscorrect. The encryption using '3des168' clause is syntactically correct. It
specifies the encryption algorithm to use for the tablespace you’re encrypting.
B, C, and D are incorrect because they aren’t syntactically correct.

LAB ANSWER

You can specify multiple role privileges in a single ACL creation statement. You can assign the
privileges to multiple host computers in a single execution of the ASSIGN_ACL procedure. In the
following example, I create the ACL first and then assign privileges.

Create the access control list by executing the CREATE_ACL procedure, as shown here:

begin
DBMS NETWORK ACL ADMIN.CREATE ACL (
acl => 'test.xml',

description => 'Network connection permission for -
SUPERVISOR and CLERK',

principal => 'SUPERVISOR',
is_grant => TRUE,
privilege => 'resolve');
DBMS NETWORK ACL ADMIN.ADD PRIVILEGE (acl => 'test.xml',
principal => 'CLERK',
is grant => TRUE,
privilege => 'connect',
position => null);
end;

The CREATE_ACL procedure creates the first procedure and grants the resolve privilege to
the first user (principal), who is named SUPERVISOR. The ADD_PRIVILEGE procedure adds
the second user (clerk) and grants the connect privilege to that user.

Assign the access control list to multiple hosts by executing the ASSIGN_ACL procedure.

begin
DBMS NETWORK ACL ADMIN.ASSIGN ACL (
host => '* . mycompany.com') ;
DBMS NETWORK ACL ADMIN.ASSIGN ACL (
acl => 'test.xml',
host => '*_ us.mycompany.com',
lower port => 80,
upper port => 99);
end;

The first invocation of the ASSIGN_ACL procedure creates the first target host, and the second
invocation creates the second target host.
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ome of the most important enhancements in Oracle Database | |g pertain to the SQL

tuning process. The database can run the SQL Tuning Advisor automatically to tune high-

load SQL statements. SQL Plan Management is a brand feature that automatically controls
SQL plan evolution by maintaining what are called SQL plan baselines. Unlike stored outlines, SQL
Plan Management is a preventative mechanism that helps stabilize the performance of the database
by avoiding plan regressions. There are significant enhancements in the SQL Access Advisor,
including the ability to make partitioning recommendations for tables, indexes, and materialized
views. I'll start the chapter with a review of the Automatic SQL Tuning Advisor.

CERTIFICATION OBJECTIVE 4.01

Automatic SQL Tuning Advisor

In Oracle Database 10g, Oracle introduced the Automatic Tuning Optimizer, which
is the name given to the optimizer when it is running in the tuning mode instead

of in the normal mode. In the normal mode, the optimizer creates an execution
plan under strict time constraints. In the tuning mode, the optimizer is given more
latitude to produce a better execution plan. The output of the optimizer isn’t an
execution plan but recommendations for improvements along with a summary of the
benefits you might expect by implementing those recommendations. Oracle offered
the Automatic Tuning Optimizer for complex and high-load SQL statements. The
advisor’s goal is to target poorly written SQL statements as well as SQL statements
that perform poorly because the optimizer generates a poor execution plan due to
the lack of up-to-date statistics. A good way to find these types of statements is to
use the Automatic Database Diagnostic Monitor (ADDM). The Automatic Tuning
Optimizer performs the following types of analysis for high-load SQL statements:

B Statistics analysis

B SQL profiling

B Access path analysis
B SQL structure analysis

The ADDM identifies high-load SQL statements and you can use the SQL
Tuning Advisor to fix these SQL statements. The SQL Tuning Advisor invokes the
Automatic Tuning Optimizer to tune the SQL statements it offers the Optimizer.
However, this still leaves the responsibility for reviewing the ADDM reports and
running the SQL Tuning Advisor in the hands of the Oracle DBAs, as the SQL

Tuning Advisor only makes recommendations and doesn’t automatically tune the
statements in any way.
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In Oracle Database 11g, by default, the Automatic Tuning Optimizer runs
regularly during the Oracle Scheduler maintenance window, as the new automated
maintenance task called the SQL Tuning Advisor task. You can also customize
the maintenance window by changing attributes such as the days of the week, the
frequency, and the start and end time. The database can automatically tune problem
SQL statements by implementing the recommendations made by the SQL Tuning
Advisor during the nightly maintenance window. The Automatic SQL Tuning
Advisor is essentially the same as the Automatic Tuning Optimizer introduced in
Oracle Database 10g. The automatic part of the SQL Tuning Advisor is what’s new
in Oracle Database 11g. During its run each night, the Automatic SQL Tuning
Advisor picks the high-load SQL statements from the AWR and offers tuning
recommendations. The Automatic SQL Tuning Advisor can also automatically
implement any SQL profile recommendations without your intervention.

The Automatic SQL Tuning Advisor chooses the tuning candidates from the
AWR. When you manually run the SQL Tuning Advisor, you have to provide the
advisor the SQL queries you want it to analyze. You normally use SQL Tuning
Sets to provide the SQL statements to the optimizer. In automatic SQL tuning,
the SQL workload is automatically chosen by the Advisor, without the need for
the DBA to create and load any SQL tuning sets. The advisor also automatically
tests SQL profiles and can automatically implement them if you want. The advisor
also automatically retunes any SQL statements whose performance is found to
deteriorate over time.

The SQL Tuning Advisor still takes into account the same four things that it did
in Oracle Database 10g:

B Statistical analysis Gathering missing or stale statistics

B SQL profiling Creating new SQL profiles

B Access path analysis Adding indexes

B SQL structure analysis Modifying SQL statements to make them efficient.

Automatic SQL Tuning targets SQL statements for automatic tuning based
on the Automatic Workload Repository (AWR) Top SQL identification. The
SQL statements are identified if they are at the top of the list in four distinct time
periods: any hour in the past week, any day in the past week, the past week, or
single response time. When the Automatic SQL Tuning task executes during the
maintenance window, the candidate SQL statements identified by the AWR are
automatically tuned by it. The advisor will create any SQL profiles that are necessary
to improve the performance of the candidate SQL statements. Before implementing
the SQL profiles, the advisor tests the profiles first. You can request a report of the

tuning analysis and check the tuned SQL statements to determine if you want to
retain the new SQL profiles implemented by the tuning advisor or remove them.
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SQL Profiles

Because of the limited nature of its run, often the cost optimizer’s estimates of
important things such as cardinality and selectivity and cost aren’t accurate, leading
the optimizer to pick less than optimal execution plans. When you run the SQL
Tuning Advisor with the comprehensive scope, it invokes the cost optimizer in the
tuning mode, requiring the optimizer to collect additional statistics beyond what it
usually collects by using partial execution and
sampling techniques. A SQL profile contains
these additional statistics. SQL Profiles, since

WEGCL The SQL Tuning Advisor they don’t require changing of the SQL statement
doesn’t automatically implement all SQL itself, are ideal for use in packaged applications
profiles. where you can’t easily change the code.

Once a SQL profile is generated, the

optimizer uses its normal statistics that it gathers, along with the additional
information collected in the SQL profile, to turn out more accurate execution
plans. The Automatic SQL Tuning Advisor may recommend SQL profiles as part
of its overall recommendations and you can choose to have these SQL profiles
automatically implemented as well.

Datch

Understand the steps in the if the advisor finds that there are missing
automatic tuning process. What happens statistics?

The auxiliary information contained in a SQL profile includes the following:

B Customized optimizer settings based on past execution history for statements
B Adjustments to compensate for missing or stale optimizer statistics

B Adjustment for estimation errors in optimizer statistics resulting from factors
such as a skewed data distribution

The Automatic Tuning Optimizer (ATO) uses the additional time at its disposal
to gather the auxiliary information, which it stores in a SQL profile and makes a
recommendation for the acceptance of the SQL profile. Once you implement a SQL
profile, the query optimizer will make use of that profile to generate a more accurate
and efficient execution plan for a SQL statement.
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Automatic SQL tuning doesn’t tune the following types of SQL statements:

Recursive SQL statements.

Ad hoc or rarely repeated SQL statements. If a SQL statement isn’t
repeatedly run, or if a SQL statement isn’t repeated at least once a week,
it is deemed ad hoc.

Parallel queries.

A query that continues to show a long execution time even after SQL
profiling, thus making it impractical to test-execute those queries. The
advisor ignores such queries. As long as a new SQL profile makes a long
running query finish much faster, the advisor can accept them because it can
test-execute them.

SQL statements using the insert and delete statements.

Statements using DDL statements such as the create table as
select statement.

The interesting thing is that with the exception of the ad hoc statements, you can
tune all the other types of statements by running the SQL Tuning Advisor yourself!

The Automatic SQL Tuning Process

Automatic SQL tuning consists of first identifying candidates for the tuning
process, tuning the SQL statements, making recommendations, and automatically
implementing any SQL profile recommendations. In the following sections, I
describe the steps in the automatic SQL tuning process.

Identification of SQL Tuning Candidates

Using the sum of the CPU time and the /O time as metrics, the database orders SQL
statements as candidates for tuning. Only those statements that offer a high potential
for improvement are accepted as candidates. The automatic SQL tuning process bases
the candidates on the top SQL identified by the AWR. The AWR prepares a candidate
list by putting the top queries in the past week into the following four “buckets”:

Top for the week
Top for any day in the week
Top for any hour during the week

Highest average single execution
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Each of the buckets can have a maximum of 150 SQL statements in it. The SQL
tuning advisor combines the four buckets into a single group, by assigning weights to
each of the buckets. The advisor then ranks the candidate SQL statements based on
the impact they’ll have on performance. The advisor figures the performance impact
of each SQL statement by combining the CPU time and the /O time statistics
captured by the AWR for the statement.

Tuning and Making Recommendations

The SQL Tuning Advisor tunes each of the candidate SQL statements in the order
of their performance impact. If a SQL profile is found for a statement, the advisor
verifies that the base optimizer statistics are current for the SQL profile. If not—that
is, if the advisor finds stale or missing statistics—it passes along this information
to the GATHER_STATS_JOB job, which gathers statistics. The advisor makes
different types of recommendations and reports them, but it can automatically
implement only those recommendations that involve the creation of SQL profiles.
In order for the advisor to automatically implement SQL profiles, you must set

the accept sql profiles task parameter to true when executing the
DBMS_SQLTUNE.SET_TUNING_TASK_PARAMETER procedure. The other
types of recommendations (besides SQL profiles) include the creation of new
indexes, refreshing stale statistics, and restructuring SQL statements.

Testing the Recommendations for New SQL Profiles

For each SQL profile it recommends, the automatic SQL Tuning Advisor will run the
problem statement with and without the SQL profile and compare the performance.
The database will accept a new SQL profile only if it offers a potential performance
improvement of at least threefold. The advisor creates all SQL profiles in the standard
EXACT mode. The SQL Tuning Advisor will have to consider implementing a new
SQL profile only if the profile results in a new explain plan for a SQL statement. The
advisor will implement a new SQL profile after tests reveal that it will result in at least
a threefold improvement in performance. The benefit is computed by summing the
CPU and /O time savings that result from the adoption of the new SQL profile. The
advisor will not only look for a threefold improvement in the sum of the CPU and
[/O usage, but it also stipulates that neither statistic must become worse as a result of
implementing the new SQL profile. Thus, the adoption of a new SQL profile by the
advisor will ensure that the SQL statement in question will run much faster.

The benefit percentage for each recommendation uses the formula
benefit%=(time_old — time_new)/(time_old).
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Implementing the SQL Profiles That Meet the Criteria

Besides the threefold improvement in performance, a new SQL profile may have to
satisfy other requirements as well, such as the objects involved in the query having
recent optimizer statistics.

You must set the statistics_level initialization parameter to at least
typical in order for automatic SQL tuning to work. If you set the value of
the parameter to basic, automatic SQL tuning will be disabled because this
setting will also disable the functioning of the AWR, which is the source of the
SQL statements.

Use the DBA_SQL_PROFILES view to determine which SQL profiles have been
automatically implemented by the database. The value of the TYPE column in this
view will be set to AUTO for all automatically implemented SQL profiles.

Configuring Automatic SQL Tuning

The DBMS_SQLTUNE package provides several procedures to control various
aspects of the Automatic SQL Tuning task (SY_AUTO_SQL_TUNING_TASK).
Use the SET_TUNING_TASK_PARAMETERS procedure to configure automatic
SQL tuning in your database. You must log in as the user SYS to configure automatic
SQL tuning because SYS owns the automatic SQL tuning task. The following are
the various parameters you can specify for an automatic SQL tuning task, using the

SET_TUNING_TASK_PARAMETERS procedure:

B accept sgl profiles determines whether the database must
automatically accept a SQL profile.

B replace user sqgl profiles determines whether the task should
replace the SQL profiles created by the user.

B max sql profiles per exec specifies the maximum number of SQL
profiles that can be accepted for a single automatic SQL tuning task.

B max auto sqgl profiles determines the total number of SQL profiles
that are accepted by the database.

B execution days to expire specifies the maximum number of days
for which the database saves the task history. Default is 30 days.

The five parameters shown here are applicable only to the automatic tuning
task and not to the manual SQL tuning tasks.
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The database implements Automatic SQL Tuning as an automated maintenance
task some time after the start of the maintenance window. The job’s name is SYS_
AUTO_SQL_TUNING_TASK. The job first sorts the candidate SQL statements
that it gets from the AWR. The job then tunes each statement according to its
performance rank. If it creates a SQL profile recommendation for any candidate
statement, it tests that profile before moving on to the tuning of the next SQL
statement. By default, the automatic SQL Tuning Advisor runs for a maximum of
one hour but you can change this by specifying a higher value for the time limit
parameter in the SET_TUNING_TASK_PARAMETERS procedure, as shown in

this example:

SQL> exec dbms sqltune.set tuning task parameters
('SYS AUTO SQL TUNING TASK', 'TIME LIMIT', 14400);

In the example, the TIME_LIMIT parameter has a value of 14400 seconds, which
means that the Automatic SQL Tuning task will run for 4 hours (14400 seconds)
during a maintenance window.

Automatic SQL Tuning will be disabled if you set the statistics level
initialization parameter to BASIC, turn off the AWR snapshots, or set the AWR
retention period to less than seven days.

You can control the SYS_ AUTO_TUNING_TASK, which runs the Automatic SQL
Tuning Advisor job, by using the following procedures from the DBMS_SQLTUNE
package:

B SET_TUNING_TASK_PARAMETERS You've already seen how you can
use the special task parameters such asmax sqgl profiles per exec
to control the automatic tuning task.

B EXECUTE_TUNING_TASK Use this to manually run the turning task in
the foreground.

B REPORT_TUNING_TASK Lets you produce a text report of the task

execution.

You can disable and re-enable the Automatic SQL Tuning Advisor job by using
the DBMS_AUTO_TASK_ADMIN package.

Managing Automatic SQL Tuning

The Automatic SQL Tuning process runs as part of a single automated maintenance
task on a single instance, during the maintenance window. Use the new PL/SQL
package DBMS_AUTO_TASK_ADMIN to manage all automated maintenance
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tasks including the automatic SQL tuning task. For example, you can enable the
automatic SQL tuning advisor task using the ENABLE procedure, as shown here:

begin

dbms auto task admin.enable (
client name => 'sgl tuning advisor',
operation => 'NULL',
window_name:'NULL');

end;

In the previous example, the window name parameter has a value of NULL,
meaning that the task is enabled in all maintenance windows. You can specify a
window name instead, to enable the task only in a specific maintenance window,
as shown in the following example:

begin

dbms auto task admin.enable (

client name => 'sqgl tuning advisor',
operation => 'NULL',

window name='monday night window');
end;

The Automatic SQL Tuning Advisor task (SYS_AUTO_SQL_TUNING_TASK),
which runs nightly as part of the automated maintenance tasks infrastructure, generates
a list of candidate SQL statements for tuning from the AWR data and tunes the
statements in order of importance, one SQL statement at a time. After it tests each
recommendation successfully, it accepts the recommendation and moves on to the next
SQL statement in the candidate list. To disable the automatic SQL tuning advisor task,
just replace the ENABLE procedure with the DISABLE procedure, as shown here:

begin

dbms auto task admin.disable (
client name => 'sqgl tuning advisor',
operation => 'NULL',

window name='NULL') ;

end;

Because [ specified NULL as the value for the window name attribute, that task
is disabled in all maintenance windows. As in the case of enabling the task, you can
disable the task only in a specific maintenance window by providing the window
name as the value for the window name attribute.

Here’s an example that shows how to configure an automatic SQL tuning task to
automatically accept SQL profiles recommendations made by the SQL Tuning Advisor:

SQL> begin
2 dbms sgltune.set tuning task parameters (
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3 task name => 'SYS AUTO_ SQL TUNING PROG',
4 parameter => 'accept sqgl profiles', value => 'true');
5* end;

SQL> /

By setting the value of the accept sql profiles parameter to true, you
ensure that the task will accept SQL profiles automatically. Similarly, you can specify
the maximum number of automatic SQL profiles allowed by setting a value for the
max_auto sqgl profiles parameter and the maximum number of SQL
profiles that the database can automatically implement per execution a task by
setting a value for the ma x _sql profiles per exec parameter.

Note that the accept sgl profiles,max _sql profiles per exec,
and the max_auto sgl profiles parameters apply exclusively to the Automatic
SQL Tuning task.

on thB You can run the SQL Tuning Advisor in the test-execute mode to save time.
Oob The test-execute mode will use just the costs of executing a plan to test
performance. You can run the advisor in the test-execute mode by using the
test execute parameter when you execute the SET_TUNING_TASK_
PARAMETERS procedure.

You can configure various Automatic SQL Tuning task parameters easily by using the
Enterprise Manager. To configure using Database Control, you use the Automatic SQL
Tuning Settings page, which you can access by clicking the Configure button on the
Automated Maintenance tasks page. This takes you to the Automated Maintenance
Tasks Configuration page, where you'll see all the predefined maintenance windows.
SQL Tuning Advisor will run in all these predefined maintenance windows by default,
but you can disable it from any window you like. You can click the Edit Window Group
button to edit the windows.

You can specify all the Automatic SQL Tuning parameters just discussed on the
Automatic SQL Tuning Settings page. Note that by default, automatic implementation
of SQL profiles is deactivated.

EXERCISE 4-1

Using Enterprise Manager to Access the SQL Tuning Advisor

The following exercise shows how to use the SQL Tuning Advisor to get
recommendations for fixing a SQL statement to improve its performance. In
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this example, use the ADDM finding with the highest impact as the source of the
SQL statement that you want the SQL Tuning Advisor to tune. Here are the steps:

I. On the Database Home page, click the finding with the highest impact on
database time.

2. The SQL Details page appears. Click Schedule SQL Tuning Advisor.
3. Click Submit on the Scheduler Advisor page that appears.

4. When the advisor task is completed, the database displays the recommendations.
Click Implement if you want to adopt the recommendations.

5. Click Yes on the Confirmation page. This will create a new SQL profile to
improve the performance of the statement that the advisor is tuning.

6. Once you implement the SQL Profile that the advisor recommends, access
the Performance page after the database executes the tuned SQL statement
the next time, to view the benefits of the tuning.

You can view information about the recent runs of the Automatic SQL Tuning
task by going to the Automated Maintenance Tasks page. On the Database Control
home page, click the Server tab. Under the Tasks section in the Server page, click
the Automated Maintenance Tasks link. You'll see all predefined tasks on the
Automated Maintenance Tasks page. Click either the Automatic SQL Tuning task
or the most recent execution icon to get to the Automatic SQL Tuning Result
Summary page.

Interpreting Automatic SQL Tuning Reports

Execute the REPORT_AUTO_TUNING_TASK function from the DBMS_SQITUNE
package to get the automatic SQL tuning reports. The report you get contains all
SQL statements analyzed in the most recent execution of the Automatic SQL Tuning
task. The report includes recommendations that were implemented as well as those
that weren’t.

SQL> begin
2 :test report :=dbms sgltune.report auto tuning task (
3 type => 'text',
4 level => 'typical',
5 section => 'all'");
6* end;

SQL> /
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PL/SQL procedure successfully completed.
SQL>
print :test report

The text report produced by the REPORT_AUTO_TUNING_TASK procedure
contains all SQL statements that the Automatic SQL Tuning Advisor analyzed in
its last execution, including both the implemented as well as the unimplemented
recommendations made by it. The text report contains the following sections:

General information section describes the task and the inputs for the report
and the number of SQL profiles created.

Summary section lists the tuned SQL statements, the estimated benefits for
each SQL profile, and the test execution statistics for the SQL statements
after incorporating the SQL profiles.

Tuning Findings section shows all findings and information as to whether the
profiles were accepted or not.

Explain Plans section shows explain plans for the SQL statements both

before and after tuning.

Errors section lists all errors produced during the tuning task.

Data Dictionary Views

The following views provide information on automatic SQL tuning job executions:

DBA_ADVISOR_EXECUTIONS Shows metadata information for each task.
DBA_ADVISOR_SQLSTATS Shows a list of all SQL compilation and

execution statistics.

DBA_ADVISOR_SQLPLANS  Shows a list of all SQL execution plans.

For example, you can use the following statement to get a list of all the SQL
Tuning Advisor task executions:

SQL> select execution )name, status, execution start,

execution end
from dba advisor executions
where task name='SYS AUTO SQL TUNING TASK';

Note that the SYS_AUTO_SQL_TUNING_TASK is the name given to the

automated maintenance task that runs the SQL Tuning Advisor.
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CERTIFICATION OBJECTIVE 4.02

SQL Plan Management

Once the cost optimizer provides an efficient execution plan for a SQL statement,
you can’t assume that the optimizer will always use that execution plan. There

may be any number of changes in the database, ranging from changes such as the
addition or deletion of an index, changes in the composition of data that affects
factors such as selectivity and cardinality, to the obvious changes such as a database
or server upgrade. In previous releases, Oracle provided the stored outlines feature
to preserve SQL execution plans to prevent unexpected performance deterioration
caused by a major system change such as a database upgrade. In Oracle Database 11g,
Oracle provides a brand-new feature called SQL Plan Management (SPM), to preserve
SQL performance across major system changes. You can use SPM to preserve SQL
performance when you encounter the following types of system changes:

B Database upgrades

New optimizer versions

Changes in optimizer parameters
Changes in system settings

Changes in schema and metadata definitions

Deployment of new application modules

Although the SQL Tuning Advisor does provide you SQL profiles to improve
SQL performance of high-load statements, that’s done only after the database
identifies the SQL statements as poor performing. If the poor performance resulted
from an execution plan change brought about by one of the large sets of factors that
influence the explain plan, you still have to wait for the ADDM to capture the bad
SQL statements and for the Automatic SQL Tuning Advisor to tune that statement.
This, in other words, is a reactive mechanism at best, to cope with poorly performing
SQL statements. Using stored outlines is a practical alternative, but also requires
manual intervention. Oracle intends SPM as a preventative mechanism from the outset.
The database automatically controls SQL plan evolution with the help of what are
called SQL plan baselines. SPM’s job is to capture and evaluate the execution plans
over time and build SQL plan baselines containing only efficient execution plans.

A new execution plan will be allowed to be part of the SQL plan baseline for a
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specified SQL statement only if the new plan doesn’t cause performance regression.
During the execution of any SQL statement, only a plan that’s a part of that SQL
statement’s SQL plan baseline can be selected for execution. The database uses these
SQL plan baselines to preserve the SQL statement performance in the face of system
changes such as the ones listed previously. The goal is to avoid plan regressions,
while minimizing the time that you have to spend tracking down and analyzing SQL
performance regressions and fixing them.

The SQL plan verification is managed by the new automated maintenance task,
Automatic SQL Tuning Advisor, discussed earlier in this chapter. Because SQL
plan baselines are at the heart of the new SQL Plan Management feature, I review
those next.

SQL Plan Baselines

A SQL plan baseline is a set of all accepted plans in the plan history that the database
maintains for each repeatable SQL statement that the database executes. The plan
history contains all the SQL Plans generated for a particular SQL statement over
time by the optimizer, but only some of those plans may be accepted plans. The
database maintains a plan history for only repeatable SQL statements, but not for
ad-hoc statements. This plan history thus contains all the plans generated for a
specific SQL statement over time and is the key to determining whether a plan has
been changing over time and if newer versions are better than the previous plan
versions stored in the plan history. The plan history includes all information used by
the optimizer when figuring out an optimal execution plan, including information
regarding the SQL text, bind variables, and the environment in which the SQL
statement is being compiled.

Earlier, I said that the SQL plan baseline consists of the set of accepted plans for
a SQL statement. The database defines a plan as acceptable when it verifies that
the plan doesn’t lead to a performance regression when compared to the other plans
in the plan history. Note that the very first execution plan the database generates
for a SQL statement is always considered acceptable by the optimizer and becomes
the original SQL plan baseline as well as the plan history for that statement. Later
execution plans for that statement will automatically become part of the plan history
but not the SQL plan baseline initially. The database will include them in the SQL
plan baseline only if it verifies that they don’t lead to a performance regression.

The database verifies SQL plans as part of the Automatic SQL Tuning task that
runs as one of the automated tasks in the maintenance windows. You don’t have to
configure this automatic verification of SQL plans by the database. The Automatic
SQL Tuning aims strictly at high load SQL statements and automatically converts a
successfully verified plan into an accepted plan.
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Using SQL plan baselines helps minimize potential performance regressions and
stabilize SQL performance over time. Oracle Database 11g provides the new package
DBMS_SPM to support the SQL Plan Management feature. Of course, you can also
use the Enterprise Manager to manage SPM. I explain both methods of managing
the SPM in the following sections.

Capturing SQL Plan Baselines

You capture SQL plan baselines by either having the database automatically capture
SQL plans or you can manually load them yourself. Let’s look at both methods in the
following sections.

Automatic Plan Capture

Set the new initialization parameter optimizer capture sgl plan
baselines to true to let the datable automatically create and maintain a
SQL plan history. By default, this parameter is set to a value of false. Because
the parameter is dynamic, you can enable automatic SQL plan capturing on-the-fly,
with the following statement:

SQL> alter system set
optimizer capture sql plan baselines=true scope=pfile;

Once you set the optimizer capture sqgl plan baselines parameter
to true, as shown here, the database will automatically recognize all repeatable
SQL statements and capture the SQL plans for those SQL queries for each SQL
statement. Setting the parameter to t rue will also generate SQL plan baselines
for the repeatable SQL statements. The database will automatically create a
plan history for each repeatable SQL statement when you set the optimizer
capture sqgl plan baselines parameter to true. Of course, as explained
earlier, the very first SQL plan that the database generates for any SQL statement
is automatically integrated into the corresponding SQL plan baseline. You can use
the automatic SQL plan capturing mechanism to retain good execution plans for
use after a database upgrade. Once you complete the upgrade to Oracle Database
11g, for example, leave the optimizer features enable parameter set to
10.2 (or whatever release you upgraded from, as long as it’s at least equal to 10.0.0,
which is the minimum level you can set the compatible parameter to). The SQL
Plan Management feature will collect the pre-Oracle Database 11g execution plans
and store them as SQL plan baselines in the upgraded database. Once you’re sure
that the database has had a chance to capture all the necessary SQL plan baselines,
you can set the optimizer features enable parameter to 11.1, to take
advantage of the new features offered by Oracle Database 11g. You can thus have
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your cake and eat it too, because you'll be taking advantage of the new features
without suffering a possible performance regression of the SQL statements.

When you turn automatic SQL plan capture on, the database recognizes repeatable
SQL statements and automatically retains a plan history for those statements. The first
SQL plan that the optimizer generates will be part of the original SQL plan baseline
for any given statement. Obviously, if there is but a single execution plan for a SQL
statement it has nothing to compare against. You can also use the SQL Performance
Analyzer that you learned about in Chapter 1 to help you seed a newly upgraded
database with known SQL plans that don’t cause a performance regression upon
upgrading to a new release of the Oracle database. For example, you can use the SQL
Performance Analyzer to find out which SQL statements are likely to regress following
an upgrade to Oracle Database 11g Release 1 from Oracle Database 10g Release 2. You
can then capture all the execution plans for the likely-to-regress SQL statements from
the 10.2 release database and load them manually into the SQL Management Base in
the 11g release database.

Manual Plan Loading

You can use manual plan loading instead of, or together with, automatic plan capture.
There is a major difference between manual plan loading and automatic loading of
plans. When you load plans manually, the database doesn’t verify them for performance.
It immediately adds the plans you manually load as accepted plans to the SQL plan
baseline.

One of the biggest worries when upgrading to a new release of the Oracle database is
the possibility of SQL plan regressions following the use of the new optimizer. You can
now cross this hurdle either by capturing the current SQL plans manually and exporting
them to the target database after the upgrade or by first capturing your SQL workload
into SQL tuning sets before upgrading the database. Once the database upgrade is
completed, you can bulk load the SQL plans into the SQL plan baselines. Note that
even though you start off with manual bulk loading of the SQL execution plans, you
can still have the database automatically capture SQL plans from that point on.

There are two basic ways you can manually load SQL plans to create SQL plan
baselines—using a SQL Tuning Set (STS) and AWR snapshots and loading from the
database cursor cache. In both cases, you make use of the DBMS_SPM package to
manually manage the SQL plan baselines.

Loading SQL Plans from a SQL Tuning Set In order to load plans from
an STS, use the LOAD_PLANS_FROM_SQLSET function of the DBMS_SPM

package, as shown in the following set of steps:

I. Create an empty SQL Tuning Set, as shown here:
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begin

dbmns sqgltune.create sglset(

sglset name => 'testsetl',

description => 'Test STS to capture AWR Data');
end;

/

You can now use the STS you just created to load selected SQL statements
from the AWR. If you’re loading plans from a remote database, you can load
the plans into the STS first and then export and import the STS into the
target database where you want to load the SQL plans.

2. Use the LOAD_SQLSET procedure to populate the empty STS with SQL
statements from the AWR snapshots. In this example, I load the STS from
the AWR baseline peak baseline. The STS will include the top 20 statements
from the AWR peak baseline, based on the elapsed time attribute.

declare

test_cursorl dbms_sgltune.sglset cursor;

begin

open baseline cursor for

select value(p) from table (dbms sgltune.

select workload repository(

'peak baseline',null,null, 'elapsed time',null,null,null,20)) p;
dbms_sglset.load sglset (

sglset name => 'testsetl',
populate cursor => test cursorl);
end;

/

Before you can load the top 20 SQL statements into the STS, you must first
select them from the AWR baseline using a ref cursor and a predefined table
function to select the columns you need. The STS testset] now contains the
top 20 SQL statements in the AWR, ordered by elapsed time.

3. In order to load the SQL plans from the STS as SQL plan baselines, use the
LOAD_PLANS_FROM_SQLSET function of the DBMS_SPM package:

declare

test plans pls integer;

begin

test plans := dbms spm.load plans from sqglset(
sglset name => 'testsetl');

end;

/

The previous three steps showed how to load SQL plans from an STS. In the next
section, I show you how to load SQL plans from the cursor cache instead.
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Loading SQL Plans from the Cursor Cache Instead of using an STS to
load SQL plans, you can use the cursor cache to directly load the plans or the SQL
statements stored in the cache. Here’s the syntax of the LOAD_PLANS_FROM_
CURSOR_CACHE function:

dbms spm.load plans from cursor cache (
sql id in varchar2,

plan hash value in number := null,
sql text in clob,

fixed in varchar2 :='no',

enabled in varchar2 := 'yes')

return pls integer;

Note that the LOAD PLANS FROM_CURSOR_CACHE function is overloaded.
You can use the SQL_ID, PLAN_HASH_VALUE, or the ATTRIBUTE_NAME and
ATTRIBUTE_VALUE pair in the function. Here’s what the key parameters of the
LOAD_PLANS_FROM_CURSOR_CACHE function mean:

B sgl id represents the SQL statement ID used to identify a statement in the
cursor cache.

B plan hash value identifies the plan. A value of null (default) for this
parameter means the database must capture all execution plans for the SQL
statements with a particular SQL ID that are in the current cache.

B The sql text parameter helps identify the SQL plan baseline into which
you are loading the plans from the cursor cache.

B sgl handle identifies the SQL plan baseline into which you're loading
the plans from the cursor cache.

B fixed means that the optimizer will consider only those plans and not
others. If you assign the value of yes for the fixed parameter, the plans you
load will be treated as fixed plans and the database will not evolve the SQL
plan baseline. The default is yes.

B attribute name can take the following values:
B SQL TEXT
B PARSING_SCHEMA_NAME
B MODULE
B ACTION

B attribute value helps specify a selection filter if it is being used as a
search pattern of a 1ike predicate. If not, it’s used as an equality search value.
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B The default value for enabled is yes, which means that all loaded plans
are usable by the optimizer.

Here’s an example that shows how to load SQL plans from the cursor cache, using

the LOAD_PLANS_FROM_CURSOR_CACHE function:

declare
test plans pls integer;
begin
test plans := dbms spm.load plans from cursor cache (

sgql id => '123456789999")
return pls_integer;
end;

/

In this example, [ used a make-believe value for the sql id parameter. In a
real-life situation, you must provide the actual sql id for the SQL statement
whose plans you want to load from the cursor cache.

Selecting SQL Plan Baselines

Once you collect the SQL plans either from the AWR or from the cursor cache,
the next step is to enable use of the SQL plan baselines. To do this, you must set the
optimizer use sql plan baselines initialization parameter to true.
The parameter is set to false by default, meaning SQL plan baselines aren’t
enabled by default. When the optimizer compiles any SQL statements, it follows

a conservative explain plan selection strategy when you use SQL plan baselines,
which | summarize here.

Jatch

v Know the role played baselines and optimizer use
by the two initialization parameters sql plan baselines in the SQL Plan
optimizer capture sql plan_ Management feature.

B When the database recognizes a new SQL statement as a repeatable statement
for the first time, it adds the lowest cost plan for that statement to the SQL
plan baseline for that statement. The database will then use this SQL plan
baseline to execute the SQL statement.
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B When the initialization parameter optimizer use sgl plan
baselines is set to its default value of true, it enables the use of the SQL
plan baselines stored by the database in the SQL Management Base (SMB).
The optimizer will look for a SQL plan baseline for the SQL statement the
database is compiling. If a SQL plan baseline exists for that SQL statement,
the database uses a comparative plan selection policy—that is, the optimizer
will figure out the cost of each of the baseline plans and pick the one with the
lowest cost. The optimizer will create a best cost plan and try to match it to a
plan in the SQL plan baseline. If it finds a match, it goes ahead and executes
the statement using the best cost plan. If the database fails to match the best
cost plan with any plan in the SQL plan baseline, it will add the new plan to
the plan history as a non-accepted plan first. It then chooses the lowest cost
plan from the set of accepted plans in the SQL plan baseline and executes the
statement using that plan for the statement after comparing it with all the
accepted plans in the SQL plan baseline. If it matches a plan in the baseline,
it will go ahead and use that plan. In reality, only the outline for each plan
is stored in the SMB. Therefore, the optimizer will reproduce the actual
execution plan from the stored outline of the selected plan and execute the
statement using that plan.

B [f the database can’t reproduce any of the accepted plans in the baseline, say
because you dropped an index, then the optimizer uses the lowest cost plan
for a newly compiled SQL statement.

You can view the execution plan for the specified SQL_HANDLE of a plan
baseline by executing the DBMS_XPLAIN.DISPLAY _SQL_PLAN_BASELINE
function.

B The end result is that the optimizer will always produce a plan that’s either the
best cost plan or a baseline plan. You can query the OTHER_XML column in
the PLAN_TABLE after running an explain plan on a SQL statement, to find
out exactly what strategy the optimizer has adopted in a specific case.

Evolving SQL Plan Baselines

The database routinely evaluates new plan performance with a view to integrating
plans with superior performance into the SQL plan baseline for the corresponding
SQL statement. Evolving SQL plan baselines is the critical phase when the database
changes a non-accepted plan in the plan history to an accepted plan and makes it
part of the SQL plan baseline. In order to deem a plan in the history an accepted
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plan, its performance must be better than already
accepted plans that are in the SQL plan baseline.

Datch ..
It’s important to

understand how a plan becomes an
accepted plan. You must understand
the difference between an accepted
and an enabled plan.

To successfully verify a non-accepted plan, the
database compares the plan’s performance to that
of a plan it selects from the SQL plan baseline
and ensures that the former delivers superior
performance.

You need to formally evolve a SQL plan

baseline only if you're using automatic plan

capture. If you're using the manual capture process through an STS or a cursor cache,
the moment you load a new plan into a SQL plan baseline, they are considered
accepted plans and thus don’t have to go through the evolution process described
here. You must, however, formally evolve all SQL plans that the database captures
automatically.

You can evolve SQL plan baselines in two ways: with the EVOLVE_SQL_PLAN_

BASELINE function or the SQL Tuning Advisor. I describe both methods in the
following sections.

Using the EVOLVE_SQL_PLAN_BASELINE Function The EVOLVE_
SQL_PLAN_BASELINE function determines whether a new plan added to the
plan history performs better than a plan from the corresponding SQL plan baseline.
If so, it adds the new plan to the SQL plan baseline as an accepted plan. Here’s an
example:

SQL> exec dbms_spm.evolve sgl plan baseline (sqgl handle =>
'123456789999") ;

In this example, [ used the sql handle attribute to evolve a plan for a
particular SQL statement. However, you can also provide a list of plans or simply
provide no value for the sql _handle attribute. In this case, the database will
evolve all non-accepted plans that are in the SQL Management Base.

Let’s look at the EVOLVE_SQL_PLAN_BASELINE procedure in more detail.

Here’s the syntax of the function:

dbms spm.evolve sgl plan baseline (

sql handle in varchar2 :=null,

plan name in varchar2 :=null,

time limit in integer :=dbms_spm.auto limit,
verify in varchar?2 = 'YES',

commit in varchar2 := 'YES')

return clob;
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There is also a second form of the EVOLVE_SQL_PLAN_BASELINE function,
where you can use a PLAN_LIST attribute instead of the SQL_HANDLE and the
PLAN_NAME attributes.

Here are the different parameters of the EVOLVE_SQL_PLAN_BASELINE

function:

B sgl handle identifies the SQL statement. If you don’t specify aplan name,
a null value for this parameter requests the database to evaluate all non-
accepted plans.

B plan name is the plan identifier. If this is null (the default) and the
sgl handle parameter is null as well, the database evaluates all SQL
statements. If the plan name parameter is null but the sgl handle
parameter isn’t, the database evaluates all non-accepted explain plans for
the specified SQL statement.

B plan list provides a list of plan names.

B The time limit parameter specifies the time limit for the evolution of
the SQL plans. The default is doms_spm.auto limit, which means the
database will select the time limit based on the number of plan verifications
it has to perform. You can use the dbms_spm.no_limit value for the
time limit parameter to remove a time limit for the plan verification
process.

B The verify parameter can take a value of yes (default ) or no. The yes
value means that the database will verify a non-accepted plan to make sure
it does yield better performance than a plan chosen from the SQL plan
baseline for the relevant statement. If you pass the value no for the verify
parameter, the database will change non-accepted plans into accepted plans
without any plan execution and performance comparison.

B The commit parameter specifies whether the database should update the
accepted status of non-accepted plans to yes. The default is yes, meaning
the status of qualifying non-accepted plans is updated. A value of no for the
commit parameter means the database will not update the accepted status
of non-accepted plans.

B The return parameter is a CLOB that contains a text report showing all
non-accepted plans, with the changes in their accepted status. If you specify
yes as the value for the veri fy parameter, the text report will also contain
the result of the performance verification of plans.
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You can export SQL baseline plans from the SQL Management Base into a
staging table and then import the baselines from the staging table into the
SQL Management Base in a different database.

Evolving SQL Plans with the SQL Tuning Advisor You can also evolve
SQL plan baselines by running the SQL Tuning Advisor. This applies to both
manual and automatic executions of the SQL Tuning Advisor task. When the SQL
Tuning Advisor recommends accepting a SQL profile, it does so because the explain
plan with the SQL profile is better than the original explain plan for the untuned
statement. Once you accept the SQL profile recommendation and implement it, the
advisor automatically adds the plan to the SQL plan baseline for that SQL statement.

Fixed SQL Plan Baselines

If a SQL plan baseline contains one or more enabled plans for which the fixed
attribute value is set to yes, the baseline is considered fixed. You can set the fixed
attribute to YES for any plan you want, thereby limiting the set of possible plans for

a given SQL statement. You usually fix one plan
e)am per baseline and, because the optimizer will give

preference to the fixed plans over the nonfixed

Match ) L
You must know the plans in the SQL plan baseline, it will use the
implications of marking a plan as fixed fixed plan. Remember that this will make the
when there are multiple plans that are optimizer pick the fixed plan even if some of
marked as fixed. the nonfixed plans are actually cheaper, with a
lower cost of execution.

The database doesn’t evolve a fixed SQL plan baseline because the optimizer doesn’t
add any new execution plans to a fixed SQL plan baseline. You may, however, evolve
even a fixed SQL plan baseline by manually loading a new plan either from the
cursor cache or a SQL Tuning Set.

SQL Plan Baseline Attributes

A SQL plan baseline has several attributes that you can change in order to fine-tune
the SQL Plan Management feature. The DBA_SQL_PLAN_BASELINES view
provides detailed information about all the SQL plan baselines stored in the SMB.
Here’s a query that shows how to find out key information about the SQL plan
baselines in your database:

SQL> select sql handle, sql text, plan name,
origin, enabled, accepted, fixed, autopurge
from dba sgl plan baselines;
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SQL HANDLE SQL TEXT PLAN NAME ORIGIN ENA ACC IX AUT

sor_mext

SYS SQL 02a delete from... SYS SQL PL AUTO YES YES NO YES

SYS SQL a6f SELECT... SYS SQL PL AUTO YES YES NO YES
SQL>

on thB If you’re using a fixed plan, the explain plan for that statement will indicate at
Oob the end that the plan is a fixed plan.

The following is a brief explanation of the key attributes of a SQL plan baseline:

B SQL HANDLE, SQL TEXT, and PLAN NAME identify the SQL statement.

B The ORIGIN attribute denotes whether the plan was loaded manually
(MANUAL-LOAD) and tuned by you (MANUAL-SQLTUNE), or if the
database automatically captured the load (AUTO-CAPTURE) and tuned
it (AUTO-SQLTUNE).

enabled specifies whether the baseline plan is enabled by the optimizer for use.

B accepted shows whether the plan has been verified and found not to lead
to a performance regression.

B fixed indicates whether this plan is one of the “fixed” cases. If any of the
plans in a baseline are fixed, the database will consider the best plan among the
fixed plans only. All other plans are ignored in preference to the fixed plans.

B auto purge shows whether the plan is automatically purged by the database.

Note that any plans that you load manually will always have the accepted
status because they are deemed to be verified plans. The database can also
automatically change the status of a plan to accepted after its verification. In
addition, you can manually set the status of any SQL plan to accepted through
the ALTER_SQL_PLAN_BASELINE procedure, as shown here:

SQL> exec dbms spm.alter sgl plan baselines (
sgl_handle => SYS SQL 122222222',
plan name => 'SYS SQL PLAN b5429522ee05able’,
attribute name => 'accepted-status',
attribute value => 'YES');

You can also disable an accepted plan by removing the enabled setting through

the ALTER_SQL_PLAN_BASELINE view. Here’s an example:

declare
ctr binary integer;
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begin
ctr := dbms_spm.alter sql plan baseline (
sgl handle => 'SYS SQL eObl9f65b5429522"',
plan name => 'SYS SQL PLAN b5429522ee(05able’',

attribute name => 'ENABLED',
attribute value => 'NO'
);

end;

on tnB A job must have the enabled and the accepted status in order for the
0 ob Optimizer to consider its use.

Once you disable a plan, the optimizer won’t consider that plan any longer. When
you re-enable the plan, the optimizer starts taking the plan into account again.

Managing SQL Plan Baselines

You can view the SQL plans stored in the SQL plan baseline for a specific
SQL statement, using the DISPLAY_SQL_PLAN_BASELINE function of
the DBMS_XPLAN package, as shown the following example:

SQL> set serveroutput on

SQL> set long 100000

SQL> select * from table(
2 dbms xplan.display sgl plan baseline (
3 sgl handle => 'SYS SQL bab5el2ccae87040f',
4* format => 'basic'));

PLAN TABLE OUTPUT

SQL handle: SYS SQL babel2ccae97040f

SQL text: select t.week ending day, p.prod subcategory, sum(s.
amount sold) as dollars, s.channel id,s.promo_id
from sales s,times t, products p where s.time id =
t.time id and s.prod id = p.prod id and
s.prod id > 10 and s.prod id <50 group by
t.week ending day, p.prod subcategory,

PLAN TABLE OUTPUT

Plan name: SYS SQL PLAN ae97040f6b60c209
Enabled: YES Fixed: NO Accepted: YES Origin: AUTO-CAPTURE
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Plan hash value: 1944768804

| Id | Operation | Name |
| 0 | SELECT STATEMENT | \
| 1 | HASH GROUP BY \ [
| 2 | HASH JOIN \ \
| 3 TABLE ACCESS FULL | TIMES \
| 4 | HASH JOIN \ \
| 5 | TABLE ACCESS BY INDEX ROWID| PRODUCTS \
| 6 | INDEX RANGE SCAN | PRODUCTS PK |
| 7 TABLE ACCESS FULL | SALES [

29 rows selected.

The output of the DISPLAY_PLAN_BASELINE function shows the following

information:

B The plan was captured automatically.
B The plan is enabled and accepted.
B The plan is not fixed.

If the SQL Tuning Advisor finds an execution plan to be superior to a plan in
the statement’s SQL plan baseline, it will recommend that you accept a SQL
profile. If you accept the SQL profile, the Tuning Advisor automatically adds
the tuned plan to the SQL plan baseline of the SQL statement.

The SQL Management Base

The database stores all SPM related information, such as statement logs, plan histories,
and SQL profiles as well as the SQL plan baselines, in a new component of the data
dictionary called the SQL Management Base (SMB). The database stores the SMB in
the SYSAUX tablespace. You must, therefore, ensure that the SYSAUX tablespace is
online because SPM will be disabled if it can’t access the SYSAUX tablespace.

Configuring the SQL Management Base
You configure the SQL Management Base by setting values for two parameters,
space budget percent and plan retention weeks. You can

view the current values of these two parameters by querying the DBA_SQL
MANAGEMENT _ CONFIG view, as shown here:
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SQL> select parameter name, parameter value from
dba sgl management config;

PARAMETER NAME PARAMETER VALUE
SPACE BUDGET PERCENT 30

PLAN RETENTION WEEKS 105

SQL>

The space budget percent parameter determines the percentage of space
the SMB can take up in the SYSAUX tablespace. You can select a value between 1
and 50 percent for this parameter. The default space limit is 10 percent of the size
of the SYSAUX tablespace. A new Oracle background process will generate daily
warnings that it writes to the alert log when the SMB exceeds its allocated space
limit. You can do one of the following to make the alert warnings go away:

B Increase the size of the SYSAUX tablespace

B Increase the SMB space limit
B Purge outdated SQL plan baselines or SQL profiles to clear up space in the SMB

You can modify the value of the space budget percent parameter by

executing the DBMS_SPM.CONFIGURE procedure, as shown here:

SQL> exec dbms spm.configure ('space budget percent', 40);

The previous procedure will increase the space allocation of the SMB in the
SYSAUX tablespace to 40 percent.

Purging Policies

A weekly purging task that’s part of the automated tasks that run during the
maintenance windows takes care of removing older unused baselines, to conserve
space in the SQL Management Base. By default, the database purges all SQL plans
that the database hasn’t used in over a year (53 weeks, to be precise). You can, however,
change this setting by adjusting the value of the plan retention weeks
parameter to a value between 5 weeks and 523 weeks. The following example shows
how to change the plan retention period to 2 years:

SQL> exec dbms_spm.configure ('plan retention weeks', 105);

In addition to the automatic purging of unused SQL baselines, you can manually
purge the plan baseline for a specific statement by using the PURGE_SQL_PLAN_
BASELINE procedure, as shown here:

SQL> exec dbms spm.purge sgl plan baseline (
''SYS SQL PLAN b5429522ee05able');
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A query on the DBA_SQL_MANAGEMENT_CONFIG view shows the current

configuration settings for the SQL Management Base.

Managing SPM with the Enterprise Manager

Instead of using the DBMS_SPM package, you can simply use the Enterprise Manager
to perform SQL Plan Management tasks. Use the SQL Plan Management page to
manage both SQL profiles and SQL plan baselines. You can get to the SQL Plan
Management page by going to Home page | Server | SQL Plan Control (under the
Query Optimizer section).

CERTIFICATION OBJECTIVE 4.03

SQL Access Advisor Enhancements

Oracle introduced the SQL Access Advisor in the Oracle database 10g Release to
help you create efficient access structures to optimize SQL queries. The advisor
accepted either an actual workload as input (from the cursor cache or an STS from
the automatic workload repository) or used a hypothetical workload created by you
to recommend which indexes, materialized views, or materialized view logs to create
and drop to improve SQL performance. In Oracle Database 11g, there are several
enhancements to the SQL Access Advisor:

B New procedures.

B n addition to its usual table, index, materialized view, and materialized view
log recommendations, the advisor now also recommends partitioning of tables,
indexes, and materialized views.

B Reporting of intermediate results at publish points.

[ explain the enhancements in more detail in the followings sections.

New Procedures

Although you can use other sources for the workload, in Oracle Database 11g, Oracle
seems to suggest using a SQL Tuning Set (STS) as the source for the SQL Access
Advisor. An STS has the benefit of being a separate identity and can be shared by
various Advisor tasks, not just the Advisor that creates it. Once an Advisor task
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references an STS, that STS can’t be deleted or changed until all Advisor tasks
remove their dependency on it. An STS also lets you capture and store different types
of SQL workload together as a persistent object in the database. As in Oracle Database
10g, you use the DBMS_SQLTUNE package to create the initial empty STS.

In Oracle Database 10g, you used a SQL Workload object to capture the workload,
which you can create by using the CREATE_SQLWKLOAD procedure. Because
the SQL Workload is independent, you used the ADD_SQILWKLD_REF procedure
to link the SQL Workload object to a SQL Advisor task to protect the workload
from being removed or modified. Finally, you used the DELETE_SQILWKLD_REF
procedure to remove the workload reference manually from the Advisor task (you
could also drop the Advisor task to make the SQL Workload go away).

When using the SQL Access Advisor, you can choose your workload from one
of the following sources: Current and Recent SQL Activity, an existing STS, or
a hypothetical workload.

In Oracle Database 11g, you make use of two new procedures that are part of
the DBMS_ADVISOR package: ADD_STS_REF and DELETE_STS_REF to link
and unlink SQL Access Advisor tasks and SQL Tuning Sets, which contain the

workload for the advisor.

The ADD_STS REF Procedure

The ADD_STS_REEF procedure, shown here, links the current SQL Access Advisor
task and a SQL tuning set.

DBMS ADVISOR.ADD STS REF (
task name IN VARCHARZ NOT NULL,
sts owner IN VARCHARZ,
sts name IN VARCHAR2 NOT NULL) ;

Oracle recommends using the ADD_STS_REF procedure for any advisor runs
that use a SQL tuning set.

The DELETE_STS_REF Procedure
The DELETE_STS_REF procedure is the counterpart of the ADD_STS_REF

procedure. You use it to remove the link between the current SQL Access Advisor
task and a SQL tuning set.

DBMS ADVISOR.DELETE STS REF (
task name IN VARCHAR2 NOT NULL,
sts owner IN VARCHARZ,
sts_name IN VARCHARZ NOT NULL) ;
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Oracle recommends using the DELETE_STS_REF procedure for any advisor runs
that use a SQL tuning set. Don’t confuse the DELETE_STS_REF procedure with
the DELETE_TASK procedure, which you use to remove an advisor task from the
repository.

Partitioning Recommendations

In addition to its usual table, index, and materialized view recommendations, the
SQL Access Advisor makes the following recommendations in Oracle Database 11g.

Partition a table The partitioning methods are range, interval, list, hash,
range-hash, and range-list.

Partition an index The partitioning methods are local, range, and hash.

Partition materialized view The partitioning schemes are range, interval,
list, hash, range-hash, and range-list.

The SQL Access Advisor invokes the DBMS_REDEFINITION package to
implement its partition recommendations online. The SQL Access Advisor can
make partitioning recommendations both under the limited tuning option and the
comprehensive tuning option. The comprehensive tuning option uses SQL profiles
and also allows you to specify a time limit for the tuning task, which is 30 minutes,
by default. Partitioning is usually a more time-consuming and complex task when
compared to, say, the creation of a simple index. Follow these guidelines when
using the SQL Access Advisor in Oracle Database 11g, if you want to get good
partitioning recommendations:

The tables must be large, with a minimum of 10,000 rows.

If the base tables have a bitmap index defined on them, you must remove them
before running the advisor recommendation script because you can’t migrate
the bitmap indexes correctly. After the advisor creates a partitioned table
from an unpartitioned table, you can re-create the dropped bitmap index.
The advisor will generate partitioning recommendations for only columns of
type DATE and NUMBER. If a SQL statement in the workload doesn’t use
a predicate or join with these types of columns, the database won’t make any
partitioning recommendations.

Interval is the default partitioning mode. Hash partitioning is offered only to
facilitate partition-wise joins.

You must ensure that you have enough space to hold the original table and a
copy of it because the DBMS_REDEFINITION packages make a temporary
copy of the source table.
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B [f the recommendations include a partitioning recommendation along with
other types of recommendations such as creating a new index, it’s not a good
idea to decide to only create the index and leave the table as is, without
partitioning it. If you can’t partition the table for some reason, you must
run the SQL Access Advisor again, this time with the partitioning option
disabled. The reason for this is that the index recommendation in this case
was predicated on the existence of a partitioned table. Therefore, skipping the
partitioning recommendation but accepting the indexing recommendations
isn’t a correct choice.

Back up your database before starting the advisor session because that’s probably
the quickest and easiest way to undo a major table partitioning task.

Publish Points

Previously, once the SQL Access Advisor started its recommendation analysis, the
only way to access the results was to wait until the processing was completed or to
interrupt the task. In Oracle Database 11g, you can access the results even before the
advisor task is completed. This offers you the potential to save considerable time in

implementing key advisor recommendations
because you can interrupt a long running task
e)yam y pra long unning

Tatch and glean an idea about the recommendations.
Understand how you can You can break down a large workload into
get a quick “partial” recommendation smaller chunks using your own criteria and have
from the SQL Access Advisor. Can you the advisor analyze each chunk of the workload
resume an advisor job after interrupting and report its intermediate results at the publish
it for partial results? points.
Once you interrupt a task, the advisor will

mark the task as INTERRRUPTED, and you can view the intermediate results and
generate the recommendation scripts. You also have the choice to tell the advisor

to resume the task that you interrupted. A word of caution, however: in order to

make any base table partitioning recommendations, the SQL Access Advisor needs

to analyze almost the entire workload. If you interrupt a task early, you probably

won’t see any type of partition-related recommendations. However, a late stage
intermediate result may quite possibly yield partition recommendations if the advisor
figures out it’s beneficial to do so.

Running a SQL Access Advisor Job Using PL/SQL

In this section, I show you how to run the SQL Access Advisor using procedures and

functions from the DBMS_ADVISOR and DBMS_SQLTUNE packages.
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Creating the SQL Access Advisor Task

You can create an advisor task by using the CREATE_TASK procedure and
specifying the various attributes of the task or creating your task from a template.
If you specify a template at task creation time, the SQL Access Advisor will copy
the parameter settings from the template to the new task. You may also specify an
already existing task as the template. Here’s an example that shows you how to use

the CREATE_TASK procedure to create a new SQL Access Advisor task:

SQL> exec dbms advisor.create task(
advisor name => 'SQL Access Advisor',
task name => 'test taskl')

The previous code creates a new advisor task named test_task]1.

Creating a SQL Tuning Set

First, create an empty STS to hold the SQL workload that you want to pass to the
SQL Access Advisor task as input for its analysis:

SQL> exec dbms_ sqgltune.create sqglset (-
sglset name => 'test stsl', -
description => 'Test STS for Access Advisor');

In this case, we created a new empty STS named teststs1. If you wish to transfer
existing SQL objects to a SQL Tuning Set, use the COPY_SQLWKLD_TO_STS

procedure to copy the workload to an STS. Here’s an example:

SQL> exec dbms advisor.copy sqglwkld to sts('test workload',
'test stsl', 'new');

Loading the SQL Tuning Set

In this step, I show you how to load the STS with a set of SQL statements. By
default, the LOAD_SQLSET procedure will load only new statements to the STS,
but you can also update existing statements in the STS if you want.

SQL> declare
2 mycursor dbms sqgltune.sglset cursor;
3 begin
4 open mycursoror
5 select value (p)
6 from table (
7 dbms sqgltune.select cursor cache (
8 'parsing schema NAME <> ''SyS''',KNULL,NULL,NULL,NULL,1,
NULL, 'ALL'")) p;
9 dbms sgltune.load sqglset(sglset name => 'test stsl',
populate cursor => mycursor);
10* end;
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SQL> /
PL/SQL procedure successfully completed.
SQL>

Note that the LOAD_SQLSET procedure uses a cursor reference with which to
populate the STS. In this case, I use the SELECT_CURSOR_CACHE function
to collect the SQL statements from the SQL cursor cache. The function returns a
sqlset row per SQL_ID and PLAN_HASH_VALUE combination it finds in the
cursor cache. The LOAD_SQLSET procedure is called after first opening the cursor
mycursor and selecting all statements in the cursor cache with the exclusion of those
that were parsed by the user SYS.

In this example, I showed how to load SQL statements from the SQL cursor
cache. You can also use the SELECT_WORKLOAD_REPOSITORY function to

select SQL statements from the automatic workload repository instead.

Linking the Advisor Task and the Workload
Now you have both the SQL Access Advisor task and a SQL Tuning Set with the

SQL statements you want the advisor to analyze. Your next task is to link the task

to the STS, by using the new ADD_STS_REF procedure, as shown here:

SQL> exec dbms advisor.add sts ref (

task name => 'test taskl',
sts owner => 'SH',
sts name =>"'test stsl');

You can create as many links to SQL Tuning Sets as you like.

Oracle advises that you use the ADD_STS_REF procedure instead of the
older procedure, ADD_SQLWKLD_REF, which is supported only for backward
compatibility.

Setting the Task Parameters

Use the SET_TASK_PARAMETER procedure to set the task parameters. There are
a large number of parameters you can set, but if you don’t explicitly set any of these
parameters, the database will use default values for them. Execute the SET_TASK_
PARAMETER procedure as many times as you have parameters to set. Here are
some examples:

SQL> exec dbms advisor.set task parameter ('test taskl',
'valid table list','SH.SALES,SH.CUSTOMERS) ;'

SQL> exec dbms advisor.set task parameter ('test taskl',
'mode', 'comprehensive');

SQL> exec dbms advisor.set task parameter ('test taskl',

'journaling',4);
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SQL> exec dbms advisor.set task parameter ('test taskl',
'analysis scope','all');
The first example (the valid_task_list parameter) filters out all SQL queries
that don’t reference the sales and customers tables in the SH schema. The second
example (the mode parameter) sets the tuning mode to comprehensive rather
than limited. The third example (the journaling parameter) shows how to set the
journaling attribute, which controls the logging of messages to the journal, which
you can view by querying the DBA_ADVISOR_JOURNAL view. The higher the
setting for this parameter, the more detailed will be the messages. The final example
(the analysis_scope parameter) shows how to set the analysis_scope attribute to all,
which will generate recommendations for indexes, materialized views, and partitions.
If you want only to get partition recommendations, you can do so by specifying
the option partition along with the index, table, or mview (materialized
view) options. You may also use the def partition tablespace attribute
to specify the default tablespace for the partitioned tables. If you don’t specify
this attribute, the partitioning recommendations in the script will not contain
a tablespace name for the partitioned table. One other useful attribute is max
number partitions, which specifies the maximum number of partitions for
a table, index, or materialized view. This attribute can range from 1 to 4294967295
and the default value is advisor unlimited.

Execute the Task

Execute the task by issuing the following command:
SQL> exec dbms_advisor.execute_task (task name => 'test taskl');

Once the SQL Access Advisor task finishes executing, you can view the
recommendations made by the advisor.

Viewing the Recommendations

The SQL Access Advisor links each of its recommendations to a specific SQL
statement from the workload. You can use the GET_TASK_REPORT function

to view a report, as shown here:

SQL> exec DBMS ADVISOR.GET TASK REPORT (

task name IN VARCHARZ,

type IN VARCHAR2 := 'TEXT',
level IN VARCHAR2 := 'TYPICAL',
section IN VARCHAR2 := 'ALL',
owner name IN VARCHAR2 := NULL,
execution name IN VARCHAR2 := NULL,
Objectiid IN NUMBER := NULL)

RETURN CLOB;
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The function creates the task report and presents it to you.

You can stop the task anytime using the CANCEL_TASK procedure, but
you won’t be able to see any recommendations. Use the INTERRUPT_TASK
procedure to terminate an advisor task before it reaches its end. You can still
get any recommendation that has been created up to that point. The following
example shows how to interrupt a task:

SQL> exec dbms advisor.interrupt task ('test taskl');

One you interrupt a task midway, you can’t restart it.

Generating SQL Scripts

You can view the SQL script that the advisor creates to implement its recommendations
by executing the GET_TASK_REPORT procedure, which will save the script
containing the executable SQL statements in a file. Note that you must first create a
directory with the create directory statement before you execute the previous
code. Here’s how you create the directory:

SQL> create directory access adv rslts as
'/ul0l/app/oracle/access"';
Directory Created.

Once you create the directory, execute the CREATE_FILE procedure to generate
the SQL script in that directory, as shown here:

SQL> execute dbms_advior.create file (
dbms advisor.get task script ('test taskl'),
'access_adv_rslts', 'testscriptl.sqgl');

Review the SQL script before you execute it. Here’s the SQL script showing the
SQL Access Advisor recommendations for the example task:

Rem SQL Access Advisor: Version 11.1.0.6.0 - Production
Rem Username: SH
Rem Task: SQLACCESS9252895
Rem Execution date:
Rem Repartitioning table "SH"."SALES"
SET SERVEROUTPUT ON
SET ECHO ON
Rem Creating new partitioned table
CREATE TABLE "SH"."SALESL1"
( "PROD ID" NUMBER,
"CUST ID" NUMBER,
"TIME_ID" DATE,
"CHANNELilD" NUMBER,
"PROMO_ID" NUMBER,
"QUANTITY SOLD" NUMBER (10, 2),
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"AMOUNT SOLD" NUMBER (10, 2)
) PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
TABLESPACE "USERS"
PARTITION BY HASH ("PROD_ID") PARTITIONS 32;
Rem Copying constraints to new partitioned table
ALTER TABLE "SH"."SALES1" MODIFY ("PROD ID" NOT NULL ENABLE) ;
Rem Copying indexes to new partitioned table
Rem
CREATE UNIQUE INDEX "SH"."PRODUCTS_PK1" ON "SH"."SALES1"
("PROD_ID")
PCTFREE 10 INITRANS 2 MAXTRANS 255 NOLOGGING COMPUTE STATISTICS
TABLESPACE "EXAMPLE";
Rem Populating \partitioned table with data from original table
INSERT /*+ APPEND */ INTO "SH"."SALES1"
SELECT * FROM "SH"."SALES";
COMMIT;
begin
dbms stats.gather table stats('"SH"', '"SALES1"', NULL, dbms
stats.auto sample size);
end;
/
Rem Renaming tables to give new partitioned table the original
table name
ALTER TABLE "SH"."SALES" RENAME TO "SALES1";
ALTER TABLE "SH"."SALES1" RENAME TO "SALES";
Rem Revalidating materialized views for use with new
partitioned table
BEGIN DBMS_MVIEW.REFRESH('"SH"."FWEEK_PSCAT_SALES_MV"',
'C',atomic_refresh => FALSE); END;
/
BEGIN DBMS MVIEW.REFRESH('"SH"."CAL MONTH SALES MV"',
'C',atomic refresh => FALSE); END;
/

The script shows what the SQL Access Advisor will do to partition a table if you
choose to accept its partition recommendations:

B Create a new partitioned table named sales].
B Copy the constraints on the table sales to the new empty table salesl.

B Copy the indexes (in this case, a single index) on the table sales to the new
empty table salesl.

B Load data into the new table salesl from the original sales table.

B Execute the DBMS_STATS.GATHER_TABLE_STATS procedure to collect
statistics on table sales].
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Rename the old table sales to sales] and the new table salesl to sales.

Execute the DBMS_MVIEW.REFRESH procedure to revalidate the
materialized views on the partitioned
sales table.

What objects can the Using Enterprise Manager
SQL Access Advisor make partitioning
recommendations for?

Although I explained how to utilize the SQL
Access Advisor through the execution of

PL/SQL procedures, Oracle recommends that

you use the Oracle Enterprise Manager (Database Control/Grid Control) to manage
the SQL Access Advisor. Here are the steps you must follow to get recommendations

from the SQL Access Advisor.

In the Database Home page, click the Advisor Central link at the bottom of
the page, under Related Links.

In the Advisor central page, click SQL Advisors under the Advisors section.

3. In the SQL Advisors page, click SQL Access Advisor.

In the Initial Options page, select Recommend new access structures. The
other option will merely verify the use of existing access structures such as
indexes, but doesn’t recommend new access structures. Click Next.

. In the Workload Source page, select Current and Recent SQL Activity. This

means that the advisor will select the SQL statements to analyze from the

SQL cache. Click Next.

In the Recommendations Options page, shown in Figure 4-1, select all three
access structures: indexes, materialized views, and the new partitioning
recommendation option. Click Next.

You can customize the task name and description and the scheduling of the
task on the Schedule page. By default, the SQL Access Advisor runs the job
immediately. Click Next.

The Review page shows the options you selected for the SQL Access Advisor
task. Click Submit after verifying the options.

The Confirmation page appears, indicating that your job was submitted
successfully.

Once the STATUS column shows that the access advisor job is completed,
click View Result after selecting the task first. You can view the potential
for improvement in a graphical form. The Workload 1/O Cost chart shows
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m The SQL Access Advisor Recommendation Options page
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the new cost (69591) and the old cost (144178). The Query Execution Time
Improvement chart shows that the Query Improvement factor is about 2. You
can view the next page, the Results For Task page, where the advisor presents
a chart of the potential benefits from adopting the various recommendations.
You can also review a table that shows each recommendation and the cost
improvement that you can gain by adopting that recommendation. Figure 4-2
shows the Results For Task page.

10. Click Schedule Implementation if you want to accept the recommendations.
If you want to modify the recommendations, click SQL to view the actual
SQL statements to implement the recommendations, which can consist
of new indexes, new materialized views, new materialized view logs, or
recommendations to partition existing base tables.
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m The Results For Task page

Summary i I ti |
Overall Werkload Performance

v Acceplable Performance

Workload 'O Cost Query Execution Time Improvemeni
160,000 “ 100
140,000 £ 75
120,000 § 50
100,000 2 s
80,000 s 0
60,000 L] 1x 2% 4x 63X B3 10x > 10
' Query Improvement Factor
.OrighﬂIOosT-14d1?Bj- M Mo Performance Improvement
M hew Cost (B3591) B Fotential Performance Improvemant
Aecomme ndations SQL Statements
Recommendations 22 S0L Statements

EXERCISE 4-2

Using the Cursor Cache to Get SQL Access Advisor Recommendations

The following exercise shows how to use statements from the SQL Cache to obtain
recommendations from the SQL Access Advisor. Here are the steps:

I. On the bottom of the Database Home page, click Advisor Central under
Related Links.

Click the SQL Advisors link.
Click the SQL Access Advisor link.

Select Recommend new access structures. Click Continue.

i W

Make sure that the Current and Recent SQL Activity shows up in the box.
Expand Filter Options and select Filer Workload Based on these Options. In
the Users field, select the name of the user who is the owner of the structures.

Click Next.

6. Select indexes, materialized views, and partitioning, and then click Next.
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7. Enter the task name and, under Scheduling Options, select Standard as the

schedule type.

8. Click Submit in the Review page.

9. The Confirmation page appears, showing that your SQL Access Advisor job

was submitted successfully.

. Monitor the task to ensure it’s completed and click on the task name on the

SQL Access Advisor main page to view the recommendations.

INSIDE THE EXAM

The exam will review your understanding
of the new Automatic SQL Tuning Advisor.
You must know how to configure an
automatic SQL tuning task and how to
enable and disable the feature. Under what
circumstances will the SQL Tuning Advisor
implement a SQL profile? Review the
accept sqgl profiles task parameter
and how it determines the acceptance of
SQL profiles. You must also be familiar with
the SET_TUNING_TASK _PARAMETER
procedure and the use of various attributes
suchas accept sql profiles and
max_auto_sgl profiles, for example.
In terms of the SQL Plan Management
feature, you can expect the exam to test your
understanding of how the optimizer maintains
SQL plan baselines. What's the difference
between a verified and an unverified plan?
When does a plan become an accepted plan?
What is a SQL plan baseline? Understand
what the fixed attribute implies for a plan
in the SQL plan baseline. The exam is likely

to ask you about the SQL plan baseline
attributes such as enabled and accepted.
Can you manually change the status of a plan
to accepted!

You must know how to manage the SQL
Management Base. How does the plan
retention period work? The exam will
probably query your understanding of the
new initialization parameters, optimizer
capture sgl plan baselines
and optimizer use sqgl plan_
baselines. You must also understand how
to use the DBMS_SPM package to load SQL
plan baselines. How does the database purge
the SMB to make more room for new SQL
plan baselines? What type of objects does the
SMB store besides SQL Plan baselines?

The exam will contain at least one
question about the new capabilities of the
SQL Access Advisor, such as its ability to
make table, materialized view, and index
partitioning recommendations.
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CERTIFICATION SUMMARY |

In Oracle Database 11g, the database runs a new automated maintenance task named
the Automatic SQL Tuning Advisor during the maintenance window. The advisor
makes recommendations to improve heavy load SQL statements that it picks from the
AWR. It can also automatically implement SQL profiles for those statements. You can
configure automatic SQL tuning by using the SET_TUNING_TASK_PARAMETER
procedure in the DBMS_SQILTUNE package.

SQL Plan Management replaces stored outlines as the way to maintain plan
stability when your system is undergoing changes such as a database upgrade. The
database now maintains SQL plan baselines, which consist of all accepted plans
in the plan history of each repeatable SQL statement. You can capture SQL plans
yourself or let the database automatically capture them by specifying the value t rue
for the initialization parameter optimizer capture sgl plan baselines.
To enable the use of the SQL plan baselines, you must set the parameter
optimizer use sql plan baselines to true. In order for a non-accepted
plan to become an accepted plan, the database must evolve the SQL plan baseline.
You can do this by running the SQL Tuning Advisor or by executing the EVOLVE_
SQL_PLAN_BASELINE function. The optimizer always prefers a fixed plan baseline
over all other accepted plans. You use the new package DBMS_SPM to manage the
SQL Management Base, which is the repository for the SQL plan baselines.

In Oracle Database 11g, the SQL Access Advisor can also make partitioning
recommendations for tables, indexes, and materialized views. You can also get
intermediate results from a SQL Access Advisor run.
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MINUTE DRILL

matic SQL Tuning Advisor

| The Automatic SQL Tuning Advisor runs automatically during the
- maintenance window as part of the automated maintenance tasks feature.

1 Automatic SQL Tuning Advisor chooses the tuning candidates from the AWR.

Automatic SQL Tuning Advisor takes into account statistical analysis, SQL

profiling, access path analysis, and SQL structure analysis.

Iﬁlx SQL profile contains auxiliary information such as customized optimizer

settings, adjustments for missing or stale statistics, and adjustments for errors
optimizer statistics.

ou can’t use the Automatic SQL Tuning Advisor for recursive statements,
~ad-hoc statements, parallel queries, and queries using certain DDL statements.

h The database orders SQL statements as candidates for tuning, based on the

sum of the CPU time and the /O time usage.

The Automatic SQL Tuning Advisor can automatically implement only

recommendations that involve the creation of SQL profiles.

- The Automatic SQL Tuning Advisor will accept a new SQL profile for

- implementation only if the profile offers a threefold improvement in

- performance.

Use the SET_TUNING_TASK_PARAMETER procedure to configure

automatic SQL tuning.

You can enable and disable the Automatic SQL Tuning Advisor by using the

DBMS_AUTO_TASK_ADMIN package.

The actual name of the Automatic SQL Tuning Advisor task is SYS_ _AUTO_

SQL_TUNING.

L Plan Management
SQL Performance Management lets you preserve SQL performance across
major system changes such as an upgrade of the database to a new release.

SQL Performance Management is intended as a preventative mechanism to
- control SQL plan evolution with little manual effort from the DBA.

A SQL plan baseline is a set of accepted plans in the plan history the
database maintains for each distinct repeatable SQL statement.
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Not all plans in the plan history for a statement are.

A plan becomes an accepted plan only if the plan does
regression when compared to other plans in the plan hi
The DBMS_SPM package supports the SQL Plan Man:
In order for the database to automatically capture and mai
the parameter optimizer capture sql plan bas
The very first SQL plan that’s captured for a repeatable sta
the SQL plan baseline for that statement.
When you load a plan manually, it automatically is regarde

You can manually load plans from a SQL Tuning Set o

\

cache.

In order to enable the use of SQL plan baselines, you ‘
optimizer use sgl plan baselines paramet r :;gt 1
\ lu

Evolving a SQL plan baseline entails making a non-acc

t lan an
plan and integrating it with the SQL plan baseline for a 5]. ‘ nen

retains unused SQL plans in the SQL anagement Base.

The SQL Access Advisor in Oracle Database 11g can also recom e
partitioning of tables, indexes, and materialized views.

You can interrupt a SQL Access Adv1sc r execution to get inte
t “publish points.”
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ew ADD_STS_REF and the DELETE_STS_REF procedures in the
\DVISOR package enable you to link and unlink a SQL Access

Jefault partitioning mode for a table is interval. You can also use range,
ash, range-hash, and range-list partitioning schemes.
‘the SET_TASK_PARAMETERS procedure in the DBMS_ADVISOR

~ package to set task parameters.
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SELF TEST

The following questions will help you measure your understanding of the material presented in this
chapter. Read all the choices carefully because there might be more than one correct answer. Choose
all correct answers for each question.

Automatic SQL Tuning Advisor

I. The Automatic SQL Tuning Advisor tunes only one of the following types of SQL statements:

A. Recursive SQL statements
B. Parallel queries
C. Queries involving the select statement
D. Queries involving the insert or delete statement
2. The SET_TUNING_TASK procedure in the DBMS_SQLTUNE package enables you to do the
following:
A. Specify whether the database must automatically accept a SQL profile
B. Specify the total number of SQL profiles that can be accepted by the database
C. Specify whether the SQL Tuning Task must be manual or automatic
D. Specify the format of the report of the test execution
3. The actual name of the Automatic SQL Tuning Advisor task is
A. AUTO_SQL_TUNING_TASK
B. <username>_AUTO_SQL_TUNING_TASK
C. SQL_AUTO_TUNING_TASK
D. SYS_AUTO_SQL_TUNING_TASK

4. If you leave the window name parameter in the DBMS_AUTO_TASK_ADMIN.ENABLE
procedure as NULL

A

B.
C.
D.

The task is disabled in all windows.
The task is enabled in all windows.
The task can’t be run automatically by the database.

You'll receive an error.

SQL Plan Management

5. The plan history for a SQL statement includes

A

B.
C.
D.

Only the accepted plans for an ad-hoc statement
Both accepted and non-accepted plans for an ad-hoc statement

Both accepted and non-accepted plans for a repeatable statement
Only the non-accepted plans for a repeatable statement
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6.

If you assign the value yes for the £ixed parameter in the LOAD_PLANS_FROM_
CURSOR_CACHE procedure, Oracle will

A
B.

C.
D.

Treat the plans you load as fixed plans and continue to evolve the SQL plan baseline
Treat the plans you load as fixed plans and stop evolving the SQL plan baseline
Drop that plan from the SQL plan baseline

Prevent you from manually loading further plans for that SQL statement

If the best cost plan the optimizer evolves doesn’t match any of the accepted plans in a SQL
plan baseline, what will the optimizer do?

A. It will first add the new plan to the plan history and select the accepted plan with the least cost.

B. It will first add the new plan to the SQL plan baseline and select the accepted plan with
the least cost.

C. It won’t add the new plan to the plan history for that SQL statement.

D. It will use the new best cost plan it just evolved.

What are three ways to make alert warnings about the SMB exceeding its allocated space limit

go away!

A. Decrease the percentage of space allocated to the SMB in the SYSAUX tablespace.

B
C.
D.

Increase the percentage of space allocated to the SMB in the SYSAUX tablespace.
Increase the size of the SYSAUX tablespace.
Purge outdated SQL plan baselines.

SQL Access Advisor Enhancements

9. The SQL Access Advisor will make partitioning recommendations for only those tables with
the following data types:

10.

A
B.
C.
D.

Date
Integer
Varchar2
Number

What does the SET_TASK_PARAMETER procedure in the DBMS_ADVISOR package
specify when you use the valid table list attribute?

A
B.

C.

[t includes all SQL queries that reference valid tables.

[t includes only those SQL queries that refer to the tables passed as arguments for the
valid table list attribute.

[t makes partitioning recommendations only for the tables specified as arguments for the
valid table list attribute.
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D. It ensures that only SQL statements in the VALID_TABLE_LIST table are used in making
recommendations.
Il. Which of the following statements about the SQL Access Advisor are true?
A. Once you interrupt a task, you can’t restart it.
B. You can always restart an interrupted task by manually restarting the SQL Access Advisor.
C. You can sometimes get intermediate recommendations after interrupting a task.
D. You can always get intermediate recommendations after interrupting a task.
12. When you adopt the SQL Access Advisor recommendations concerning partitioning a table,
the recommendations script will
A. Copy the constraints from the old table to the partitioned table
B. Copy the indexes from the old table to the partitioned table
C. Load the data from the old table to the partitioned table
D. Analyze the data in the newly partitioned table

LAB QUESTION

How can you use the SQL Performance Analyzer and the SQL plan baselines features together during
a database upgrade in order to prevent SQL performance regression?
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SELF TEST ANSWERS

Automatic SQL Tuning Advisor

M Cis correct. The Automatic SQL Tuning Advisor always tunes SQL select statements.
X A, B, and D are incorrect because the Automatic SQL Tuning Advisor doesn’t tune any
of these types of statements.

M A and B are correct. A is correct because you can use the accept_sql_profiles parameter

in the SET_TUNING_TASK_PARAMETER procedure to specify whether the database can
automatically accept a SQL profile. B is correct because you can specify the max_auto_sql_
profiles parameter in the SET_TUNING_TASK procedure to determine the total number of
profiles that the database can accept.

C is incorrect because the SET_TUNING_TASK_PARAMETERS procedure helps you to
set the task parameters for an advisor run. It doesn’t specify whether the task must be automatic
or manual. D is incorrect because you use the report auto tuning task parameter to
specify the format of the Automatic SQL Tuning Advisor.

M D is correct. The actual name of the Automatic SQL Tuning Advisor task is SYS_AUTO_
SQL_TUNING_TASK.

A, B, and C are incorrect because they provide the wrong name for the task.

M B is correct. If you omit the window name parameter in the DBMS_AUTO_TASK-
ADMIN.ENABLE procedure, the task is enabled in all windows.

& A is incorrect because the task is enabled in all windows, not disabled. C is incorrect
because the task will be run automatically by the advisor in all windows. D is incorrect because
you can leave the window name parameter out if you want, to let the task run in all windows.

SQL Plan Management

5. M Cis correct. The plan history for a SQL statement includes both accepted and non-

accepted execution plans for a repeatable statement.

& A and D are incorrect because both accepted and non-accepted execution plans become
part of the plan history for a SQL statement. B is incorrect because only exaction plans for
repeatable statements are stored, but not those for ad-hoc statements.

M B is correct. When you specify a plan as fixed when you load it, Oracle will treat the plan
as a fixed plan and stops evolving the SQL plan baseline for that SQL statement.
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X A is incorrect because when you specify a plan as fixed, Oracle will stop evolving the SQL
plan baseline for that statement. C is incorrect because the database doesn’t drop a plan from
the SQL plan baseline because you specify it as a fixed plan. Rather, it prefers to use the fixed
plan over all other plans. D is incorrect because you can continue to load new plans, even after
specifying a plan as fixed.

M A is correct. The optimizer will first add the new plan to the plan history and select the
accepted plan with the least cost to execute the statement.

B is incorrect because the optimizer adds the new plan first to the plan history, not the SQL
plan baseline. Only accepted plans are added to the SQL plan baseline. C is incorrect because
the optimizer adds the new plan to the plan history. D is incorrect because it won’t necessarily
use the new best cost plan it has evolved.

M B, C, and D are correct. By taking any of the steps indicated in these three alternatives,
you could potentially make the space alerts stop.

A is incorrect because decreasing the space allocation to the SMB actually could make
matters worse regarding the availability of space in the SMB.

SQL Access Advisor Enhancements

9.

M A and D are correct. The SQL Access Advisor will make partitioning recommendations for
only those tables with the DATE and NUMBER data types.

& B and C are incorrect because the advisor doesn’t make any partitioning recommendations
for tables with these two data types.

M Ciscorrect. You can use the valid table 1list attribute to limit the partitioning
recommendations to only those SQL queries that refer to a specified table or tables.

B A s incorrect because the valid table 1list parameter has nothing to do with a
table being valid. B is incorrect because the valid table list attribute limits only the
partitioning recommendations. D is incorrect because the tables specified by the valid
table list parameter don’t contain any SQL statements.

M A and C are correct. A is correct because once you interrupt a SQL Access Advisor task,
you can’t restart it. C is correct because you can get intermediate advisor recommendations after
interrupting a task, provided the advisor has run long enough to provide recommendations. If
you interrupt too soon, you may not get any intermediate recommendations.

B is incorrect because you can’t restart an interrupted task. D is incorrect because you are
not guaranteed intermediate results when you interrupt a task.

M A, B, C, and D are correct. The SQL Access Advisor scripts for implementing its
partitioning recommendations include the code for performing all four of the tasks.




2672 Chapter 40 Automatic SQL Tuning and SQL Plan Management

LAB ANSWER

Let’s assume that you are upgrading from the Oracle Database Release 2 to Oracle Database 11g
Release 1. You can seed the SQL Management Base in the upgraded database with known execution
plans that guarantee that there won’t be a performance regression by using the SQL Performance
Analyzer and the SQL plan baselines in the following sequence:

2
3
4.
5

Capture the pre-upgrade SQL plans in an STS.

Upgrade your database on a test server.

Change the optimizer features enable parameter to 10.2.
Import the captured SQL workload to the upgraded database.

Run the SQL Performance Analyzer, using the imported STS as the source for the SQL
workload.
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racle Database | |g introduces several enhancements in the Automatic Storage

Management (ASM) area.The new features in ASM enhance performance while making

it easier to manage the storage system. Oracle has had the table partitioning capability
since Oracle 8. In this release, several new and exciting partitioning schemes have been introduced.
I'll start with a review of the new features in ASM and then discuss the partitioning innovations.

CERTIFICATION OBJECTIVE 5.01

Automatic Storage Management New Features

Oracle Database 11g contains several important enhancements to Automatic
Storage Management. These changes include the following:

B Fast mirror resync feature

B Preferred mirror read feature

B ASM compatibility-related enhancements
B The SYSASM privilege for managing ASM

[ discuss the main new ASM features in the following sections after a quick
review of the ASM architecture.

ASM Architecture

Before we delve into the ASM enhancements in Oracle Database 11g, let’s quickly
review the main features where Oracle has provided enhancements.

B An ASM disk group is the fundamental unit of storage management in ASM,
and contains a set of disks. ASM assigns all files from the disk groups and not
directly from the disks. An ASM disk group can contain files from multiple
Oracle databases and, conversely, a single Oracle database can use files from
multiple disk groups.

B ASM disks are the actual physical storage devices that are assigned to disk
groups. An ASM disk could be a disk from storage array, an entire disk or
partition of a disk, a logical volume, or a network-attached file system (NFS).

B ASM spreads files evenly across all the disks that are in the disk groups to
ensure [/O load balancing among the disks.
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The database divides each ASM disk into an allocation unit (AU), which is the
basic unit of allocation in a disk group. An ASM file consists of one or more file
extents and a file extent consists of one or more allocation units. Each extent resides
on a single disk.

A failure group is a set of ASM disks that share a common failure mechanism, such
as a set of SCSI disks that share a common SCSI Controller. ASM uses separate
failure groups to store redundant copies of data when you specify two-way or three-
way mirroring for a file. You can create failure groups only if you use normal or high
redundancy disk groups.

When you add a new disk or remove disks from a disk group, ASM automatically
redistributes evenly across all disks of a disk group while the database is online. This
feature is known as automatic rebalancing. Thus, when a disk fails, ASM automatically
rebalances data to maintain the full redundancy for all files with extents on the failed
disk. Similarly, when you replace a failed disk with another disk, ASM rebalances
data to include the new disk.

ASM uses striping to spread data evenly across disks in a disk group, thus
balancing load and also lowering I/O latency. ASM uses coarse-grained striping
for load balancing and fine-grained striping for reducing I/O latency. ASM separates
files into stripes, thus spreading the data across all disks in the disk group. The fine-
grained striping size is 128KB and the coarse-grained striping size is equal to the size
of the allocation unit.

ASM Fast Mirror Resync

In Oracle Database 10g, when an ASM disk failure occurs, say, because of a bad
cable or controller, ASM won’t be able to complete the writing of an extent to the
failed disk if it’s in the middle of doing so. This is true, of course, only if you’re using
ASM redundancy. ASM will then take the failed disk offline. Once it re-creates

the failed disk’s extents on the other disks in the disk group using redundant extent
copies, ASM drops the failed disk. ASM doesn’t read from the offline disk any longer
because it assumes that the disk contains only stale data. You’d have to manually add
the failed disk back after the failure is fixed, by migrating all its extents back onto

it. Or, you must add a new disk to the disk group to take the place of the dropped
disk. In either case, the two-step process of writing and rewriting of the failed disk’s
extents takes time and resources. Even when a disk failure is transient, caused by a
failure of cables, controllers, or disk power supply interruptions, you'll still have to
go through this time-consuming process to take care of a failed disk by fixing the
transient failure, adding the dropped disk back to its disk group, and incurring the
cost of migrating the extents back to the fixed disk after that.
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In Oracle Database 11g, the ASM fast mirror
resync feature lowers the overhead involved
in resynchronizing disk groups following a

Py
wesah Know what the transient disk failure. Following a temporary
disk_repair time attribute can be failure, ASM tracks the extents that were
used for, as well as its default value. changed during the failure and after the failure
is fixed, resynchronizes only the changed

extents. Thus, the database has to rewrite only a miniscule portion of the contents
of the failed disk. The database fixes only the damaged portions of the affected disk
and doesn’t have to copy the contents of the entire disk when you take a disk offline
and bring it back online after repairing it. Of course, the feature works under the
assumption that the offline disk’s contents haven’t been damaged or modified. When
you enable this feature, the database will merely take the affected disk offline but
won’t drop it.

The ASM fast mirror resync feature works only in cases where there is no
actual disk damage or any modification in the disk’s contents. For the ASM disk
to be taken offline but not dropped following a transient failure, you must have
set the disk repair time attribute for the disk group to which the offline
disk belongs. The length of time specified by the disk repair time attribute
determines how long ASM will wait for you to complete the repair and still be able
to resynchronize the disk.

Note that the fast mirror resync feature is applicable to only those cases where
you are forced to take a disk offline for issues unrelated to the data on the disk.
The fast mirror resync feature dramatically lowers the time it takes to bring a disk
online after you take it offline and drop it from the disk group to fix the problem.
The reason for this is that, without this feature, once you take a disk offline and fix
the problem, you must wipe off the disk first with the dd command before adding it
back to the disk group. The dd command is a popular UNIX/Linux command used
to make a copy of a file system. (dd is especially useful for copying regions of raw
device files and reading fixed amounts of data from special files such as /dev/zero.)

In Oracle Database 10g, you have to follow these steps to offline, drop, and add a
disk back to a disk group.

I. First take the disk offline and then specify the drop after clause. By
setting the disk repair time to 0, the after disk group command
instructs the database not to wait to drop the database.

SQL> alter disk group dgroupl disk data 00001 drop after 0 h;

When you drop the offline disk as shown here, ASM rebalances the list mirrored
extents that were on the disk across the remaining disks in the disk group.
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2. Wipe the dropped disk before adding it back to the disk group:

$ dd if=/dev/zero of=asm diskl bs=1024k count=100

You must log in as root to perform the preceding operation.

3. Add the repaired disk back to the disk group using the alter diskgroup
command.

SQL> alter diskgroup dgroupl add disk '/dev/raw/rawl'
size 100 M;

Once you add the disk back, ASM will perform a rebalance operation so the
new disk has approximately the same amount of data as the rest of the disks in
the disk group.

In Oracle Database 11g, you don’t have to wipe off the dropped disk. When you're
ready to add it back to the disk group, just add the disk without wiping off the contents.
ASM will add the disk back immediately without the long rebalance operation it
used to perform without the fast mirror resync feature.

Setting Up ASM Fast Mirror Resync

You enable the fast mirror resync capability by specifying the disk repair time
attribute for a disk group, after you create the disk group. That is, you must use the
alter diskgroup command to enable fast mirror resync. The disk repair
time attribute accepts time as a value, which it then uses to determine the length
of time after a disk failure for which ASM can ensure it will resynchronize the disk.
That is, the setting of this parameter determines the duration for which ASM can
tolerate a disk outage and still be able to resynchronize the contents of the disk after
you repair the disk failure. Here’s an example that shows how to specify ASM fast
mirror resync for a disk group:

SQL> alter diskgroup dgroupA
set attribute 'disk repair time'='2h';

The value of the disk repair time attribute in this example is set to 6h,
which means two hours. Let’s say the disk group dgroupA has two disks, DISK1
and DISK2. If you have to take DISK1 offline because a few blocks went bad,
ASM will wait for two hours before dropping the disk. You can fix DISK1 and
bring it back online within two hours. If you do that, ASM will copy the extents
on the bad blocks from DISK2, which mirrors the data in DISK1. This process of
resynchronizing the damaged extents by copying the few blocks that were damaged
is much shorter than copying the entire disk’s contents.
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on the
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The default value for the disk repair time attribute is 3.6 hours. You can
also enable fast mirror resync by setting more complex time duration, as shown here:

SQL> alter diskgroup dgroupA
set attribute 'disk repair time'="2D6H30M";

The previous example shows how to set the duration to two days, six hours, and
30 minutes.
Once you repair a disk, you bring it online using the following command:

SQL> alter diskgroup dgroupA online;

Once you issue the diskgroup <diskgroup name> online command,
the database starts copying all extents on the redundant copies of the disk that
are marked stale. Initially, the disk is brought online only for write operations
while the database synchronizes the stale data with the current data. Once the
resynchronization process is complete, the database brings the disk online for read
operations as well.

You can always bring a disk offline for maintenance reasons. Once you finish
the disk maintenance, you can use the alter diskgroup <diskgroup
name> online statement to bring the disk back online.

You can override the time defined at the disk group level by s